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Google Professional-Cloud-Network-Engineer certification exam is designed to assess the candidate’s understanding and expertise
in solving networking challenges using Google Cloud Platform. Passing this certification demonstrates that the individual has the
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Questions (Q223-Q228):
NEW QUESTION # 223 
You ate planning to use Terraform to deploy the Google Cloud infrastructure for your company, The design must meet the following
requirements
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* Each Google Cloud project must represent an Internal project that your team Will work on
* After an Internal project is finished, the infrastructure must be deleted
* Each Internal project must have Its own Google Cloud project owner to manage the Google Cloud resources.
* You have 10-100 projects deployed at a time
While you are writing the Terraform code, you need to ensure that the deployment is simple and the code is reusable With
centralized management What should you do?

A. Create a Single Shared VPC and attach each Google Cloud project as a service project
B. Create a Single project and Single VPC for each internal project
C. Create a Single project and additional VPCs for each internal project
D. Create a Shared VPC and service project for each internal project

Answer: D

Explanation:
The correct answer is D because it meets the following requirements:
* Each internal project has its own Google Cloud project, which can be easily created and deleted by Terraform using the
google_project resource1.
* Each internal project has its own Google Cloud project owner, which can be assigned by Terraform using the
google_project_iam_member resource1.
* The deployment is simple and the code is reusable with centralized management, because the Shared VPC allows you to connect
multiple service projects to a single host project that contains the network resources2. This way, you can use Terraform modules to
create and manage the network resources in the host project, and then reference them in the service projects3.
Option A is incorrect because it does not create separate Google Cloud projects for each internal project, which makes it harder to
delete the infrastructure and assign project owners. Option B is incorrect because it does not create separate Google Cloud projects
for each internal project, and also because it attaches the service projects to a Shared VPC, which is not recommended for short-
lived projects2. Option C is incorrect because it does not use a Shared VPC, which means that each internal project has to create
and manage its own network resources, which increases complexity and reduces reusability.

NEW QUESTION # 224 
You have recently taken over responsibility for your organization's Google Cloud network security configurations. You want to
review your Cloud Next Generation Firewall (Cloud NGFW) configurations to ensure that there are no rules allowing ingress traffic
to your VMs and services from the internet. You want to avoid manual work. What should you do?

A. Review Network Analyzer insights on the VPC network category.
B. Use Firewall Insights, and enable insights for overly permissive rules.
C. Run Connectivity Tests from multiple external sources to confirm that traffic is not allowed to ingress to your most critical
services in Google Cloud.
D. Export all your Cloud NGFW rules into a CSV file and search for 0.0.0.0/0.

Answer: B

Explanation:
Using Firewall Insights and enabling insights for overly permissive rules helps automate the process of identifying firewall rules that
may allow unintended ingress from the internet. This is a quick and efficient method compared to manually searching through firewall
configurations.

NEW QUESTION # 225 
You are deploying a global external TCP load balancing solution and want to preserve the source IP address of the original layer 3
payload.
Which type of load balancer should you use?

A. HTTP(S) load balancer
B. Internal load balancer
C. TCP/SSL proxy load balancer
D. Network load balancer

Answer: C



Explanation:
By default TCP/SSL proxy load balancer original client IP address and port information is not preserved, but it can be preserved
using the PROXY protocol: https://cloud.google.com/load-balancing/docs/tcp#target- proxies
https://medium.com/google-cloud/preserving-client-ips-through-google-clouds-global-tcp-and-ssl-proxy-load- balancers-
3697d76feeb1 Reference: https://cloud.google.com/load-balancing/docs/network

NEW QUESTION # 226 
Your organization is deploying a single project for 3 separate departments. Two of these departments require network connectivity
between each other, but the third department should remain in isolation. Your design should create separate network administrative
domains between these departments. You want to minimize operational overhead.
How should you design the topology?

A. Create 3 separate VPCs, and use VPC peering to establish connectivity between the two appropriate VPCs.
B. Create a single project, and deploy specific firewall rules. Use network tags to isolate access between the departments.
C. Create a Shared VPC Host Project and the respective Service Projects for each of the 3 separate departments.
D. Create 3 separate VPCs, and use Cloud VPN to establish connectivity between the two appropriate VPCs.

Answer: C

Explanation:
Use Shared VPC to connect to a common VPC network. Resources in those projects can communicate with each other securely
and efficiently across project boundaries using internal IPs. You can manage shared network resources, such as subnets, routes, and
firewalls, from a central host project, enabling you to apply and enforce consistent network policies across the projects.
With Shared VPC and IAM controls, you can separate network administration from project administration. This separation helps
you implement the principle of least privilege. For example, a centralized network team can administer the network without having
any permissions into the participating projects. Similarly, the project admins can manage their project resources without any
permissions to manipulate the shared network.

NEW QUESTION # 227 
Your company is working with a partner to provide a solution for a customer. Both your company and the partner organization are
using GCP. There are applications in the partner's network that need access to some resources in your company's VPC. There is no
CIDR overlap between the VPCs.
Which two solutions can you implement to achieve the desired results without compromising the security?
(Choose two.)

A. Dedicated Interconnect
B. VPC peering
C. Shared VPC
D. Cloud VPN
E. Cloud NAT

Answer: A,D

Explanation:
Explanation/Reference: https://cloud.google.com/vpc/docs/vpc

NEW QUESTION # 228
......
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