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B #57
Which of the following operations makes use of the Intrusion Prevention Protection Module?

A. Stateful traffic analysis

B. Integrity scans

C. Application traffic control
D. Port scans

EfE: A

HH #58
Which of the following correctly describes the Firewall rule Action of Force Allow?

¢ A Force Allow permits traffic to bypass analysis by all Deep Security Protection Modules.

¢ B. Force Allow permits traffic that would otherwise be denied by other Firewall rules to pass, but still enforces filtering by the
Intrusion Prevention Protection Module.

¢ C. Force Allow permits traffic to bypass analysis by both the Firewall and Intrusion Pre-vention Protection Modules.

¢ D. Force Allow explicitly allows traffic that matches the Firewall rule to pass, and implicitly denies all other traffic.

IEf#: B

B #59
Your VMware environment is configired without using NSX. How can Deep Security provide protection to the virtual images
hosted on your ESXi servers?

¢ A. Without NSX, you can only enable Anti-Malware and Integrity Monitoring protection on the virtual machines. NSX is
required to support Intrusion Prevention, Firewall and Web Reputation

¢ B. Without NSX, you will be unable to use Deep Security to protect your virtual machines.

¢ C. Youcaninstall a Deep Security Virtual Appliance on the ESXi server. This will provide agentless support for Anti-
Malware, Intrusion Prevention, Integrity Monitoring, Firewall and Web Reputation.

e D. Without NSX, a Deep Security Agent must be installed on each virtual machine hosted on the ESXi server.

Ef#: D

A -

In a VMware environment without NSX, agent-based protection is required. This means that the Deep Security Agent must be
mstalled individually on each VM to provide protection. Agentless protection via the Virtual Appliance is only available in
environments integrated with NSX.

Reference:


https://www.jpexam.com/Deep-Security-Professional_exam.html
https://www.mogiexam.com/Deep-Security-Professional-exam.html

Trend Micro Deep Security Administrator's Guide, VMware Integration and Agent Deployment Section

I #60
Which of the following correctly identifies the order of the steps used by the Web Reputation Protection Module to determine if
access to a web site should be allowed?

¢ A. Checks the cache. 2. Checks the Deny list. 3. Checks the Approved list. 4. If not found in any of the above, retrieves the
credibility score from Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to the
web site should be allowed.

¢ B. Checks the cache. 2. Checks the Approved list. 3. Checks the Deny list. 4. If not found in any of the above, retrieves the
credibility score from the Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to
the web site should be allowed.

¢ C. Checks the Approved list. 2. Checks the Deny list. 3. Checks the cache. 4. If not found in any of the above, retrieves the
credibility score from the Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to
the web site should be allowed.

e D. Checks the Deny list. 2. Checks the Approved list. 3. Checks the cache. 4. If not found in any of the above, retrieves the
credibility score from Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to the
web site should be allowed.

Ef#: B

A«

The correct order for the Web Reputation Module is:

Checks the cache for a previously evaluated site.

Checks the Approved list (allow list/whitelist).

Checks the Deny list (block list/blacklist).

Ifnot found, retrieves the credibility score from the Trend Micro Rating Server.
Evaluates the score against the security level to allow or block access.
References:

Trend Micro Deep Security Administrator's Guide: Web Reputation

HH #61
In the policy displayed in the exhibit, the state of the Web Reputation Protection Module is set to "Inherited (On)", while the state for
the other Protection Module is set to "On". Why is the Web Reputation Protection Module displayed differently than the other
Protection Modules.

Ry = B
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e A Inthis exanple, the state for the Web Reputation Protection Module is listed as "In-herited (On)" as it was inherited from
the default setting in the Base Policy.

B. In this exanple, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other
Protection Modules were turned on at the computer level

C. The state for a Protection Module is always displayed as "Inherited (On)" until the module components are installed on the
Deep Security Agent.

¢ D. Inthis exanple, the state for the Web Reputation Protection Module is inherited from the parent policy, while the other



Protection Modules were turned on specifically in this child policy.
EfE: D

RN -

The "Inherited (On)" state indicates that the module's configuration is inherited firom the parent policy (here, the "Base Policy") and
has not been changed in the child policy. In contrast, modules listed as "On" were explicitly enabled or configured in the current child
policy.

From the official documentation:

"A module set to "Tnherited (On)' means its configuration is inherited from a parent policy. Modules explicitly configured in the
current policy are shown as 'On' or 'Off." References:

Trend Micro Deep Security Admin Guide: Policy Inheritance

Deep Security Help: Policy Settings Inheritance
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