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Alerting and Detection Processes: This domain covers identifying alert types and sources, prioritizing alerts
=R 1 through scoring and custom configurations, creating incidents, and grouping alerts with data stitching
techniques.
Incident Handling and Response: This domain focuses on investigating alerts using forensics, causality
=x2 chains and timelines, analyzing security incidents, executing response actions including automated
remediation, and managing exclusions.
This domain addresses managing endpoint prevention profiles and policies, validating agent operational
FH 3 states, and assessing the impact of agent versions and content updates.
=X 4 Endpoint Security Management:
Data Analysis: This domain encompasses querying data with XQL language, utilizing query templates and
=5 libraries, working with lookup tables, hunting for IOCs, using Cortex XDR dashboards, and understanding
data retention and Host Insights.
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EE #86

What should you do to automatically convert leads mto alerts after investigating a lead?
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A. Create BIOC rules based on the set of the collected attribute-value pairs over the affected entities concluded during the
lead hunting,

B. Lead threats can't be prevented in the future because they already exist in the environment.

¢ (. Build a search query using Query Builder or XQL using a list of 10Cs.

D. Create IOC rules based on the set of the collected attribute-value pairs over the affected entities concluded during the lead
hunting,

HE: D

MY

To automatically convert leads into alerts after investigating a lead, you should create IOC rules based on the set of the collected
attribute-value pairs over the affected entities concluded during the lead hunting, IOC rules are used to detect known threats based
on indicators of compromise (IOCs) such as file hashes, IP addresses, domain names, etc. By creating IOC rules from the leads,
you can prevent future occurrences of the same threats and generate alerts for them. Reference:

PCDRA Study Guide, page 25

Cortex XDR 3: Handling Cortex XDR Alerts, section 3.2

Cortex XDR Documentation, section "Create IOC Rules"
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What is the purpose of the Cortex Data Lake?

A. the mterface between firewalls and the Cortex XDR agents

B. the workspace for your Cortex XDR agents to detonate potential malware files
C. a local storage facility where your logs and alert data can be aggregated

D. a cloud-based storage facility where your firewall logs are stored

HY: D
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The purpose of the Cortex Data Lake is to provide a cloud-based storage facility where your firewall logs are stored. Cortex Data
Lake is a service that collects, transforms, and integrates your enterprise's security data to enable Palo Alto Networks solutions. It
powers Al and machine learning, detection accuracy, and app and service innovation. Cortex Data Lake automatically collects,
integrates, and normalizes data across your security infrastructure, including your next-generation firewalls, Prisma Access, and
Cortex XDR. With unified data, you can run advanced Al and machine learning to radically simplify security operations with apps
built on Cortex. Cortex Data Lake is available in mutltiple regions and supports data residency and privacy requirements. Reference:
Cortex Data Lake - Palo Alto Networks

Cortex Data Lake - Palo Alto Networks

Cortex Data Lake, the technology behind Cortex XDR - Palo Alto Networks CORTEX DATA LAKE - Palo Alto Networks
Sizing for Cortex Data Lake Storage - Palo Alto Networks
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Which Exploit Prevention Module (EPM) provides better entropy for randomization of memory locations?

A. JIT Mitigation

B. DLL Security

C. Memory Limit Heap spray check
D. UASLR
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UASLR stands for User Address Space Layout Randomization, which is a feature of Exploit Prevention Module (EPM) that
provides better entropy for randomization of memory locations. UASLR adds entropy to the base address of the executable image
and the heap, making it harder for attackers to predict the memory layout of a process. UASLR is enabled by default for all
processes, but can be disabled or customized for specific applications using the EPM policy settings. Reference:

Exploit Prevention Module (EPM) entropy randomization memory locations

Exploit protection reference
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‘What motivation do ransomware attackers have for returning access to systens once their victims have paid?

o A There is organized crime governance among attackers that requires the return of access to remain in good standing.

¢ B. Failure to restore access to systems undermines the scheme because others will not believe their valuables would be
returned.

¢ (. The ransomware attackers hope to trace the financial trail back and steal more from traditional banking institutions. -

¢ D. Nation-states enforce the return of system access through the use of laws and regulation.

He: B
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Ransomware attackers have a motivation to return access to systems once their victims have paid because they want to maintain
their reputation and credibility. If they fail to restore access to systens, they risk losing the trust of future victims who may not believe
that paying the ransom will result in getting their data back. This would reduce the effectiveness and profitability of their scheme.
Therefore, ransomware attackers have an incentive to honor their promises and decrypt the data after receiving the ransom.
Reference:

What is the motivation behind ransomware? | Foresite

As Ransomware Attackers' Motives Change, So Should Your Defense - Forbes

HE #90
You can star security events in which two ways? (Choose two.)

A. Create an alert-starring configuration.

B. Manually star an Incident.

C. Create an Incident-starring configuration.
D. Manually star an alert.

HE. BD
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You can star security events in Cortex XDR in two ways: manually star an alert or an incident, or create an alert-starring or incident-
starring configuration. Starring security events helps you prioritize and track the events that are most important to you. You can also
filter and sort the events by their star status in the Cortex XDR console.

To manually star an alert or an incident, you can use the star icon in the Alerts table or the Incidents table. You can also star an alert
from the Causality View or the Query Center Results table. You can star an incident from the Incident View or the Query Center
Results table. You can also unstar an event by clicking the star icon again.

To create an alert-starring or incident-starring configuration, you can use the Alert Starring Configuration or the Incident Starring
Configuration pages in the Cortex XDR console. You can define the criteria for starring alerts or incidents based on their severity,
category, source, or other attributes. You can also enable or disable the configurations as needed.

Reference:

Star Security Events

Create an Alert Starring Configuration

Create an Incident Starring Configuration
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