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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q502-Q507):

NEW QUESTION # 502
Which of'the following is a best practice for wireless network security?

A. Enabling the remote router login

B. Using SSID cloaking

C. Do not placing packet filter between the AP and the corporate intranet
D. Do not changing the default SSID

Answer: B

NEW QUESTION # 503
In which of the following types of port scans does the scanner attempt to connect to all 65,535 ports?

A. FTP bounce
B. UDP

C. Strobe

D. Vanilla

Answer: D

NEW QUESTION # 504
Which of the following network devices operate at the network layer of the OSI model? Each correct answer represents a complete
solution. Choose all that apply.

A. Repeater
B. Router
C. Gateway
D. Bridge

Answer: B,C

Explanation:

A router is a device that routes data packets between computers in different networks. It is used to connect multiple networks, and it
determines the path to be taken by each data packet to its destination computer. A router maintains a routing table of the available
routes and their conditions. By using this information, along with distance and cost algorithims, the router determines the best path to
be taken by the data packets to the destination computer. A router can connect dissimilar networks, such as Ethernet, FDDI, and
Token Ring, and route data packets among them. Routers operate at the network layer (layer 3) of the Open Systens
Interconnection (OSI) model. A gateway is a network point that acts as an entrance to another network. On the Internet, a node or
stopping point can be either a gateway node or a host (end-point) node. Both the computers of Internet users and the computers
that serve pages to users are host nodes. The computers that control traffic within a company's network or at a local Internet service
provider (ISP) are gateway nodes. In the network for an enterprise, a computer server acting as a gateway node is often also acting
as a proxy server and a firewall server. A gateway is often associated with both a router, which knows where to direct a given
packet of data that arrives at the gateway, and a switch, which firnishes the actual path in and out of the gateway for a given packet.
Most of the gateways operate at the application layer, but can operate at the network or session layer of the OSI model. Answer
option C is incorrect. A repeater operates only at the physical layer of the OSI model. Answer option B is incorrect. A bridge
operates at the data link layer of the OST model.

NEW QUESTION # 505
Harry has successfully completed the vulnerability scanning process and found serious vulnerabilities exist in the organization's
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network. Identify the vulnerability management phases through which he will proceed to ensure all the detected vulnerabilities are
addressed and eradicated. (Select all that apply)

A. Mitigation

B. Remediation
C. Assessment
D. Verification

Answer: A,.B,D

NEW QUESTION # 506
What is the best way to describe a mesh network topology?

¢ A. A network in which every computer in the network can communicate with a single central computer.

¢ B. A network in which every computer meshes together to form a hybrid between a star and bus topology.

e C. A network that is extremely cost efficient, offering the best option for allowing computers to communicate amongst each
other.

¢ D. A network in which every computer in the network has a connection to each and every computer in the network.

Answer: D

NEW QUESTION # 507
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study materials so many exam candidates admire our generosity of offering help for them. Up to now, no one has ever challenged
our leading position of this area. The existence of our 312-38 learning guide is regarded as in favor of your efficiency of passing the
exam. And the pass rate of our 312-38 training braindumps is high as 98% to 100%.
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