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Cisco Implementing and Configuring Cisco Identity Services Engine Sample
Questions (Q153-Q158):

NEW QUESTION # 153
An engineer is configuring a dedicated SSID for onboarding devices.
‘Which SSID type accomplishes this configuration?

A. guest

B. hidden

C. broadcast
D. dual

Answer: A

Explanation:

A guest SSID is a dedicated SSID that is used for guests and other unauthorized users. It is typically a separate SSID from the main corporate
SSID and has limited access to the network.

This makes it a good choice for onboarding devices, as it allows the engineer to control the access that the devices have to the network.

The other options are incorrect. A dual SSID is a configuration where two SSIDs are broadcast on the same radio. This is not necessary for
onboarding devices. A hidden SSID is an SSID that is not broadcast. This can be useful for security purposes, but it is not necessary for
onboarding devices. A broadcast SSID is an SSID that is broadcast. This is the default setting for SSIDs and is not specific to onboarding
devices.

NEW QUESTION # 154
What is a function of client provisioning?
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A. Client provisioning checks the existence, date, and versions of the file on a client.
B. Client provisioning ensures an application process is running on the endpoint.

C. Client provisioning ensures that endpoints receive the appropriate posture agents.
D. Client provisioning checks a dictionary attribute with a value.

Answer: C

NEW QUESTION # 155
A user recently had their laptop stolen. IT has ordered a replacement device for the user and was able to obtain the MAC address of the device
04.57:47:34 35 0A from the vendor before it shipped. Which statement regarding adding MAC addresses to Cisco ISE is correct?

A. MAC addresses can only be manually imported using the REST API.

B. MAC addresses can only be manually imported using a .csv file and the import option.

C. MAC addresses can be manually added using the + sign under Context Visibility > Endpoints.
D. MAC addresses can only be allowed after the device has connected to the network.

Answer: C

NEW QUESTION # 156

An administrator is configuring a Cisco ISE posture agent in the client provisioning policy and needs to ensure that the posture policies that interact
with clients are monitored, and end users are required to comply with network usage rules Which two resources must be added in Cisco ISE to
accomplish this goal? (Choose two)

A. Supplicant

B. AnyConnect

C. Posture Agent
D. PEAP

E. Cisco ISENAC

Answer: B,C

Explanation:
https//www.cisco.convc/en/us/td/docs/security/vpn_client/anyconnect/anyconnect40/administration/guide/b AnyConnect Administrator Guide 4-
0/configure-posture.html

https’//www.cisco.convc/en/us/td/docs/security/ise/2-

4/admin_guide/b ISE admin guide 24/m configure _client provisioning htmi#task D1C2ESECE1D54D259C01BCBF0AS5822F 1

NEW QUESTION # 157
A Cisco ISE server sends a CoA to a NAD after a user logs in successfully using CWA. Which action does the CoA perform?

A. It applies the downloadable ACL provided in the CoA

B. It terminates the client session

C. It applies new permissions provided in the CoA to the client session.
D. It triggers the NAD to reauthenticate the client

Answer: D

Explanation:

CoA, or Change of Authorization, is a feature in Cisco ISE that allows the ISE server to dynamically change the attributes of an AAA session
after it is authenticated. In this case, the CoA is sent to the NAD, or Network Access Device, after the user logs in successfully using CWA, or
Cisco Web Authentication. The CoA will trigger the NAD to reauthenticate the client, which will allow the ISE server to verify the client's
compliance status and apply the appropriate authorization policies.

Options A, B, and C are incorrect. The CoA does not terminate the client session, apply a downloadable ACL, or apply new permissions to the
client session.

NEW QUESTION # 158
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