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i o8 #37
Which of the following is a cybersecurity risk that should be addressed by business analysis during solution development?

¢ A Project budgets may prevent developers from implementing the full set of security measures
¢ B. The solution may not be understood well enough to reliably identify security risks

e C. Code may be mplemented in ways that introduce new vulnerabilities

¢ D. QA may fail to identify all possible security vulnerabilities during system testing

ZX: B
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Business analysis is responsible for ensuring the solution is correctly understood in terms of business purpose, process flows, data
handling, user roles, mntegrations, and non-finctional requirements such as security and privacy. If the solution is not understood well
enough, security risks will be missed early, leading to gaps that are expensive and difficult to correct later. This is why option C is the
best answer: inadequate understanding prevents reliable identification of threats, sensitive data paths, trust boundaries, and misuse
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cases during requirements and design stages.

Cybersecurity documents emphasize "security by design" and "shift-left" practices, meaning risks should be identified and addressed
before build and test. Business analysis contributes by eliciting and documenting security requirements, clarifying data classification
and retention needs, defining user access and privilege expectations, identifying regulatory and policy constraints, and ensuring
interfaces and third-party dependencies are known and assessed. BA also supports threat modeling inputs by providing accurate
context about actors, workflows, and data movement, which are essential for identifying where controls like authentication,
authorization, logging, encryption, and validation must exist.

Other options align to different roles or stages: budgets are governance and project management constraints, QA limitations are
testing risks, and coding-introduced vulnerabilities are primarily addressed through secure coding standards, code review, and
developer practices. BA's key cybersecurity risk is incomplete understanding that prevents correct security requirements and risk
identification.

8 #38

What is a risk owner?

A. The person who is responsible for creating the risk
B. The person who will take the action to mitigate a risk
C. The person accountable for resolving a risk

D. The person who identified the risk

ER: C
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A risk owner is the individual who is accountable for a specific risk being properly managed to an acceptable level. Accountability
means the risk owner has the authority and obligation to ensure the risk is assessed, an appropriate treatment decision is made, and
the organization follows through-whether that decision is to mitigate, transfer, avoid, or accept the risk. In many governance models,
the risk owner is typically a business or technology leader who "owns" the process, asset, or outcome most affected by the risk, and
who can commit resources or approve changes needed to address it.

This is different from the person who performs the mitigation work. A risk owner may delegate tasks to control owners, engineers,
or project teams, but they remain accountable for ensuring actions are completed, deadlines are met, residual risk is understood, and
exceptions are documented and approved according to policy. The risk owner is also the person who should review changes in risk
conditions over time, such as new vulnerabilities, changes in threat activity, or business/process changes that alter impact.

Option C describes an implementer or control owner, not necessarily the accountable party. Option D is simply the discoverer of the
risk, and option B is incorrect because risks are often created by circumstances, design choices, or external factors rather than a

single person.

PRI #39
A significant benefit of role-based access is that it:

A. simplifies the assignment of correct access levels to a user based on the work they will perform.

B. ensures that tasks and associated privileges for a specific business process are disseminated among multiple users.
C. makes it easier to audit and verify data access.

D. ensures that employee accounts will be shut down on departure or role change.

BE: A
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Role-based access control assigns permissions to defined roles that reflect job fimctions, and users receive access by being placed
mto the appropriate role. The major operational and security benefit is that it simplifies and standardizes access provisioning, Instead
of granting permissions individually to each user, administrators manage a smaller, controlled set of roles such as Accounts Payable
Clerk, HR Specialist, or Application Administrator. When a new employee joins or changes responsibilities, access can be adjusted
quickly and consistently by changing role membership. This reduces manual errors, limits over-provisioning, and helps enforce least
privilege because each role is designed to include only the permissions required for that function.

RBAC also improves governance by making access decisions more repeatable and policy-driven. Security and compliance teams
can review roles, validate that each role's permissions match business needs, and require approvals for changes to role definitions.
This approach supports segregation of duties by separating conflicting capabilities into different roles, which lowers fraud and misuse
risk.

Option B is a real advantage of RBAC, but it is typically a secondary outcome of having structured roles rather than the primary
"significant benefit" emphasized in access-control design. Option C relates to identity lifecycle processes such as deprovisioning,



which can be integrated with RBAC but is not guaranteed by RBAC alone. Option D describes distributing tasks among multiple
users, which is more aligned with segregation of duties design, not the core benefit of RBAC.

P& #40
What risk factors should the analyst consider when assessing the Overall Likelihood of a threat?

A. Risk Level, Risk Impact, and Mitigation Strategy

B. Attack Initiation Likelihood and Initiated Attack Success Likelihood
C. Past Experience and Trends

D. Overall Site Traffic and Commerce Volume

EX: B
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In NIST-style risk assessment, overall likelihood is not a single guess; it is derived by considering two related likelihood components.
First is the likelihood that a threat event will be initiated. This reflects how probable it is that a threat actor or source will attempt the
attack or that a threat event will occur, considering factors such as adversary capability, intent, targeting, opportunity, and
environmental conditions. Second is the likelihood that an initiated event will succeed, meaning the attempt results in the adverse
outcome. This depends heavily on the organization's existing protections and conditions, including control strength, system exposure,
vulnerabilities, misconfigurations, detection and response capability, and user behavior.

Option A matches this structure: analysts evaluate both attack mitiation likelihood and initiated attack success likelihood to reach an
overall view of likelihood. A high initiation likelihood with low success likelihood might occur when an organization is frequently
targeted but has strong defenses. Conversely, low initiation likelihood with high success likelihood might apply to niche systens that
are rarely targeted but poorly protected.

The other options are incomplete or misplaced. Risk impact is a separate dimension from likelihood, and mitigation strategy is an
output of risk treatment, not an input to likelihood. Site traffic and commerce volume can influence exposure but do not define
likelihood by thenmselves. Past experience and trends are useful evidence, but they support estimating the two likelihood components
rather than replacing them

FIRE #41
Which organizational area would drive a cybersecurity infrastructure Business Case?

e A Finance
¢ B.Risk

e C.Legal
e D.IT
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