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HRE #41

Your company has recently deployed a new web application that uses Oracle Functions. Your manager instructs you to implement
monitoring metrics to manage your systems more effectively. You know that Oracle Functions automatically monitors fimctions on
your behalf and reports metrics via Oracle Cloud Infrastructure (OCI) Monitoring. Which TWO mretrics are collected and made
available by this feature? (Choose two.)

¢ A. Amount of CPU used by a function
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B. Number of'times a function is invoked
C. Amount of RAM used by a finction
D. Length of time a function runs

E. Number of times a function Is removed

Eﬁ: A\ C

R -

The correct answers are: Amount of RAM used by a function: Oracle Functions collects and reports the amount of memory (RAM)
used by a function during its execution. This metric helps in monitoring and optimizing the resource consumption of finctions. Length
of time a function runs: Oracle Functions captures and provides the duration of function executions. This metric allows you to track
the performance and responsiveness of your functions and identify any potential bottlenecks or delays. These metrics provide
valuable insights into the resource utilization and performance of your finctions, enabling you to monitor and optimize their behavior
in the Oracle Cloud Infrastructure (OCI) environment.

H #42

Your organization is developing serverless applications with Oracle Functions. Many functions will need to store state data in a
database, which will require using appropriate credentials. However, your corporate security standards mandate encryption of secret
information, such as database passwords. How would you address this security requirement?

¢ A Encrypt the password using the OCI Vault service and then decrypt this password in your function code with the
generated key.

e B. Use the OCI Vault service to auto-encrypt the password and then set an application-level configuration variable to
reference the auto-decrypted password inside your function container.

e C. Use OCI Console to enter the password in the flinction configuration section in the provided mput field.

¢ D. Leverage application-level configuration variables to store passwords because they are automatically encrypted by Oracle
Functions.

EfE: A
fEERL:

The best way to store and use secret information, such as database passwords, in Oracle Functions is to use the OCI Vault service.
The OCI Vault service provides encryption and decryption capabilities for sensitive data. You can use the OCI Vault service to
encrypt the password and store it as an application-level configuration variable. Then, you can use the generated key to decrypt the
password in your fiinction code when you need to access the database. Verified Reference: Oracle Functions: Using Key
Management To Encrypt And Decrypt Configuration Variables

H #43
With the volume of communication that can happen between different components in cloud-native applications, it is vital to not only
test functionality, but also service resiliency. Which statement is true regarding service resiliency?

A. Resiliency is about not bringing a service to a functioning state after a failure.
B. Resiliency is about avoiding failures.

C. Resiliency is about recovering from failures without downtime or data loss.
D. Resiliency testing can be done only in a test environment.

IEf: C

AR :

The correct answer is: "Resiliency is about recovering from failures without downtime or data loss." Service resiliency, in the context
of cloud-native applications, is the ability of a service or system to recover from failures and continue finctioning without downtime
or data loss. It nvolves designing and implementing mechanisis to handle failures, such as network outages, hardware failures, or
software errors, in a way that minimizes the impact on the overall system The goal of resiliency is to ensure that the application or
service can continue to operate and provide a certain level of functionality, even in the face of failures. This typically involves
techniques such as redundancy, fault tolerance, and graceful degradation. By implementing resiliency measures, a cloud-native
application can recover and adapt to failures, maintain availability, and preserve data integrity. The other statements are not accurate
regarding service resiliency: Resiliency is not about not bringing a service to a finctioning state after a failure. Instead, it is about
recovering from failures and ensuring continued functionality. Resiliency is not about avoiding failures entirely. While it is desirable to
prevent failures, resiliency focuses on the ability to handle and recover from failures when they do occur. Resiliency testing is not



limited to a test environment. It is important to test and validate the resiliency measures in both test environments and production
environments to ensure the application can effectively handle failures in real-world scenarios.

B #44
‘Which statement about microservices is FALSE?

A. Multiple microservices can run in one process.

B. They are typically designed around business capabilities.
C. It s fairly common for them to communicate with HTTP.
D. They are independently deployable.

Ef#: C
R -

The correct answer is: "Multiple microservices can run in one process." The statement that is FALSE about microservices is:
"Multiple microservices can run in one process." Microservices are designed to be independent and autonomous services that can be
deployed, scaled, and managed separately. Each microservice typically runs as its own separate process. This separation allows for
loose coupling and independent scalability of individual services. Running muiltiple microservices in a single process would violate the
fundamental principle of microservices architecture, which emphasizes the isolation and independence of services. Combining
nmultiple microservices into a single process would tightly couple them, making it difficult to independently manage, scale, and update
each service. The other statements provided are true about microservices: It is fairly common for microservices to communicate with
HTTP: Microservices often commumicate with each other using lightweight protocols like HTTP/REST. This allows for
mteroperability, flexibility, and ease of communication between microservices. Microservices are typically designed around business
capabilities: Microservices architecture advocates designing services based on specific business capabilities or fimctionalities. Each
microservice focuses on a specific business domain or task, enabling modular and scalable development. They are independently
deployable: Microservices are designed to be independently deployable units. This means that each microservice can be developed,
tested, deployed, and updated separately without affecting other services. This flexibility allows for faster development cycles and
more efficient scalability.

B #45

You developed a microservices-based application that runs in an Oracle Cloud Infrastructure (OCI) Container Engine for
Kubernetes (OKE) cluster. Your security team wants to use SSL termination for this application. What should you do to create a
secure SSL termination for this application using the fewest steps possible?

e A Generate a self-signed certificate using Let's Encrypt. Use that certificate on OCI Load Balancer. Create the Kubernetes
service using this load balancer.

¢ B. Create a self-signed certificate and its corresponding key. Create a Kubernetes secret using the certificate and the key.
Then add these annotations to the Kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssk-ports:
"443" service.beta.kubernetes.io/oci-load-balancer-security- list management-mode: "Frontend"

¢ C. Add these annotations to the kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-ports:
"443" service.beta.kubernetes.io/oci-load-balancer-ssk-secret-key: ssl secret-key

e D. Create a self-signed certificate and its corresponding key. Create a Kubernetes secret using the certificate and the key.
Then add these annotations to the Kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssk-ports:
"443" service.beta.kubernetes.io/oci-load-balancer-tls-secret: ssl certificate-secret

IEfE: D

AR

The correct answer is: "Create a self-signed certificate and its corresponding key. Create a Kubernetes secret using the certificate
and the key. Then add these annotations to the Kubernetes service: annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-
ports: '443' service.beta.kubernetes.io/oci-load-balancer-tls-secret: ssl certificate-secret." To create a secure SSL termination for
your microservices-based application running in an OCI Container Engine for Kubernetes (OKE) cluster, you can follow these
steps: Create a self-signed certificate and its corresponding key: Generate a self-signed SSL certificate and its private key using a
tool like OpenSSL. Create a Kubernetes secret: Create a Kubernetes secret using the certificate and key obtained in the previous
step. This secret will securely store the certificate and key within the Kubernetes cluster. Add annotations to the Kubernetes service:
Modify the Kubernetes service that exposes your application and add the following annotations to enable SSL termination:
annotations: service.beta.kubernetes.io/oci-load-balancer-ssl-ports: '443' (specify the SSL port as 443) annotations:
service.beta.kubernetes.io/oci-load-balancer-tls-secret: ssl certificate-secret (specify the name of the Kubernetes secret containing
the certificate and key) By following these steps, you can create a secure SSL termination for your application using a self-signed



certificate and Kubernetes secret. The annotations added to the Kubernetes service ensure that the SSL port is configured correctly
and the TLS secret is utilized for SSL termination when traffic reaches the load balancer. The other options provided are not the
most suitable approaches for achieving secure SSL termination in an OCI Container Engine for Kubernetes (OKE) cluster: Adding
annotations related to the OCI load balancer SSL secret key is not the correct approach for SSL termination in this scenario. Using
Let's Encrypt to generate a self-signed certificate and configuring it on the OCI Load Balancer is not necessary when you can create
and manage the SSL certificate within the Kubernetes cluster using a Kubernetes secret.
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