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¢ Pre-Runtime Protection: This domain covers managing registry connections, selecting image assessment
Topic 3 methods, and analyzing assessment reports to identify malware, CVEs, leaked secrets, Dockerfile
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NEW QUESTION # 292

An organization is integrating CrowdStrike Falcon Cloud Security with Kubernetes to enhance workload protection using an
admission controller.

What is a critical requirement for successfully deploying Falcon's Kubermnetes admission controller?

¢ A. The admission controller must be deployed as a sidecar container in every pod to enforce security policies dynamically.

¢ B. The admission controller must be registered with the Kubernetes API server as either a mutating or validating webhook to
enforce security policies.

e C. The Kubemetes cluster must be configured to allow only manually approved API requests before the admission controller
can take effect.

¢ D. The admission controller must be configured to modify the etcd database directly to prevent unauthorized resource
creation.

Answer: B

Explanation:

Option A: Admission controllers in Kubernetes finction as webhooks that the API server invokes during resource creation. They
can be either mutating webhooks, which modify API requests, or validating webhooks, which approve or deny them based on
security policies. Falcon Cloud Security leverages this fimctionality to enforce security policies on workload deployment, preventing
misconfigurations, vulnerabilities, and non-compliant images from being deployed.

Option B: Admiission controllers do not modify etcd directly. They operate at the request validation stage before data is stored in
etcd, ensuring that only compliant and secure configurations proceed.

Option C: Admission controllers are not deployed as sidecar containers in every pod. Instead, they act as centralized services that
interact with the API server to validate and enforce security rules before pod creation.

Option D: API requests are not manually approved before admission controllers take effect.

Instead, the webhook-based controller evaluates and either modifies or denies requests automatically.

NEW QUESTION # 293
You are tasked with reviewing container images to ensure they are secure before deploying them to production.
Which of the following actions is the most critical first step in identifying vulnerabilities in container images?

e A. Scanning the container image with a vulnerability scanning tool.
¢ B. Manually inspecting the Dockerfile for insecure configurations.
¢ C. Reviewing the container's resource utilization metrics.
e D. Testing the container in a production-like environment.

Answer: A

Explanation:

Option A: While this helps identify runtime issues and integration problems, it does not address the specific task of reviewing an
image for vulnerabilities. This step should come after ensuring the image is free from known vulnerabilities.

Option B: This is the correct answer because vulnerability scanning tools are specifically designed to identify known vulnerabilities in
container images. These tools analyze both the image layers and dependencies, providing a comprehensive list of vulnerabilities that
need to be addressed. This is a critical first step before proceeding with deeper analysis or deployment.

Option C: Resource utilization metrics are used for performance monitoring and optimization, not vulnerability identification. They do
not provide any insights into the security posture of the container image.

Option D: This is an important step, but it is not the most critical first step. Manual inspection is prone to human error and cannot
detect vulnerabilities in the underlying dependencies or base image layers.

NEW QUESTION # 294
What is the primary step required to deprovision a cloud account from Falcon in the CrowdStrike platform?

A. Remove all workloads and endpoints linked to the cloud account before attempting to deprovision it.

B. Delete the cloud account directly from the cloud provider's console to automatically deprovision it from Falcon.
C. Disable the cloud account integration in the Falcon console under the "Cloud Accounts" tab.

D. Revoke the API client credentials associated with the cloud account in the "API Clients and Keys" section.

Answer: C



Explanation:

Option A: Although managing workloads and endpoints is a part of cloud security, their removal is not required for deprovisioning a
cloud account in Falcon. This step is unnecessary and might lead to delays or errors in the deprovisioning process.

Option B: Revoking API client credentials is an optional step for enhanced security but does not directly deprovision the cloud
account from Falcon. Deprovisioning must still occur through the

"Cloud Accounts" tab.

Option C: Deleting the account from the cloud provider's console does not automatically deprovision it from Falcon. This action
would leave stale configurations in the Falcon platform, potentially leading to unnecessary alerts or security concerns.

Option D: Disabling the integration through the "Cloud Accounts" tab in the Falcon console is the correct way to deprovision a cloud
account. This ensures that all configurations and permissions tied to the cloud account in the Falcon platform are properly removed.
It also prevents firther communication between Falcon and the cloud provider. Neglecting to do this may leave unnecessary
configurations or cause alerts from unused integrations.

NEW QUESTION # 295
What criteria can you use to create exclusions for cloud scans?

A. Service
B. Region
C. Account
D. Tag

Answer: D

Explanation:

In CrowdStrike Falcon Cloud Security, exclusions for cloud scans are designed to be precise and scalable so that organizations can
safely reduce noise without weakening overall security coverage. According to CrowdStrike best practices,tagsare the
recommended and supported criterion for creating cloud scan exclusions.

Tags are metadata labels applied to cloud resources (such as AWS accounts, instances, or services) and are commonly used for
ownership, environment classification (for example, dev, test, or prod), or application grouping, By using tags as exclusion criteria,
security teams can dynamically control which resources are excluded from scans without relying on static identifiers. This is especially
important in cloud environments where resources are frequently created, modified, or terminated.

Exclusions based onaccounts,regions, orservicesare broader in scope and can unintentionally exclude large portions of the
environment, increasing the risk of blind spots. Tag-based exclusions allow CrowdStrike Falcon to maintain least-privilege security
principles by excluding only explicitly labeled resources.

Because Falcon continuously evaluates cloud resources, tag-based exclusions automatically apply to newly created assets that nherit
the same tag, ensuring consistent policy enforcement. For these reasons, CrowdStrike documentation and operational guidance
identifyTagas the correct and most effective criterion for creating cloud scan exclusions.

NEW QUESTION # 296

A cloud security team is responsible for configuring CrowdStrike Falcon runtime sensor policies to secure their organization's
serverless and containerized workloads. The goal is to prevent unauthorized privilege escalation, monitor network activity for
anomalies, and enforce application allowlisting while ensuring minimal disruptions to business operations.

Which of'the following configurations best meets these security requirements?

A. Disable application allowlisting and only rely on default cloud provider security controls

B. Enable least privilege enforcement, network anomaly detection, and allowlisting of trusted applications
C. Enable unrestricted execution of serverless fimctions while monitoring for network anomalies

D. Disable least privilege enforcement to prevent false positives and allow all network traffic

Answer: B

Explanation:

Option A: Disabling least privilege enforcement significantly increases the risk of privilege escalation attacks. Additionally, allowing all
network traffic can expose workloads to lateral movement attacks.

Option B: This approach minimizes the attack surface by ensuring workloads operate with the least privileges required, detects
suspicious network activity, and prevents unauthorized applications from executing. It provides a strong security posture while
maintaining business continuity.

Option C: Cloud provider security controls offer a baseline of protection, but disabling application allowlisting removes the ability to
control which applications can execute, increasing the risk of unauthorized software running in the environment.



Option D: While monitoring network anomalies is valuable, unrestricted execution of serverless functions can lead to unauthorized
execution of malicious code, increasing the risk of security breaches.

NEW QUESTION # 297
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