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F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q11-
Q16):
NEW QUESTION # 11 
During a high-demand event, the BIG-IP Administrator needs to limit the number of new connections per second to a Virtual Server.
What should be applied?

A. Connection Rate Limit
B. HTTP Compression profile
C. OneConnect profile
D. Connection Limit

Answer: A

Explanation:
Connection rate limits restrict how many new connections are accepted per second, protecting application resources.

NEW QUESTION # 12 
A BIG-IP Administrator needs to apply a health monitor for a pool of database servers named DB_Pool that uses TCP port 1521.
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Where should the BIG-IP Administrator apply this monitor?

A. Local Traffic > Nodes > Default Monitor
B. Local Traffic > Pools > DB.Pool > Properties
C. Local Traffic > Profiles > Protocol > TCP
D. Local Traffic > Pools > DB.Pool > Members

Answer: B

Explanation:
In BIG-IP configuration, health monitors can be applied at three distinct levels: the node, the pool, or the individual pool member. To
ensure that a specific application service-in this case, a database service on port
1521-is functioning correctly for the entire pool, the administrator should apply the monitor at the pool level. Navigating to Local
Traffic > Pools > DB.Pool > Properties allows the administrator to select one or more monitors from the "Available" list and move
them to the "Active" list.
Applying a monitor at the pool property level ensures that the BIG-IP checks the health of every member assigned to that pool using
the same logic. If a database-specific monitor (such as a TCP handshake or an Oracle/SQL check) fails for a specific member, the
BIG-IP marks that member as "offline" for that specific pool, preventing new connections from being sent to it. While monitors can
be applied to Pool Members (Option D) to give different members unique monitoring logic, it is more administratively efficient to
apply it to the pool properties when all servers are expected to behave identically. Applying it to Nodes (Option C) would only
verify that the IP address is up (typically via ICMP), which does not guarantee that the database service on port 1521 is actually
responding. Finally, Profiles (Option A) are used to define how traffic is handled once it is accepted by a Virtual Server, not for the
proactive health checking of backend resources.
Therefore, the pool properties page is the standard location for configuring service-specific availability requirements.

NEW QUESTION # 13 
A BIG-IP Administrator configures a Virtual Server to load balance traffic between 50 webservers for an ecommerce website.
Traffic is being load balanced using the Least Connections (node) method. The webserver administrators report that customers are
losing the contents from their shopping carts and are unable to complete their orders. What should the BIG-IP Administrator do to
resolve the issue?

A. Change Load Balancing method to Ratio (node)
B. Change Default Persistence Profile setting to cookie
C. Change Default Persistence Profile setting to sip_info
D. Change Load Balancing method to Ratio (member)

Answer: B

Explanation:
The issue of "lost shopping carts" in an ecommerce environment is a classic symptom of a missing or improperly configured
Persistence Profile. In modern web applications, session data-such as items added to a cart-is often stored locally on the specific
web server that initially handled the user's request. If the BIG-IP system load balances a user's subsequent request (like clicking
"Checkout") to a different server among the 50 webservers, the new server will not have the session data, and the user will appear to
have an empty cart.
While Least Connections (node) is an efficient load balancing algorithm, it makes a new decision for every connection unless
persistence is enabled. To resolve this, the administrator must implement a persistence mechanism. HTTP Cookie Persistence
(Option A) is the industry standard for web applications. By assigning a cookie persistence profile to the Virtual Server, the BIG-IP
inserts a unique cookie into the HTTP response.
When the user's browser returns that cookie in future requests, the BIG-IP identifies the specific server that handled the first request
and consistently directs the user back to that same server for the duration of their session.
Sip_info (Option B) is a persistence method for VOIP traffic and is not applicable to web traffic. Ratio load balancing (Options C
and D) merely changes the distribution frequency but still does not guarantee that a specific user will stay on the same server across
multiple requests. Therefore, adding a cookie persistence profile is the direct procedural fix to maintain session state and ensure
ecommerce functionality.

NEW QUESTION # 14 
A Standard Virtual Server is configured with SNAT Automap. Backend servers must see the original client IP.
What should be configured?



A. HTTP profile with X-Forwarded-For
B. Performance (HTTP) VS
C. HTTP Transparent profile
D. SNAT pool with client IP

Answer: A

Explanation:
X-Forwarded-For inserts the original client IP into HTTP headers, preserving client identity while SNAT is enabled.

NEW QUESTION # 15 
Which type of Virtual Server requires the use of a FastL4 profile?

A. Stateless
B. Standard
C. Performance (HTTP)
D. Performance (Layer 4)

Answer: D

Explanation:
Performance (Layer 4) virtual servers rely on FastL4 profiles to provide high-speed L4 processing without full proxy overhead.
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