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EH # 68
What is the main benefit of implementing Role-Based Access Control (RBAC) in NSX security operations?
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Response:

A. Tt ensures users have only the necessary permissions to perform their roles
B. It disables audit logging for trusted users

C. It allows direct kernel-level access to NSX components

D. It enables autormtic VM backup scheduling

: A

H
=

HM #69
How does Network Detection and Response (NDR) enhance security in VMware environments?
Response:

A. By correlating traffic data with threat intelligence to detect and respond to threats
B. By automatically resetting VM passwords

C. By providing file backup services

D. By handling vSAN capacity alerts

EfE: A

HM #70
Which construct does vDefend use to associate containerized workloads with firewall policies?
Response:

A. IP Pools

B. NSX Tags and Security Groups
C. Storage Profiles

D. Overlay Transport Zones

iIFf@g: B

"B #T

Which two tools are used to troubleshoot connectivity and rule enforcement issues within a vDefend environment?
(Choose 2)

Response:

A. NSX Manager Packet Capture
B. vSAN Disk Group Monitor

C. ESXi Configuration Assist

D. Log Insight Collector

E. Traceflow

IEf#: A\ E

R #72
What is the key benefit of using vDefend to secure containerized workloads in a private cloud?
Response:

A. It provides automatic OS patching inside Kubernetes clusters

B. It secures container traffic using hypervisor-level inspection and micro-segmentation
C. It disables inter-cluster routing for isolation

D. It enables centralized physical VLAN tagging

IEf#: B
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