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FeEY 71

¢ System Configuration: This section of the exam measures the skills of Network Security Engineers and

covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

feEY 72

Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.

fEY 73

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systers (IPS) to monitor and
mitigate threats within enterprise networks.
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¢ Routing; This section of the exam measures the skills of Security Administrators and covers the

implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
FEw 24 expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

¢ VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to

FEy 25 configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the

iplementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.
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H #42
In which order are firewall policies processed on a FortiGate unit?

A. Based on the priority value.

B. Based on best match.

C. Fromtop to down, according with their sequence number.
D. Fromtop to down, according with their policy ID number.

Ef#: C

E#43
Which security feature is most commonly enabled on DCFW firewalls to protect servers in a data center?

A. TIPS

B. Antivirus

C. Web filtering

D. Application control

IEf#E: A

HH #44

An administrator needs to install an IPS profile without triggering false positives that can impact applications and cause problems
with the user's normal traffic flow.

Which action can the administrator take to prevent false positives on IPS analysis?

e A, Use the IPS profile extension to select an operating system, protocol, and application for all the network internal services
and users to prevent false positives.

¢ B. Install missingor expired SSUTLS certificates on the client PC to prevent expected false positives.

e (. Enable Scan Outgoing Connections to avoid clickingsuspicious links or attachments that can deliver botnet malware and
create false positives.
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e D. Use an IPS profile with action monitor, however, the administrator must be aware that this can compromise network
integrity.

EfE: A

fiE it

False positives inlntrusion Prevention System (IPS)analysis can disrupt legitimate traffic and negatively impact user experience. To
reduce false positives while maintaining security, administrators can:

#Use IPS profile extensions to fine-tune the settings based on the organization's environment.

#Select the correct operating system, protocol, and application typesto ensure that IPS signatures match the network's actual traffic
patterns, reducing false positives.

#Customize signature selectionbased on the network's specific services, filtering out unnecessary or irrelevant signatures.

HMA #45

An admmnistrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.

‘Which protocol can the administrator use to enhance security?

A. Use IKEv2, which encrypts peer IDs and prevents exposure.

B. Opt for SSL VPN web mode because it does not use peer IDs at all.
C. Stick with IKEv]1 main mode because it offers better performance.

D. Choose IKEv1 aggressive mode because it simplifies peer identification.

Ef: A

fEER:

InADVPN (Auto-Discovery VPN) configurations, security concerns includeprotecting peer IDsduring VPN establishment. Peer IDs
are exchanged in thelKE (Internet Key Exchange) negotiation phase, and their exposure could lead toprivacy risks or targeted
attacks.

#IKEV2 encrypts peer IDs, making itmore securecompared to IKEv1, where peer IDs can beexposed in plaintextin aggressive
mode.

#IKEV2 also provides better performance and flexibilitywhile supporting dynamic tunnel establishment in ADVPN.

B #46
A FortiGate device has the following LDAP configuration:

config user ldap
edit “WindowsLDRP™
set =zerver “10.0.1.107
set cnid “en"
set dn “cn=user, de=traininghfl dtstréiining, de=lab"
set type regular

set usernape “chwdRirriscrateor, cn=users, dc=trainingAD,
dewtraining, dgedal™
Set password XXXXX
next
and

The LDAP user student cannot authenticate.
The exhibit shows the output of the authentication real time debug while testing the student account:



soiagnose vt IR IITITYET.

¥diagnose debug enable

¥diagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Revd auth req 4 for student in WindowsLDAP
opt=27 prot=0

fnbamd_fsm.c[336] compose _group_list_from_req_Group ‘WindowsLDAP’
fnbamd_pop3.c[573] fnband_pop3_start-student

fnbamd_cfg.c[932] fnbamd_cfg-get ldap_:ist_by serveér-Loading LDAP server
‘WindowsLDAP’

fnbamd_ldap.c[992] resolve_ldaj BODNsRe&solved address 10.0.1.10, result 10.0.1.10
fnbamd_fsm.c[428] create "auth_session-Total 1 server (s) to try

fnbamd _ldap.c[ 1700} fnbamd_ldap_get_result-Error in Idap result: 49

Invalid credentials)

fnbamd_ldap.c[2028] fnbamd_ldap_get_result-Auth denied

fnbamd_auth.c[2188] fabamd_auth_poll_ldap-Result for ldap svr 10.0.1.10 is denied
fnbamd_comm.c[169] fnbamd_comm _send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate *stdent’ acainst *WindowsI.DAP® failed! o
Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

e A password.
e B. cnid.

e C.dn

e D. username.

EME: AL D
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