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Questions (Q426-Q431):

NEW QUESTION # 426

An engineer is deploying Cisco Advanced Malware Protection (AMP) for Endpoints and wants to create a policy that prevents
users from executing file named abc424952615.exe without quarantining that file What type of Outbreak Control list must the
SHA.-256 hash value for the file be added to in order to accomplish this?

A. Advanced Custom Detection
B. Blocked Application

C. Simple Custom Detection

D. Isolation

Answer: C

NEW QUESTION # 427
Refer to the exhibit.

What does the number 15 represent in this configuration?

A. privilege level for an authorized user to this router

B. interval in seconds between SNMPv3 authentication attenpts

C. number of possible failed attempts until the SNMPv3 user is locked out
D. access list that identifies the SNMP devices that can access the router

Answer: D

NEW QUESTION # 428
How is Cisco Unbrella configured to log only security events?

A. inthe Security Settings section

B. in the Reporting settings

C. per policy

D. per network in the Deployments section

Answer: C

Explanation:
Reference: https:/docs.umbrella.com/deployment-umbrella/docs/log-management

NEW QUESTION # 429

An administrator wants to ensure that all endpoints are compliant before users are allowed access on the corporate network. The
endpoints must have the corporate antivirus application installed and be running the latest build of Windows 10.

‘What must the administrator implement to ensure that all devices are compliant before they are allowed on the network?

A. Cisco Identity Services Engne with PxGrid services enabled

B. Cisco Identity Services Engine and AnyConnect Posture module
C. Cisco Stealthwatch and Cisco Identity Services Engine integration
D. Cisco ASA firewall with Dynamic Access Policies configured

Answer: B

NEW QUESTION # 430
What is a description of microsegmentation?

e A Environments deploy a container orchestration platform, such as Kubernetes, to manage the application delivery.
e B. Environments deploy centrally managed host-based firewall rules on each server or container.
e C. Environments implement private VLAN segmentation to group servers with similar applications.



¢ D. Environments apply a zero-trust model and specify how applications on different servers or containers can communicate.

Answer: D

NEW QUESTION # 431
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