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Palo Alto Networks Certified Network Security Engineer Exam 5% X PCNSE
A B (Q251-Q256):

HM #251
Which logs enable a firewall admmnistrator to determine whether a session was decrypted?

¢ A. Security Policy
e B. Correlated Event
e C. Traffic


https://drive.google.com/open?id=1ukj3Ng-4CT4Ma4bAxACuEJyZujhft-kP
https://www.japancert.com/PCNSE.html
https://www.xhs1991.com/PCNSE.html
https://www.topexam.jp/PCNSE_shiken.html
https://www.mogiexam.com/PCNSE-exam.html

¢ D. Decryption

EE: D
R -
Explanation

https/live.paloaltonetworks.com/tS/certification-articles/pcnse-and-pensa-examrchanges-with- 10-0/ta-p/344832
httpsz/docs.paloaltonetworks.comypan-o0s/10- 1/pan-os-admin/decryption/troubleshoot-and-monitor-decryption/d The Decryption
Log (Monitor Logs Decryption ) provides comprehensive information about sessions that match a Decryption policy to help you gain
context about that traffic so you can accurately and easily diagnose and resolve decryption issues. The firewall does not log traffic if
the traffic does not match a Decryption policy.

H #252
Which three itens must be configured to implement application override? (Choose three )

A. Application override policy rule
B. Application filter

C. Customapp

D. Decryption policy rule

E. Security policy rule

Ef#: A. C. E

A -

Explanation

According to the Palo Alto Networks documentationl, application override is where the firewall is configured to override the normal
application identification (App-1D) of specific traffic passing through the firewall. To implement application override, the following
items must be configured:

Custom app: This is a user-defined application that is used to identify the traffic that needs to be overridden. It is recommended to
create a custom app for the applicationoverride policy, rather than using a predefined app that may have different default ports and
threat inspection capabilities2.

Security policy rule: This is a rule that allows the traffic that matches the custom app through the firewall. The security policy rule
must use the custom app as the application filter and specify the source and destination zones, addresses, and users as needed
Application override policy rule: This is a rule that defines the criteria for overriding the App-1D of the traffic. The application
override policy rule must use the customapp as the application filter and specify the source and destination zones, addresses, ports,
and protocols as needed?.

The other options are not required or relevant for implementing application override:

Decryption policy rule: This is a rule that defines the criteria for decrypting encrypted traffic. It is not related to application override,
although decryption may be needed to identify some applications that use encryption.

Application filter: This is an object that groups applications based on various criteria, such as category, subcategory, technology, or
risk. It is not an item that must be configured for application override, although it can be used as a reference in security policy rules
or custom apps.

References: 1:

https/live. paloaltonetworks.com/t5/blogs/tips-amp-tricks-how-to-create-an-application-override/ba-p/451872

2: https://knowledgebase. paloaltonetworks.com/K CS ArticleDetail?id=k A10g000000CIVLCAO :
https/docs.paloaltonetworks.com/pan-o0s/9- 1 /pan-os-admin/decryption/decryption-concepts/how-decryption-wo

https://docs.paloaltonetworks.comypan-0s/9- 1/pan-os-admin/app-id/manage-custom-or-unknown-applications/cre

E M #253
For which two reasons would a firewall discard a packet as part of the packet flow sequence? (Choose two.)

A. rule match with action "deny"
B. ingress processing errors

C. equal-cost multipath

D. rule match with action "allow"

EfE: AL B



R #254

During a laptop-replacement project, remote users must be able to establish a GlobalProtect VPN connection to the corporate
network before logging in to their new Windows 10 endpoints.

The new laptops have the 5.2.10 GlobalProtect Agent installed, so the administrator chooses to use the Connect Before Logon
feature to solve this issue.

What must be configured to enable the Connect Before Logon feature?

¢ A The GlobalProtect Portal Agent App Settings Connect Method to Pre-logon then On-demand.
¢ B. The Certificate profile in the GlobalProtect Portal Authentication Settings.

¢ C. Registry keys on the Windows system.

¢ D. X-Auth Support in the GlobalProtect Gateway Tunnel Settings.

Ef#: C

A -
https:/docs.paloaltonetworks.comyglobalprotect/5-2/globalprotect-app-new-features/new- features-released-in-gp-app/connect-
before-logon

M #255
‘Which method will dynamically register tags on the Palo Alto Networks NGFW?

A. Restful API or the VMWare API on the firewall or on the User-1D agent or the read-only domamn controller (RODC)
B. Restful API or the VMware API on the firewall or on the User-1D agent

C. XML API or the VM Monitoring agent on the NGFW or on the User-1D agent

D. XML-API or the VMware API on the firewall or on the User-ID agent or the CLI

EM: D
R

Reference:
httpss//www.paloaltonetworks.convdocumentation/80/pan-os/pan-os/policy/register-ip-addresses-and-tags-dynam
https’/docs.paloaltonetworks.com/pan-os/8-0/pan-os-admin/policy/monitor-changes-in-the- virtual-environment/
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