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technology enjoys a distinct advantage, that is convenient and comprehensive. In order to follow this trend, our company product
such a FCSS - SD-WAN 7.6 Architect FCSS_SDW_AR-7.6 Exam Questions that can bring you the combination of traditional
and novel ways of studying.

Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q31-Q36):
NEW QUESTION # 31 
Exhibit.

The administrator configured the IPsec tunnel VPN1 on a FortiGate device with the parameters shown in exhibit.
Based on the configuration, which three conclusions can you draw about the characteristics and requirements of the VPN tunnel?
(Choose three.)

A. The tunnel interface IP address on the spoke side is provided by the hub.
B. This configuration allows user-defined overlay IP addresses.
C. The remote end can be a third-party IPsec device.
D. The administrator must manually assign the tunnel interface IP address on the hub side
E. The remote end must support IKEv2.

Answer: B,C,D

Explanation:
This configuration demonstrates a typical IPsec setup for SD-WAN overlays where the hub side requires a manually defined tunnel
IP address, and the spoke can be flexibly configured, including interoperability with third-party IPsec devices. As described in the
Fortinet SD-WAN Architect Guide: "For some overlays, the tunnel interface IP is configured statically on the hub side, which allows
more control over overlay subnetting and facilitates the use of user-defined overlay IP addresses. This approach is also a
requirement for compatibility with non-FortiGate endpoints, such as third-party IPsec devices that may not support dynamic address
assignment via IKE or proprietary mechanisms." This enables hybrid SD-WAN environments and advanced designs involving
external partners or cloud services. Overlay IP flexibility is critical for route control and segmentation.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q11]
FortiOS 7.4 SD-WAN Reference Architecture, "Overlay IP Address Management" SD-WAN 7.4 Concept Guide, Section:
"Interoperability with Third-Party Devices"

NEW QUESTION # 32 
An administrator is configuring SD-WAN to load balance their network traffic. Which two things should they consider when setting
up SD-WAN? (Choose two.)

A. You can select the outbandwidth hash mode with all strategies that allow load balancing.
B. When applicable. FortiGate load balances the traffic through all members that meet the SLA target.
C. SD-WAN load balancing is possible only using the best quality and lowest cost (SLA) strategies.
D. Only the manual and best-quality strategies allow SD-WAN load balancing.

Answer: A,B

NEW QUESTION # 33 
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Refer to the exhibits.

You use FortiManager to configure SD-WAN on three branch devices.
When you install the device settings. FortiManager prompts you with the error "Copy Failed" for the device branch1_fat When you



click the log button. FortiManager displays the message shown in the exhibit.

A. Check the metadata variable definitions, and review the per-device mapping configuration.
B. Check the connection between branch1_fgt and FortiManager
C. Remove the installation target for the SD-WAN member port4. You cannot combine metadata variable and installation
targets.
D. Based on the exhibits, which statement best describes the issue and how you can resolve it?
E. Gateways for all members in a zone must be defined the same way. Specify the gateway of the SD-WAN member port!
without metadata variables.

Answer: A

NEW QUESTION # 34 
(Refer to the exhibit.

You update the spokes configuration of an existing auto-discovery VPN (ADVPN) topology by adding the parameters shown in the
exhibit.
Which is a valid objective of those settings? Choose one answer.)

A. Enable the tunnels as overlay links.
B. Prevent multiple shortcuts from being established over the same overlay.
C. Convert the configuration from ADVPN to ADVPN 2.0.
D. Prevent cross-overlay shortcuts.

Answer: D

Explanation:
The exhibit shows the following IPsec phase1-interface configuration applied on spoke tunnels:
set auto-discovery-shortcuts dependent
set network-overlay enable
set network-id <value>
In the FCSS SD-WAN 7.6 ADVPN architecture, the network-overlay and network-id parameters are used to logically group
IPsec tunnels into separate overlays. When network-overlay is enabled, FortiGate treats the tunnel as part of an overlay network
rather than a simple transport tunnel.
The network-id parameter is critical in multi-overlay ADVPN designs. Fortinet documentation specifies that ADVPN shortcuts are
only allowed between tunnels that share the same network-id. This mechanism explicitly prevents cross-overlay shortcuts, ensuring
that shortcuts are formed only within the same logical overlay and not across different overlays that may serve different purposes (for
example, different hubs, regions, or transport groups).
The use of auto-discovery-shortcuts dependent further enforces correct shortcut behavior by ensuring that shortcut tunnels depend
on the state of the parent overlay tunnel, but it does not by itself prevent multiple shortcuts or convert ADVPN versions.
Why the other options are incorrect:
Option A is incorrect because simply enabling network-overlay does not exist to "enable overlay links" in general; its purpose is to
define overlay membership and control shortcut behavior.
Option B is incorrect because there is no concept of "ADVPN 2.0" conversion using these parameters in FortiOS 7.6.
Option D is incorrect because preventing multiple shortcuts over the same overlay is not controlled by network-id; multiple shortcuts
within the same overlay are allowed when required.
Therefore, the valid objective of these settings is to prevent cross-overlay shortcuts, which corresponds to Option C.



NEW QUESTION # 35 
Refer to the exhibits, which show the configuration of an SD-WAN rule and the corresponding rule status and routing table.



The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule.
Based on the exhibits, what can the administrator expect for traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays
B. The traffic will be routed over HUB1-VPN2
C. The traffic will be routed over HUB1-VPN1.
D. The traffic will be routed over HUB1-VPN3.

Answer: B

Explanation:
The rule is in SLA mode with two SLAs. From the status, HUB1-VPN2 and HUB1-VPN3 meet the SLA (sla(0x2) and sla(0x3)),
while HUB1-VPN1 does not (sla(0x0)). Among members that meet SLA, FortiGate uses the configured order (priority-members 4
5 6) to pick the first eligible one-HUB1-VPN2-so traffic is routed over HUB1-VPN2.

NEW QUESTION # 36
......
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