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AE #101
Which of the following is a strong indicator of a potential insider threat?

A. Prompt reporting of suspicious activity
B. Regular participation in security training
C. Consistent adherence to security policies
D. Increased data usage
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AE #102
What is a common vulnerability in OT systems that can be exploited in cyber-physical attacks?

A. The use of proprietary protocols

B. Lack of real-time data analysis

C. Interconnectivity with IT networks
D. Absence of physical security controls
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EE #103
In web application security, what does the term vulnerability stack refer to?

¢ A The layered structure of software vulnerabilities within an application
¢ B. A stack data structure used in memory management

¢ C. A hierarchy of database permissions

¢ D. A browser-side scripting framework

HE: A

EAE #104
What is the purpose of the post-exploitation phase in penetration testing?

e A To test firewall rulesTo ensure that all logs are deleted

¢ B. To perform vulnerability scanning

¢ C. To determine the value of the data obtained during exploitation
e D. To ensure that all logs are deleted

HE. C

EE #105
Which is a wireless network attack?

A. Phishing email scam
B. SQL Injection

C. Rogue Access Point
D. Smurf attack
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