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HE#21
In the Zscaler Client Connector (ZCC) Admin Portal, which posture element is supported on Windows but not on macOS?

A. CrowdStrike ZTA Sensor Setting Score
B. Full Disk Encryption

C. Domain Joined

D. Client Certificate

Ef#: A

TR

Zscaler's Device Posture framework in Client Connector supports a broad set of posture checks on both Windows and macOS,
such as Certificate Trust, Client Certificate, Firewall status, Full Disk Encryption, Domain Joined, and multiple EDR detections.
These are listed in Zscaler technical training material as common capabilities for "Windows und macOS." However, Zscaler's
advanced integration with CrowdStrike introduces additional posture signals based on Zero Trust Assessment (ZTA). In the same
material, CrowdStrike ZTA Score is explicitly annotated with a Windows-specific minimum version ("CrowdStrike ZTA Score
(Win v.3.4.0+)"), highlighting that this ZTA- based posture is implemented for Windows only in the current releases, while the
shared list for macOS does not include its own ZTA-specific version.

The newer ZTE/EDU-202 engineer materials build on this by describing separate ZTA Device OS and Sensor scores, and the exam
maps this Windows-only ZTA enforcement to the CrowdStrike ZTA Sensor Setting Score option. In contrast, Client Certificate,
Full Disk Encryption, and Domain Joined are documented as cross-platform posture types, not restricted to Windows.

B #22
What is one benefit of OneAPI?

A. Simplifies API integration by using a single entry point

B. Multiple registration processes

C. Repeated authorization messages required for increasing security
D. Muttiple token requests

EfE: A

fiR .-

Zscaler OneAPI is described in the Digital Transformation Engineer and Zero Trust Automation content as a unified API gateway for
the entire Zscaler platform. Official One API overview material explains that it provides "a common API endpoint” and "a single
programming interface for the entire Zscaler platform," so automation engineers no longer need to manage different endpoints,
authentication patterns, or schemas for each product.

The Zero Trust Automation at-a-glance guide further emphasizes that OneAPI "uses a single API to enable automation as an
administrator," which accelerates deployment and reduces human error. Study resources summarizing OneAPI reinforce that it
"simplifies integration by providing a single-entry point for accessing multiple APIs," reducing complexity and making it easier to build
consistent automation across ZIA, ZPA, ZDX, and ZCC.

The other options contradict this design. OneAPI is specifically intended to avoid multiple registration processes and repeated token
or authorization workflows; OAuth 2.0 is centralized via ZIdentity so that API clients authenticate once and then use scoped access
across services. Therefore, the clearly documented benefit that matches the Zscaler Digital Transformation Engineer description is
that OneAPI simplifies API integration by using a single entry point, making C the correct answer.

HRE#23
How many key engines does the Zscaler Firewall Module have?

A. Three
B. Five
C. Four
D. Two

EfE: C



In the Zscaler for Users - Engineer path, the Zscaler Cloud Firewall (Firewall Module in ZIA) is described as being built around four
key engines. The training emphasizes that the firewall is not a single, monolithic filter but a set of parallel inspection engines that
collectively provide advanced Layer 3/4 control, application and service awareness, DNS security, and inline threat prevention.
These engines evaluate traffic simultaneously, and the most restrictive outcome is applied, aligning with Zscaler's broader "parallel
processing" model for policy enforcement.

The curriculum highlights that this multi-engine design allows Zscaler to go beyond traditional firewalls, combining user and
application awareness with security controls such as IPS and DNS-based protection within the same cloud-native enforcement
stack. Having four coordinated engines enables granular, identity- based firewall policies that work for users regardless of location,
without the need for separate appliances.

Options suggesting two, three, or five engines do not match the way the Firewall Module is presented in the ZDTE/EDU-202
materials. Therefore, the correct answer, and the number you are expected to know for the examy, is four.

HA #24
Why is it important that the I[P address of ZPA App Connectors is included in an Active Directory Sites and Services configuration?

A. So admins can access Domain Controllers by IP address.
B. So users can authenticate to ZPA with Active Directory.
C. Adding the IP address of ZPA App Connectors to an AD Sites and Services configuration helps with accommodating

BGP routing desigps.
e D. Ensures users connect to the closest Domain Controllers or SCCM servers.

Ef: D

A -

In a Zscaler Private Access (ZPA) deployment, traffic fromusers to Active Directory Domain Controllers and SCCM servers is
proxied through App Connectors. ZPA performs DNS proxy and source NAT (SNAT) on these connections, which means the
Domain Controller often sees the App Connector's IP address-rather than the end user's-when deciding which AD Site the "client”
belongs to.

Zscaler's Active Directory ntegration guidance explains that AD site selection is therefore based on the App Connector IP, and
recommends adding those connector IPs into the appropriate Active Directory Sites and Services configuration. Doing so ensures
that when authentication, Group Policy, DFS, or SCCM traffic arrives via ZPA, the Domain Controller or SCCM infrastructure
maps the connection to the correct site and routes users to the nearest or most appropriate DC/SCCM server, preserving efficient
logon performance and content distribution.

This configuration has nothing to do with BGP routing design (option A), direct admin access to DCs by IP (option B), or the basic
ability of ZPA to use AD for identity (option C). ZPA can integrate with AD without Sites and Services, but optimizing which
DC/SCCM server is used depends on having App Connector IPs correctly associated with AD Sites. Thus, the correct reason is
that it ensures users connect to the closest Domain Controllers or SCCM servers.

H #25
An IT administrator is reviewing the recently configured ZDX module in their environment and checks the performance data on the
dashboard. The administrator notices that no software nventory has populated. What could be a probable reason?

A. 7ZDX license doesn't have inventory collection entitlement

B. ZDX client version being used is 4.3

C. ZDX client is not configured to collect inventory data

D. Zscaler Client Connector needs to be whitelisted on the EDR tool

IEf: C

AR :

Zscaler Digital Experience (ZDX) relies on Zscaler Client Connector to collect device and application telemetry from endpoints.
Performance metrics (such as device, network, and application scores) are enabled as part of the core ZDX deployment, which
explains why the administrator can already see performance data on the dashboard. However, software inventory is an additional
inventory feature that must be explicitly enabled in the ZDX administration settings.

7ZDX documentation describes an "Inventory Settings" page where administrators must turn on a setting such as "Collect Software
Inventory Data." When this option is enabled and the mmnimum supported versions of Client Connector and the ZDX module are
present, Client Connector begins collecting installed software details and sending this inventory to the ZDX cloud for visualization.
Ifthe collection toggle is left disabled, ZDX will continue to show performance metrics but no entries appear under Software
Inventory or related views, even though licensing and versions are otherwise correct. The other options listed either relate to



licensing, generic EDR conflicts, or a specific client version and do not match the documented dependency on enabling software-
nventory collection. Therefore, the most accurate reason is that the ZDX client (via policy) is not configured to collect inventory
data.
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