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R #32

Refer to the exhibit. You are tasked to deploy a FortiGate VM with private and public subnets in Amazon Web Services (AWS).
You examined the variables.tffile. Assume that all the other terraform files are in place.

‘What will be the final result after running the terraform initand terraform apply commands?
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variable configuration

variable access_key {}
variable secret_key {}

variable "region" {
default = "eu-west-1"

}

// Availability zones for the region
variable "az1" {
default = "eu-west-1a"

}

variable "vpccidr" {
default = "10.2.0.0/16"

}

variable "publiccidrazl® {
default = "10.1.0.0/24"

}

variable "privatecidrazl" {
default ="10.1.1.0/24"

}
F:-=RTINET

// License Type to create FortiGate-VM
// Provide the license type for FortiGate-VM Instances, either
byol or payg. variable "license_type" {

default = "byol"

}

// AMlIs are for FGTVM-AWS(PAYG) - 7.6.0
variable "fgtvmami” {

C. Terraform will not deploy a FortiGate VM.

BER: A

fi# R -

The variables.tf file specifies:

- Region: eu-west- 1

- Availability zone: eu-west- 1a

- Two subnets (publiccidrazl = 10.1.0.0/24 and privatecidrazl = 10.1.1.0/24)

- License type: byol

After running terraform init and terraform apply, Terraform provisions a FortiGate VM in eu-west-

A. Terraform will deploy a FortiGate VM i the eu- West- 1 a availability zone with two subnets and BYOL license.
B. Terraform will deploy a FortiGate VM in the eu- West-1 region with private and public subnets.

D. Terraform will deploy a FortiGate VM in the eu- West- 1a availability zone without any subnets.



la with both a public and private subnet using a BYOL license.

il =8 #33

An administrator is configuring a software-defined network (SDN) connector in FortiWeb to dynamically obtain information about
existing objects in an Amazon Elastic Kubernetes Service (EKS) cluster.

‘Which AWS policy should the administrator attach to a user to achieve this goal?

A. AmazonEK SConnectorServiceRolePolicy
B. AmazonEK SServicePolicy

C. AmazonEKSClusterPolicy

D. AmazonEK SComputePolicy

BER:. C

i RE B «

To allow FortiWeb to dynamically obtain information about objects in an Amazon EKS cluster, the required permission is provided
by the AmazonEK SClusterPolicy. This policy grants read access to cluster resources, enabling FortiWeb's SDN connector to pull
EKS object data.

PR #34
‘What are two main features in Amazon Web Services (AWS) network access control lists (NACLs)? (Choose two answers)

A. You cannot use NACLs and Security Groups at the same time.

B. NACLs are stateless, and inbound and outbound rules are used for traffic filtering,
C. The default NACL is configured to allow all traffic.

D. NACLs are tied to an instance.

EH: BC

fR AR A -

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

As per theFortiOS 7.6 AWS Administration GuideandFortiWeb 7.4cloud deployment documentation, understanding the AWS
infrastructure layer is critical for integrating Fortinet virtual appliances. The two features that define AWS Network Access Control
Lists (NACLs) are:

* Stateless Nature (Option A):Unlike Security Groups, which are stateful (automatically allowing return traffic), NACLs arestateless.
This means that if you allow inbound traffic on a specific port, you must also explicitly configure an outbound rule to allow the
response traffic to leave the subnet. NACLs evaluate inbound and outbound traffic ndependently.

* Default Configuration (Option C):Every VPC comes with adefault NACL. By default, this NACL is configured toallow all inbound
and outbound traffic. This is designed to ensure connectivity is not blocked until a custom security posture is defined. However, any
custom NACL created manually starts by denying all traffic until rules are added.

Why other options are incorrect:

* Option BNACTLs are associated at thesubnet level, not the instance level. Security Groups are the components tied directly to an
mstance's Elastic Network Interface (ENI).

* Option DINACLs and Security Groups providedefense-in-depthand are designed to be used simultaneously. Traffic must pass
through the NACL (subnet level) and then the Security Group (instance level) to reach its destination.

i RE #35
A network security administrator is searching for a solution to secure traffic going in and out of the container infrastructure.
In which two ways can Fortinet container security help secure container infrastructures? (Choose two.)

A. FortiGate NGFW can connect to the worker nodes and protect the containers.

B. FortiGate NGFW and FortiWeb can be used to secure container traffic.

C. FortiGate NGFW can inspect north-south container traffic with label-aware policies.

D. FortiGate NGFW can be placed between each application container for north-south traffic inspection.

ER: BC

i RE S «



FortiGate NGFW can secure north-south container traffic (traffic entering or leaving the cluster) using label-aware policies to
enforce granular security.

FortiGate NGFW and FortiWeb together provide a comprehensive solution to protect containerized applications by securing both
network traffic and web application traffic.

il =8 #36
Your DevOps team is evaluating different Infrastructure as Code (IaC) solutions for deploying complex Azure environments.
What is an advantage of choosing Azure Bicep over other [aC tools available?

A. Azure Bicep provides immediate support for all Azure services, including those in preview.

B. Azure Bicep requires less frequent schema updates than Azure Resource Manager (ARM) templates.
C. Azure Bicep can reduce deployment costs by limiting resource utilization during testing.

D. Azure Bicep generates deployment logs that are optimized to improve error handling.

ER: A
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