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Fortinet FCSS_SASE_AD-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use
FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The
focus is on leveraging analytics for operational visibility and strengthening the organization’s security
posture.

Topic 2

¢ SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.
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¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the fundamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.

Topic 3

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of

Topic 4 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions

improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks

and cloud systens.
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Fortinet FCSS - FortiSASE 25 Administrator Sample Questions (Q40-Q45):

NEW QUESTION # 40
Refer to the exhibits.

Jumpbox and Windows-AD are endpoints from the same remote location. Jumpbox can access the internet through FortiSASE,
while Windows-AD can no longer access the internet.
Based on the information in the exhibits, which reason explains the outage on Windows-AD?

A. The remote VPN user on Windows-AD no longer matches any VPN policy.

B. The device posture for Windows-AD has changed.

C. The FortiClient version installed on Windows AD does not match the expected version on FortiSASE.
D. Windows-AD is excluded fiom FortiSASE management.

Answer: B

Explanation:

The Windows-AD endpoint now has both "FortiSASE-Compliant" and "FortiSASE-Non-Conpliant" tags due to failing the antivirus
software check. As a result, the Secure Internet Access Policy matches the "Non- Conpliant” rule, which is set to Deny, causing the
device to lose internet access.

NEW QUESTION # 41
A company must provide access to a web server through FortiSASE secure private access for contractors.
What is the recommended method to provide access?

A. Configure a TCP access proxy forwarding rule and push it to the contractor FortiClient endpoint.
B. Publish the web server URL on a bookmark portal and share it with contractors.

C. Update the DNS records on the endpoint to access private applications.

D. Update the PAC file with the web server URL and share it with contractors.

Answer: B

Explanation:
The bookmark portal is the recommended method for providing contractors access to private web applications through FortiSASE
Secure Private Access, as it offers a user-friendly, secure, and controlled access mechanism without requiring full network
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connectivity.

NEW QUESTION # 42
Refer to the exhibit.

An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the FortiSASE

VPN tunnel and redirect it to the endpoint physical interface.
‘Which configuration must you apply to achieve this requirement?

A. Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.
B. Add the Google Maps URL in the zero trust network access (ZTNA) TCP access proxy forwarding rule.

C. Exenpt Google Maps in URL filtering in the web filter profile.

D. Add the Google Maps URL as a steering bypass destination in the endpoint profile.

Answer: D

Explanation:

To exclude specific internet traffic (such as Google Maps) from being tunneled through FortiSASE and instead direct it out the local
endpoint interface, you must configure it as a steering bypass destination in the FortiClient endpoint profile. This ensures traffic
matching the URL bypasses the FortiSASE tunnel.

NEW QUESTION # 43
What are two requirements to enable the MSSP feature on FortiSASE? (Choose two.)

A. Configure MSSP user accounts and permissions on the FortiSASE portal.

B. Enable multi-tenancy on the FortiSASE portal.

C. Assign role-based access control (RBAC) to IAM users using FortiCloud IAM portal.
D. Add FortiCloud premium subscription on the root FortiCloud account.

Answer: C,D

NEW QUESTION # 44
Which two deployment methods are used to connect a FortiExtender as a FortiSASE LAN extension? (Choose two.)

A. Connect FortiExtender to FortiSASE using FortiZTP

B. Configure an IPsec tunnel on FortiSASE to connect to FortiExtender.

C. Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server

D. Enable Control and Provisioning Wireless Access Points (CAPWAP) access on the FortiSASE portal.

Answer: A,C

Explanation:

There are two deployment methods used to connect a FortiExtender as a FortiSASE LAN extension:

Connect FortiExtender to FortiSASE using FortiZTP:

FortiZero Touch Provisioning (FortiZTP) simplifies the deployment process by allowing FortiExtender to automatically connect and
configure itself with FortiSASE.

This method requires minimal manual configuration, making it efficient for large-scale deployments.

Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server:

Manually configuring the FortiSASE domain name in the FortiExtender GUI allows the extender to discover and connect to the
FortiSASE infrastructure.

This static discovery method ensures that FortiExtender can establish a connection with FortiSASE using the provided domain name.
FortiOS 7.2 Administration Guide: Details on FortiExtender deployment methods and configurations.

FortiSASE 23.2 Documentation: Explains how to connect and configure FortiExtender with FortiSASE using FortiZTP and static
discovery.

NEW QUESTION # 45
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