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PECB ISO-IEC-27001-Lead-Auditor-CN Fragen und Antworten, PECB
Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-Auditor
中文版) Prüfungsfragen
Wenn Sie die PECB ISO-IEC-27001-Lead-Auditor-CN (PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-
Lead-Auditor中文版)) Zertifizierungsprüfung bestehen wollen, hier kann EchteFrage Ihr Ziel erreichen. Wir sind uns im Klar, dass
Sie die die ISO-IEC-27001-Lead-Auditor-CN Zertifizierungsprüfung wollen. Unser Versprechen sind die wissenschaftliche und
qualitativ hochwertige Prüfungsfragen und Antworten zur ISO-IEC-27001-Lead-Auditor-CN Zertifizierungsprüfung.

PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditor中文版) ISO-IEC-27001-Lead-Auditor-CN Prüfungsfragen mit
Lösungen (Q178-Q183):
178. Frage 
您正在一家提供醫療保健服務的住宅療養院進行 ISMS 審核。審核計畫的下一步是驗證資訊安全事件管理流程。
IT 安全經理介紹了資訊安全事件管理程序（文件參考 ID：ISMS_L2_16，版本 4），並解釋此流程基於 ISO/IEC
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27035-1:2016。
您查看該文件並注意到一條聲明「任何資訊安全弱點、事件和事故應在識別後 1 小時內報告給聯絡人 (PoC)」。在
訪問員工時，您發現大家對「弱點、事件、事件」意義的理解有差異。
IT安全經理解釋說，6個月前舉辦了一次線上「資訊安全應對」培訓研討會。所有受訪者均參與並通過了報告練習
和課程評估。
您正在準備審計結果。選擇兩個正確的選項。

A. 存在不合格項 (NC)。資訊安全事件培訓失敗。這不符合第 7.2 條和控制措施 A.6.3。
B. 沒有不合格項。資訊安全處置訓練卓有成效。這符合第 7.2 條和控制措施 A.6.3。
C. 沒有不合格項。報告資訊安全弱點、事件和事故。
這符合第 9.1 條和控制措施 A.5.24。
D. 存在不合格項 (NC)。事件管理報告流程的術語不明確，員工對「弱點、事件和事件」意義的誤解證明了
這一點。這不符合第 9.1 條和控制措施 A.5.24。
E. 還有改進的機會 (OFI)。提高資訊安全事件訓練效果。這與第 7.2 條和控制措施 A.6.3 相關。
F. 有改進的機會 (OFI)。報告資訊安全弱點、事件和事件。這與第 9.1 條和控制措施 A.5.24 有關。

Antwort: D,E

Begründung:
According to ISO/IEC 27001:2022 clause 7.2, the organization must ensure that the persons doing work under its control are
aware of the information security policy, their contribution to the effectiveness of the ISMS, the implications of not conforming to the
ISMS requirements, and the benefits of improved information security performance. The organization must also provide information
security awareness education and training to its personnel and relevant interested parties. According to control A.6.3, the
organization must ensure that all employees and contractors are made aware of the information security incident management
procedures and their expected roles and responsibilities. Therefore, an opportunity for improvement (OFI) can be identified if the
information security incident training effectiveness can be improved, as evidenced by the differences in the understanding of the
meaning of "weakness, event, and incident" among the staff.
According to ISO/IEC 27001:2022 clause 9.1, the organization must monitor, measure, analyze and evaluate the information
security performance and the effectiveness of the ISMS. The organization must also retain appropriate documented information as
evidence of the monitoring and measurement results. According to control A.5.24, the organization must establish and maintain an
information security incident management process that includes the following activities:
*reporting information security events and weaknesses;
*assessing and deciding on information security events;
*responding to information security incidents;
*learning from information security incidents;
*collecting evidence and disclosing information.
Therefore, a nonconformity (NC) can be identified if the terminology of the incident management reporting process is unclear, as
evidenced by the staff misunderstanding of the meaning of "weakness, event, and incident". This could lead to inconsistent or
inaccurate reporting, assessment, response, learning, and disclosure of information security incidents, which could affect the
information security performance and the effectiveness of the ISMS.
References:
*ISO/IEC 27001:2022, clauses 7.2, 9.1, and Annex A controls A.5.24 and A.6.3
*[PECB Candidate Handbook ISO/IEC 27001 Lead Auditor], pages 15-16, 18-19, 22-23
*ISO/IEC 27035-1:2016, clauses 4, 5, 6, 7, and 8
*ISO 27001 - Annex A.16: Information Security Incident Management
*ISO 27001:2022 Annex A Control 5.24 - What's New?

179. Frage 
您是認證機構審核員，負責對為 ICT 設施提供託管服務的客戶營運的資料中心進行 ISO/IEC 27001:2022 監督審
核。
您和您的導遊目前位於客戶出租給客戶的私人套房之一。每間套房的出入均使用密碼鎖進行控制。每間套房也安
裝了閉路電視。
每個套件內有三個資料櫃，客戶可以在其中放置關鍵任務伺服器和其他網路設備，例如交換器和路由器。
您注意到，雖然套房中的兩個櫃子已上鎖，但第三個櫃子卻未上鎖。你問導遊為什麼。他們回覆「這是因為客戶
目前正在更換硬碟單元。他們的技術人員目前正在午休」。
接下來你應該採取哪三項行動？

A. 針對控制措施 5.16「身分管理」提出不符合項，因為可能無法辨識誰未上鎖櫃子。
B. 針對控制措施 7.2「實體進入」提出不符合項，因為客戶設備所在的區域不受保護。
C. 當技術人員吃完午餐回來時，斥責他們沒有打開櫃子。



D. 提出改進的機會，建議每當客戶離開套房時就鎖上櫃門，即使他們打算在短時間內返回。
E. 在嚮導許可的情況下，與客戶聯繫以確認他們正在更換驅動器。
F. 針對控制措施 7.4「實體安全監控」提出不符合項，因為私人套房未持續受到未經授權的實體存取監控。
G. 查看閉路電視記錄，確保自上次確認櫃子鎖定以來只有客戶曾造訪過櫃子。
H. 什麼也不做，房間看起來受到了充分的保護，因此不太可能發生安全事件。

Antwort: D,E,G

Begründung:
Leaving the cabinet unlocked while the technician is on a lunch break exposes the client's equipment and data to potential physical
security risks, such as theft, damage, or tampering. This is a violation of the ISO/IEC 27001:2022 requirements for physical entry
(control 7.2) and physical security monitoring (control 7.4), which aim to prevent unauthorized access to information processing
facilities and assets. Therefore, the appropriate actions for the auditor are:
Raise an opportunity for improvement (OFI) suggesting that the cabinet doors are locked whenever clients leave their suites, even if
they intend to return within a short time. This would enhance the security of the client's equipment and data, and reduce the likelihood
of security incidents.
Review the CCTV records to ensure that only the client has accessed the cabinet since it was last confirmed as locked. This would
verify the integrity and availability of the client's equipment and data, and identify any possible unauthorized access or interference.
With the permission of the guide, speak to the customer to confirm that they are in the process of swapping out a drive. This would
validate the reason for leaving the cabinet unlocked, and assess the impact and risk of the activity on the client's information security.
Reference:
ISO/IEC 27001:2022, clause 7.2, Physical entry
ISO/IEC 27001:2022, clause 7.4, Physical security monitoring
PECB Candidate Handbook ISO 27001 Lead Auditor, page 19, Audit Process
PECB Candidate Handbook ISO 27001 Lead Auditor, page 21, Audit Findings

180. Frage 
內部稽核和外部稽核有何關係？

A. 內部稽核和外部稽核包含在認證週期中，確保定期監控管理體系
B. 內部審核確保組織定期監控外部審核報告和行動計劃
C. 內部審核確保在外部審核員建議組織進行認證之前實施糾正措施

Antwort: A

Begründung:
Internal audits and external audits are integral components of the certification cycle, ensuring regular monitoring of the management
system. Internal audits help organizations prepare for external audits by identifying and addressing potential nonconformities, while
external audits validate the compliance of the management system with ISO/IEC 27001 standards.

181. Frage 
審計結果是根據審計標準對收集的審計證據進行評估的結果。評估以下潛在的審計證據格式並選擇可接受的兩
種。

A. IT 經理的事實陳述
B. 有關 IT 審核結果的記錄資訊
C. 系統工程師的言論，無法驗證
D. 觀察先前錄製的演示危險活動表現的視頻
E. 對測試結果進行未簽署的手寫更改
F. IT 經理與系統工程師之間對話的錄音

Antwort: B,D

Begründung:
According to the ISO/IEC 27001 Lead Auditor exam preparation guide1, audit evidence can be in various formats, such as
records, statements of fact, or other information that is relevant and verifiable. Audit evidence can be collected by means of
interviews, observation, sampling, testing, or other techniques. However, not all formats of audit evidence are acceptable or reliable.
For example, unsigned hand written changes to test results (A) are not verifiable and may indicate tampering or falsification.
Statements by a system engineer that cannot be verified (D) are also not reliable and may be biased or inaccurate. An audio



recording of a dialog between the IT manager and a system engineer (F) may not be relevant to the audit criteria or may violate the
confidentiality or consent of the parties involved. A statement of facts by the IT manager (B) may be relevant and verifiable, but it is
not sufficient as audit evidence unless it is supported by other sources of information. Therefore, the two acceptable formats of audit
evidence are documented information on results of IT audits and observation of a previously recorded video demonstrating the
performance of a hazardous activity (E), as they are relevant to the audit criteria and can be verified by other means. Reference: 1:
https://pecb.com/pdf/exam-preparation-guides/pecb-iso-iec-27001-lead-auditor-exam-preparation-guide.pdf (page 9)

182. Frage 
問題
本公司高階管理人員已指定公司內部特定人員負責匯報資訊安全管理系統(ISMS)的執行情況。這些人員的任務是
收集相關的ISMS資料、撰寫報告，並確保必要的資訊能夠傳達給高階主管。
這種方法是否符合 ISO/IEC 27001 的要求？

A. 不，因為只有首席資訊安全官才能報告資訊安全管理系統的績效。
B. 是的，因為高階主管可以分配責任和權限，負責報告 ISMS 的績效。
C. 不，因為只有最高管理階層負責收集有關 ISMS 績效的資料。

Antwort: B

Begründung:
This approach aligns with ISO/IEC 27001:2022 because the standard explicitly allows top management to assign responsibilities and
authorities for the effective operation of the ISMS, including reporting on its performance. Clause 5.3 of ISO/IEC 27001 requires
top management to ensure that roles, responsibilities, and authorities related to information security are assigned and communicated
within the organization.
While top management remains ultimately accountable for the ISMS, the standard does not require them to personally gather data,
prepare reports, or perform operational monitoring activities. In practice, these tasks are often delegated to ISMS managers,
security teams, or other designated personnel who are better positioned to collect and analyze performance data. What matters is
that the information reaches top management in a timely and accurate manner so they can fulfill their governance responsibilities.
Option B is incorrect because it misunderstands accountability versus responsibility. Top management is accountable for ISMS
performance, but they are not required to perform all related tasks themselves. Option C is incorrect because ISO/IEC 27001 does
not mandate that a Chief Information Security Officer must be the reporting authority. The organization is free to define roles based
on its structure, size, and context.
Therefore, assigning specific personnel to report on ISMS performance is fully consistent with ISO/IEC
27001 requirements.

183. Frage
......
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