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Topic 1

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a
Microsoft 365 tenant.

Topic 2

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for
Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of
Microsoft Defender for Endpoint for the implementation and management of endpoint protection.

Topic 3

¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.

Topic 4

e Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about
implementing Microsoft Purview data loss prevention (DLP) also appear.

Microsoft 365 Administrator Sample Questions (Q412-Q417):

NEW QUESTION # 412
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Microsoft 365
CGoup? DiEnbution
Group3 Mail-enabled secunty
Groupd Secunty

You plan to create a compliance policy named Compliancel.

Youneed to identify the groups that meet the following requirements:

Can be added to Compliance] as recipients of noncompliance notifications Can be assigned to Compliancel To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Can be added to Compliance1 as recipients |0 IVIICFOSOTT v
of noncompliance notifications: [Group T and Group4 only

Can be assigned to Compliance1: v

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Answer:

Explanation:




Can be added to Compliance1 as recipients v
of noncompliance notifications: Group1 and Group4 only

.Group1, Group2 and Group3 only
Group1;Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1: v

Group1 and Group4 only
Group3 and Group4 only

Group1, Group2, Group3, and Group4

Explanation
Graphical user mterface, text, application, chat or text message Description automatically generated
Can be added to Compliance1 as recipienis * L 5
of noncompliance notifications: [C %{%%‘Qrguﬁ %ﬁy s 4
Group3 and Group4 only
Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4
Can be assigned to Compliance1: v
Group1 and Group4 only
Group3 and Group4 only
Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4
Reference:

httpsy/www.itpromentor.convdevices-or-users-when-to-target-which-policy- type-in-microsoft-endpoint-manage

NEW QUESTION # 413

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policy1 that has the following configurations:
Block emils that contain financial data.

Display the following policy tip text: Message blocked.

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:
Use the following location: Exchange email.

Display the following policy tip text: Message contains sensitive data.

When a user sends an email, notify the user if the email contains health records.

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct
scenarios. Each result may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll
to view content.

NOTE: Each correct selection is worth one point.



Results

The email will be blocked, and the user will
receive the policy tip: Message blocked.

The email will be blocked, and the user will
receive the policy tip: Message contains
sensitive data.

The email will be allowed, and the user will
receive the policy tip: Message blocked.

The email will be allowed, and the user will
receive the policy tip: Message contains
sensitive data.

The email will be allowed, and a message
policy tip will NOT be displayed.

Answer:

Explanation:

Results

The email will be blocked, and the userwill
receive the policy tip: Message blocked.

The email will be blocked, and the user will
receive the policy tip: Message contains
sensitive data.

The email will be allowed, and the user will
receive the policy tip: Message blocked.

The email will be allowed, and the user will
receive the policy tip: Message contains
sensitive data.

The email will be allowed, and a message
policy tip will NOT be displayed.

Reference:

Answer Area

When the user sends an email that contairM lcro SOft BRI D e 5 PRI o)

financial data and health records:

When the user sends an email that contains
only financial data:

_Answer Area

I %9 éeQnsfrtends an email that contains

financial data and health records:

When the user sends an emailthat contains
only financial data:

i,

The email will be blocked, and the user will
receive the policy tip: Message blocked.

The email will be allowed, and the user will
receive the policy tip: Message contains
sensitive data.

https:/docs.microsoft.com/en-us/microsoft- 365/compliance/how-dlp-works-between-admin-centers
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NEW QUESTION # 414

You configure an anti-phishing policy as shown in the following exhibit.

‘olicy setting Policy name
Descrption
Applied to
Safety tips > User impersonation
Safety tips » Doman impersonation
Satety bips > Unusual characters
Maslbox intelhgence

Spool Enable antispoohing protechon
Action

Advanced settings

AP G @G OT T » o rogesne

Use the drop-down menus to select the answer choke that completes each statement based on the information presented in the

graphic.



NOTE: Each correct selection is worth one point.

MIRWE FIES

f a message is identified as a domain impersonation. [answer choice] | ¥ ]

the message is deliveredet8he Inbox folder

the message is moved to the Deleted Items folder
the messages is moved to the Junk Email folder
the message is NOT delivered

To reduce the likelihood ot the impersonatidn nolicy generating false | v |
positives, copfigure [answer choice]. | Domain impersonation

Enable antispoofing protection
o HMailbowinuliligence

Answer:

Explanation:

omain impersonation, [answer choice]
theyriiisage is del rvered®Adhe Inbox folder

aine message is moved to the Deleted Items folder
the messages s moved to the Junk Emad folder
e mesiagl s ROTdeTiered

ihood of the impersonaliin pelcy generating false

posigs, Wonhgure [answer chosce] | Domain impersonation

Explanation:

If'a message is identified as a domain impersonation: the message is moved to the Junk Email folderAccording to the anti-phishing
policy settings shown in the exhibit, messages identified as domain impersonation should be moved to the Junk Email folder to
reduce the risk of phishing attacks.

To reduce the likelhood of the impersonation policy generating false positives, configure: Mailbox intelligenceMailbox intelligence
helps in reducing false positives by using machine learning and historical email patterns to make better decisions about which emails
are legitimate and which are not.

NEW QUESTION # 415
‘Which role should you assign to User1?
Available Choices (select all choices that are correct)

A. Records Management
B. Security Administrator
C. Hygiene Management
D. Security Reader

Answer: B

Explanation:

A user named User] must be able to view all DLP reports from the Microsoft 365 admin center.

Users with the Security Reader role have global read-only access on security-related features, including all information in Microsoft
365 security center, Azure Active Directory, Identity Protection, Privileged Identity Management, as well as the ability to read Azure
Active Directory sign-in reports and audit logs, and in Office 365 Security & Compliance Center.

Reference:

https:/docs.microsoft.com/en-us/azure/active-directory/users- groups-roles/directory-assign-admin-roles

NEW QUESTION # 416

You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named User] and User2. The devices
are not enroliment in Microsoft Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.



Device limit restrictions
N Mar
Priority Mame Device limit - Ksfigned

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.

From Microsoft Endpoint Manager, you add User2 as a device enroliment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes No
User! can enroll only five devices in Intune
User? can jom only frve devices to Azure Al
T ser2 con enroll all the dewvices In Intune
Answer:
Explanation:
ANSWer Arca
Statements Yes No
Userl can enroll only fve devices in Intune D
User? can jom only free devices to Arure A D
Barloa St Dal thalodices in Intune D
NEW QUESTION # 417
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