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Cisco Securing Email with Cisco Email Security Appliance 38X 300-720 &&
B & (Q152-Q157):

R #152

Drag and Drop Question

Drag and drop the actions from the left into the sequence on the right to set the sender reputation filtering score threshold for a
listener to 8.0 i Cisco Secure Email Gateway.
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Configure the public listener. step 1

Edit the affected mail policies. step 2
Configure the HAT Ovenview settings. step 3
Set the score of "ALLOWED_LIST,” to 8.0 step 4
Select the link for a sender group. step 5

Ef#:
fiE L.
Configure the public listener.
Configure the HAT Overview settings.
Select the link for a sender group.
\ | Set the score of "ALLOWED_LIST;" to 8.0.
. J
0"
Edit the affected mail policies.
Explanation:

step 1: Configure the public listener.

step 2: Configure the HAT Overview settings.

step 3: Select the link for a sender group.

step 4: Set the score of "ALLOWED LIST" to 8.0.

step 5: Edit the affected mail policies.

Sender reputation filtering is configured through the listener's Host Access Table. The administrator first selects the public listener,
opens the HAT Overview, selects the relevant sender group, and then changes the SenderBase reputation score threshold for the
ALLOWED LIST sender group to 8.0. Mail policies can then be adjusted as needed for the affected message handling behavior.

M #153
A remote financial institution is implementing email encryption. It is required that all nbound emails use SMTP over TLS. What must
be done to accomplish this?

A. Disable TLS certificates.

B. Utilize Cisco Registered Envelope Service.

C. Leverage Cisco Talos Threat Intelligence Group.

D. Enable Application Inspection and Control for SMTP.



IEf#: B

R :

Using TLS Delivery

Transport Layer Security (TLS) delivery allows Encryption Service-originated messages such as secure replies to be delivered
encrypted back to the sending domain without having to use an envelope.

You can enable TLS delivery to provide a secure method of delivering email without requiring end users to log in to Encryption
Service or install the encryption plug-in to receive or view email.

TLS is enabled on a per-account basis. For each account, you specify one or more TLS domains and error handling behavior.
Note:

From Encryption Service 5.4.1 release onwards, there is no support for domains with only TLS

1.0 enabled for mail delivery. You need to migrate to TLS 1.1 or higher.

https//www.cisco.com/c/en/us/td/docs/security/email encryption/ol/admin/b Admin Guide lates
t/b_Admin_Guide chapter 0100.html#con 7787262

H #154
‘What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service?

A. provisioned email encryption profile

B. content filter to forward the email to the Cisco Registered Envelope server

C. message encryption from the mail flow policies with " CRES " selected

D. message encryption from a content filter that select " Message Encryption " over TLS

Ef: A

A -

To allow the Cisco ESA to encrypt an email using the CRES (Cisco Registered Envelope Service), a provisioned email encryption
profile must be configured on Cisco ESA. A provisioned email encryption profile is a type of encryption profile that specifies how
messages are encrypted using CRES, such as the encryption key strength, the notification options, the branding settings, etc.
References: User Guide for AsyncOS 15.0 for Cis co Secure Email Gateway , page 12-4.

R #155
What is the maximum message size that can be configured for encryption on the Cisco ESA?

A 15MB
B.20 MB
C.30MB
D.25MB

EfE: B

R -
Reference:
httpss//www.cisco.comvc/en/us/support/docs/security/email-security-appliance/117972-technote- esa-00.html

E M #156
Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)

A. Message filters can be configured only from the CLL

B. The filters command executed from the CLI is used to configure the message filters.

C. The filterconfig command executed fromthe CLI is used to configure message filters.

D. Message filters configuration within the web user interface is located within Incoming Content Filters.
E. Message filters can be configured only from the web user interface.

EME: AL B
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