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Passing the Cisco 300-710 Exam can help professionals demonstrate their expertise in network security and improve their job
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Cisco Securing Networks with Cisco Firepower Sample Questions (Q309-
Q314):

NEW QUESTION # 309
Refer to the exhibit.

An organization has an access control rule with the intention of sending all social media traffic for inspection After using the rule for
some time, the administrator notices that the traffic is not being mspected, but is being automatically allowed What must be done to
address this issue?

A. Add the social network URLS to the block list

B. Change the intrusion policy to connectivity over security.
C. Modify the rule action from trust to allow

D. Modify the selected application within the rule

Answer: D

NEW QUESTION # 310
Which two conditions must be met to enable high availability between two Cisco FTD devices? (Choose two.)

A. same flash memory size

B. same host name

C. same number of nterfaces

D. same DHCP/PPoE configuration
E. same NTP configuration

Answer: C,E

Explanation:

https//www.cisco.comvc/en/us/support/docs/security/firepower-management-center/2 1 2699-configure-fid- high-availability-on-
firep.html Conditions In order to create an HA between 2 FTD devices, these conditions must be met:

Same model

Same version (this applies to FXOS and to FTD - (major (first number), minor (second number), and maintenance (third number)
nmust be equal)) Same number of interfaces Same type of interfaces Both devices as part of same group/domain in FMC Have
identical Network Time Protocol (NTP) configuration Be fully deployed on the FMC without uncommitted changes Be in the same
firewall mode: routed or transparent.

Note that this must be checked on both FTD devices and FMC GUI since there have been cases where the FTDs had the same
mode, but FMC does not reflect this.

Does not have DHCP/Point-to-Point Protocol over Ethernet (PPPoE) configured in any of the interface Different hostname (Fully
Qualified Domain Name (FQDN)) for both chassis. In order to check the chassis hostname navigate to FTD CLI and run this
command

NEW QUESTION # 311

Refer to the exhibit An engineer is modifying an access control pokey to add a rule to nspect all DN traffic that passes through the
firewall After making the change and deploying thepokey they see that DNS traffic is not bang inspected by the Snort engine What is
the problem?

A. The action of the rule is set to trust instead of allow.

B. The rule must define the source network for inspection as well as the port
C. The rule must specify the security zone that originates the traffic

D. The rule is configured with the wrong setting for the source port

Answer: A

NEW QUESTION # 312
When do you need the file-size command option during troubleshooting with packet capture?



A. when capture packets are less than 16 MB

B. when capture packets exceed 32 MB

C. when capture packets exceed 10 GB

D. when capture packets are restricted from the secondary memory

Answer: B

Explanation:

Reference:
https//www.cisco.comvc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-
vo2/troubleshooting_the system html

NEW QUESTION # 313
A network administrator is trying to configure an access rule to allow access to a specific banking site over HTTPS. Which method
nust the administrator use to meet the requirement?

A. Enable SSL decryption and specify the URL.

B. Define the URL to be blocked and disable SSL inspection.

C. Block the category of banking and define the application of WWW.
D. Define the URL to be blocked and set the application to HTTP.

Answer: A

Explanation:

To allow access to a specific banking site over HTTPS, the network admmnistrator must use SSL decryption (also known as
SSI/TLS inspection) and specify the URL. This is because HTTPS traffic is encrypted, and the firewall needs to decrypt the traffic
to inspect the URL and enforce the access rule.

Steps:

* Enable SSL Decryption: Configure SSL policies to decrypt the HTTPS traffic.

* Specify the URL: Define the URL of the banking site in the access control policy, ensuring that the decrypted traffic is inspected
and allowed based on the specified URL.

This method ensures that only the desired banking site is accessed over HTTPS, while other HTTPS traffic can be filtered or
blocked according to the organization's security policies.

References: Cisco Secure Firewall Management Center Configuration Guide, Chapter on SSL Decryption.

NEW QUESTION # 314
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