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Ping Identity PT-AM-CPE Exam Syllabus Topics:

Topic Details
¢ Installing and Deploying AM: This domain encompasses installing and upgrading PingAM, hardening
. security configurations, setting up clustered environments, and deploying PingOne Advanced Identity
Topic 1
Platformto the cloud.
¢ Enhancing Intelligent Access: This domain covers implementing authentication mechanisirs, using
Topic 2 PingGateway to protect websites, and establishing access control policies for resources.
¢ Federating Across Entities Using SAMIL2: This domain covers implementing single sign-on using SAML
Topic 3 v2.0 and delegating authentication responsibilities between SAML2 entities.
¢ Extending Services Using OAuth2-Based Protocols: This domain addresses integrating applications with
Tobic 4 OAuth 2.0 and OpenlD Connect, securing OAuth2 clients with mutual TLS and proof-of-possession,
P transforming OAuth? tokens, and implementing social authentication.
¢ Improving Access Management Security: This domain focuses on strengthening authentication security,
Topic 5 implementing context-aware authentication experiences, and establishing continuous risk monitoring
throughout user sessions.

Ping Identity Certified Professional - PingAM Exam Sample Questions (Q82-
Q87):

NEW QUESTION # 82
Sam wants to start a service provider-initiated single sign-on and redirect to their own application, myapp.com Which of the
following URLSs is the correct one to perform this action?

A. httpz//sso.domain.conyopenanysaml2/jsp/idpSSOInit.jsp&RelayState=http%e3 A%2F %2 Fmyapp.com
B. http7/sso.domain.com/openanysaml2/jsp/spSSOlnit.jsp&RelayState=http%63 A%2F %62 Fmyapp.com
C. http7//sso.domain.comvopenanysaml2/jsp/idpSSOlnit. jsp&goto=http%63 A%2F %2 Fmyapp.com

D. http/sso.domain.com/openanysaml2/jsp/spSSOInit.jsp&goto=http%3 A%2F%2Fmyapp.com

Answer: B

Explanation:

In SAML 2.0 federation with PingAM 8.0.2, there are two ways to mnitiate SSO: IdP-Initiated (where the user starts at the Identity
Provider) and SP-Inttiated (where the user starts at the Service Provider).3 According to the "SAML 2.0 Guide" for PingAM:
SP-Initiated SSO: The correct JSP file for an SP-initiated flow is spSSOInit.jsp. 4This script is used by an SP (in this case, PingAM
acting as an SP or a "Fedlet") to generate a SAML AuthnRequest and send 1t to the IdP.

Redirecting to the Application: In the SAML 2.0 standard, the mechanism used to preserve state (like the final destination URL)
across the redirect-heavy SSO process is the RelayState parameter. When the IdP sends the SAML assertion back to the SP, it
also returns the RelayState value. The SP then uses this value to redirect the user to the final application.

While PingAM uses the goto parameter for internal redirects (like standard web login), RelayState is the required parameter name
for SAML-related JSPs to ensure interoperability with the SAML specification. Therefore, the correct URL is .../spSSOlnit.jsp
combined with the RelayState parameter (Option D). Using idpSSOlnit.jsp (Options A and B) would trigger an IdP-initiated flow,
which is not what the question describes. Option C is incorrect because it uses the non-SAML goto parameter ina SAML
mnitialization context.

NEW QUESTION # 83
‘Which authentication node can you use in PingAM to add a key:value property to the user's session after successful authentication?

A. The Set Session Properties node

B. You have to use a webhook, not a node
C. The Provision Dynamic Account node
D. The Get Session Data node


https://www.examdiscuss.com/Ping-Identity/exam/PT-AM-CPE/questions/

Answer: A

Explanation:

In PingAM 8.0.2 Intelligent Access, the Set Session Properties node is a specialized utility node designed to modify the session
object once it is created.

According to the "Authentication Node Reference™:

During an authentication journey, data is typically stored in the sharedState. However, sharedState is transient and is destroyed once
the tree finishes. If an administrator wants to take a piece of information (e.g., a "Risk Score" calculated during the tree, or a "Branch
ID" retrieved froma legacy system) and make it a permanent part of the user's session, they must use the Set Session Properties
node.

Functionality: This node allows you to map a value from the sharedState or transientState to a session property name. After the tree
reaches a Success node, these properties are persisted in the session (either in the CTS for server-side sessions or the JWT for
client-side sessions).

Usage: Once set, these properties can be retrieved later for Response Attributes in policies, or by applications using the
/json/sessions endpoint.

Option A (Get Session Data node) is used to retrieve existing properties froman active session, not set them. Option B is incorrect
because while webhooks can trigger external logic, the native way to modify the session within a tree is a node. Option C (Provision
Dynamic Account node) is for creating user entries in the Identity Store (LDAP), not for managing session-level properties.
Therefore, Set Session Properties (Option D) is the correct technical tool for this requirement in version 8.0.2.

NEW QUESTION # 84
Which of the following is considered a confidential OAuth2 client?

A. JavaScript clients
B. Desktop clients
C. Web browsers
D. Web applications

Answer: D

Explanation:

According to the PingAM 8.0.2 documentation on "OAuth 2.0 Client Authentication,” clients are categorized into two types based
on their ability to maintain the confidentiality of their credentials: Public and Confidential.

A Confidential Client is defined as an application that is capable of securely storing a client _secret or a private key.1 These are
typically applications where the code and configuration are not exposed to the end user. Web Applications (Option D) are the
classic example of confidential clients because they run on a secure back-end server.2 The server-side code can store and use a
secret to authenticate with PingAM's token endpoint without the risk of the secret being leaked to the user-agent or a third party.
In contrast:

Web Browsers (Option C) and JavaScript clients (Option B) are considered Public Clients.3 Since the code runs within the user’s
browser, any secret embedded in the application would be visible to the user via "View Source" or developer tools.4 Desktop
clients (Option A) and native mobile apps are also categorized as public clients in the OAuth? specification (RFC 6749) because
they are distributed to end-user devices.5 Even if the secret is obfuscated, it can be extracted through reverse engineering or
decompilation.

For confidential clients, PingAM 8.0.2 supports various authentication methods at the token endpoint, including client _secret basic,
client secret post, and more secure options like Mutual TLS (mTLS) or Private Key JWT. By correctly identifying a client as
confidential, administrators can enforce these stronger authentication requirements, ensuring that the client is indeed the entity it
clais to be before granting access or refiesh tokens.

NEW QUESTION # 85
Which audit event handler is used by PingAM by default, when audit logging is enabled?

A. Elasticsearch audit event handler
B. CSV audit event handler

C. Syslog audit event handler

D. JSON audit event handler

Answer: D

Explanation:



Audit logging is a vital security feature in PingAM 8.0.2 that provides a record of system activity. To make these logs useful for
modern analysis tools and to ensure they contain rich metadata, PingAM utilizes structured logging,

According to the PingAM "Audit Logging Service" documentation:

‘When an administrator enables audit logging in a new installation, the systemis pre-configured with the JSON audit event handler as
the default. This handler writes log entries to the local filesystem in a structured JSON format (e.g,, access.audit.json).

The choice of JSON (Option D) as the default is strategic:

Structure: JSON allows for complex, nested data structures, which is necessary to capture the full context of an authentication
journey or a policy decision.

Interoperability: JSON is the "native language" of modern log aggregators and SIEM platforms like Sphunk, ELK
(Elasticsearch/Logstash/Kibana), and Sumo Logic.

Readability: While structured, it remains human-readable for quick manual inspection.

Why other options are incorrect:

CSV (B) and Syslog (C) are available handlers but must be explicitly added or configured; they are not the primary defauilt.
Elasticsearch (A) is a powerful target for audit logs, but PingAM typically sends data there via an external collector reading the
JSON files or via a specifically configured Elasticsearch handler, rather than it being the out-of-the-box default for a local installation.
The JSON handler ensures that from the moment logging is turned on, the data is stored in a format that balances detailed reporting
with ease of integration.

NEW QUESTION # 86

Consider the following LDAP connection string:

DS1.example.com389|01, DS2.example.com:389|01, DS2.example.com:389|02, DS1.example.com:389|02 This connection string
can be used in:

A . Identity Store

B . Core Token Service

C . Configuration Data Store

Which of the above options are correct?

A. Only A is correct
B. A, B, and C are correct
C. Only C is correct
D. Only B is correct

Answer: D

Explanation:

The connection string format HOST:PORT|SERVERID|SITEID is a specific syntax used in PingAM 8.0.2 for Affinity Load
Balancing, a feature almost exclusively associated with the Core Token Service (CTS). In high-volume deployments, the CTS
handles thousands of session updates per second. To avoid replication lag issues-where an AM server might try to read a session
token froma directory server (DS) before the update has replicated from another DS node-PingAM uses "Affinity."16 According to
the "CtsDataStoreProperties" and "CTS Deployment Architectures" documentation, this specialized string allows the AM instance to
prioritize connections based on the Server ID and Site ID.17 The pipe (|) characters signify the optional affinity parameters:

01/02: These represent the Server IDs of the underlying Directory Servers.

Aftinity Logic: By providing these IDs, PingAM can ensure that it always routes requests for the same CTS token to the same
directory server node. 18 While standard Identity Stores (Option A) and the Configuration Data Store (Option C) use LDAP
connection strings, they typically utilize a comma-separated list of host:port pairs or rely on a hardware load balancer. The specific
use of server and site IDs within the connection string itself to manage LDAP request routing is a hallmark of the CTS affinity
configuration. 19 The documentation explicitly states that "Each connection string is composed as follows:
HOST:PORT[|SERVERIDJ|SITEID]]" within the context of CTS external store configuration.20 Therefore, this complex string is
specifically designed for the Core Token Service to ensure data consistency and high performance in clustered environments.

NEW QUESTION # 87

As the saying goes, knowledge has no limits. You may be old but the spirit of endless learning won't be old. If you attend the test of
PT-AM-CPE certification you will update your stocks of knowledge and improve your actual abilities, buying our PT-AM-CPE
exam practice materials can help you pass the test smoothly. There are no threshold limits to attend the PT-AM-CPE test such as
the age, sexuality, education background and your job conditions, and anybody who wishes to improve their volume of knowledge
and actual abilities can attend the PT-AM-CPE test.
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