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H #74
You want to enable NextGen Web Filtering in SRX Series devices.
In this scenario, which two actions will accomplish this task? (Choose two.)

A. Configure an SSL mnitiation profile.
B. Generate a CA-signed certificate.
C. Configure an SSL proxy profile.
D. Generate a self-signed certificate.

iFfE: C. D
"

Generate a self-signed certificate (or use a CA-signed one) to allow the SRX to decrypt and inspect SSL traffic for web filtering,
Configure an SSL proxy profile to enable SSL inspection, which is required for NextGen Web Filtering to identify and control
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encrypted web traffic.

R #75
Which two statements about SRX Series zones are correct? (Choose two.)

¢ A The finctional zone is used to define the management interface on smaller SRX Series Firewalls.

¢ B. The null zone allows the use of security policies to log dropped control plane traffic.

¢ (. The Junos-host zone allows the use of security policies to control access to the SRX Series Firewall.
¢ D. A security zone processes intra-zone traffic without a security policy.

iEﬁ: C\ D

TR

The Junos-host zone enables the use of security policies to control access to services and management traffic destined to the SRX
Series Firewall itself.

Intra-zone traffic (traffic within the same security zone) is permitted by default and is processed without requiring an explicit security
policy.

B #76
What is the default timeout value for TCP sessions on an SRX Series device?

A. 60 minutes
B. 60 seconds
C. 30 seconds
D. 30 minutes

Ef#: D

L2

By default, TCP has a 30-minute idle timeout, and UDP has a 60-second idle timeout.

Additionally, known IP protocols have a 30-minute timeout, whereas unknown ones have a 60- second timeout. Setting the
nactivity timeout is very useful, particularly if you are concerned about applications either timing out or remaining idle for too long
and filling up the session table.

According to the Juniper SRX Series Services Guide, this can be configured using the 'timeout inactive' statement for the security
policy.

H #77
In which order does Junos OS process the various forms of NAT?

A. destination NAT, source NAT, static NAT
B. static NAT, destination NAT, source NAT
C. source NAT, destination NAT, static NAT
D. source NAT, static NAT, destination NAT

EfE: B

AR

NAT processing in Junos OS follows a strict sequence to ensure correct packet handling;

* Static NAT- applied first because it provides a permanent one-to-one bidirectional mapping,

* Destination NAT- applied second to translate inbound destination addresses, often used for servers in private networks.
* Source NAT- applied last to translate outbound private source addresses to public ones.

This ensures deterministic behavior and avoids conflicts between translation types.

* Options B, C, and D list incorrect sequences.

Correct Order:static NAT # destination NAT # source NAT

Reference:Juniper Networks -NAT Processing Order, Junos OS Security Fundamentals.



HH#78
‘Which security policy component is highlighted in the exhibit?

A. security zone context
B. policy action

C. unique policy name
D. match criteria

Ef#: B
fEEH -

The highlighted section (then { permit; }) defines what action the SRX firewall takes when traffic matches the defined criteria. In this
case, the policy action is permit, meaning that matched HTTP traffic from the Trust zone to the Untrust zone will be allowed.
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