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Fortinet FCP_FSA_AD-5.0 Exam Syllabus Topics:

Topic Details
¢ Integration: This domam explains how to ntegrate FortiSandbox within the Fortinet Security Fabric and
Topic 1 with third-party tools, as well as identifying ATP deployments and resolving integration-related issues.

e Scanning and rating components: This section focuses on FortiSandbox scanning mechanisis, including
scanning components, managing guest virtual machines, and configuring scan options to properly analyze

Topic 2
P and rate suspicious files.

¢ Results analysis: This section involves understanding common attack vectors, analyzing malware behavior,
Topic 3 and interpreting scan job reports to assess threats and make informed security decisions.
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¢ Deployment and system settings: This domain covers understanding FortiSandbox deployment within
different stages of the Cyber Kill Chain, along with configuring system settings, high availability (HA)

Topic 4
o clusters, and troubleshooting system-related issues.
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Fortinet FCP_FSA AD-5.0 Dumps [2026] - To Acquire Very Best Final
Results

As we mentioned above that the FCP - FortiSandbox 5.0 Admmnistrator (FCP_FSA_AD-5.0) exam questions is provided to
students in three different formats. The first format is FCP - FortiSandbox 5.0 Administrator PDF dumps which is printable and
portable. It means students can save it on their smart devices like smartphones, tablets, and laptops. The FCP - FortiSandbox 5.0
Admmistrator (FCP_FSA AD-5.0) PDF dumps format can be printed so that candidates don't face any issues while preparing for
the FCP - FortiSandbox 5.0 Administrator exam.

Fortinet FCP - FortiSandbox 5.0 Administrator Sample Questions (Q12-
Q17):

NEW QUESTION # 12
You are configuring an integration between FortiWeb and FortiSandbox. On FortiWeb, where must you define the settings to submit
files to FortiSandbox? (Choose one answer)

A. Web anti-defacement
B. File security

C. Antivirus

D. Attack signature

Answer: B

Explanation:

From the FortiWeb Integration lesson, the Study Guide explicitly states:

"You can configure FortiSandbox file submission in a file security policy. Any files not detected by the FortiGuard antivirus engine
will be uploaded to FortiSandbox."

"You can configure FortiWeb to send attachments to FortiSandbox for additional scans to detect advanced persistent threats or
zero-day attacks." Fromthe Lab Guide (Exercise 1 - FortiWeb Integration):

"Click Web Protection > Input Validation > File Security. In the File Security Policy section, click Create New. Configure Send
Files to FortiSandbox: Enabled." This confirns that File Security (Option A) is the correct location on FortiWeb to configure
FortiSandbox file submission settings.

NEW QUESTION # 13
To assign a file to a VM image, which two conditions must be true? (Choose two answers)

A. The VM image must have the software required to open the file.
B. FortiSandbox must have the appropriate license entitlerments.

C. The file type must be configured to enter the job queue.

D. The VM image clone value must be a non-zero number.

Answer: C,D

Explanation:

From the Scanning and Rating Components lesson, the Study Guide explicitly states:

"The second section of the Scan Profile, VM Association, allows you to define file extensions and VM image associations. This
means that specific files are sandboxed by the associated VM image. To assign a file to a VM image, the following conditions must
be true:

The file type must be configured to enter the job queue (first section of the scan profile).

The VM image clone value cannot be a non-zero number."
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This directly confirmns:

Option B - The VM image clone value must be a non-zero number (clones must be allocated) Option C - The file type must be
configured to enter the job queue via the scan profile Pre-Filter section Options A and D, while potentially relevant in practice, are
not listed as the two required conditions in the Study Guide.

NEW QUESTION # 14
Which three actions does FortiSandbox perform when it is integrated with FortiMail for advanced threat protection (ATP)? (Choose
three answers)

A. Tt submits objects for sandbox scanning.

B. It queues email during analysis.

C. It assigns and returns a rating for analyzed objects.
D. It analyzes file and URL objects.

E. It updates FortiGuard databases.

Answer: B,C,D

Explanation:

The Study Guide is explicit about the FortiMail- FortiSandbox workflow. It states: "On top of file submissions, FortiMail can also
submit extracted URLs from emails to FortiSandbox for inspection. FortiMail queues the email while waiting for a verdict.
FortiSandbox mnspects all submitted files and URLSs. FortiSandbox then generates a verdict and sends that verdict in reply to
FortiMail. FortiMail uses the verdict to apply the configured action.” This directly supports D because FortiSandbox analyzes file
and URL objects. It supports B because FortiSandbox generates a verdict and returns it to FortiMail. And it supports E because the
mtegrated workflow includes the email being queued during analysis while FortiSandbox is processing the submitted objects. Option
C is incorrect because FortiMail is the device that submits the objects to FortiSandbox, not FortiSandbox itself. Option A is also
incorrect because updating FortiGuard databases is not one of the three ATP integration actions described for the FortiMail
workflow. Therefore, the correct three answers are B, D, and E.

NEW QUESTION # 15
You are asked to configure a FortiSandbox HA cluster. Port 4 on the primary and secondary nodes is dedicated for HA-specific
communication. Which command must you use to configure the primary node? (Choose one answer)

A. he-settings -sc -tR -nPrimaryNode -cFSAGrp -p -iport4
B. he-settings -sc -tN -nPrimaryNode -cFSAGrp -p -iport4
C. he-settings -sc -tF -nPrimaryNode -cFSAGrp -p -iport4
D. he-settings -sc -tM -nPrimaryNode -cFSAGrp -p -iport4

Answer: D

Explanation:

The Study Guide states that HA is configured from the CLI and that "the main HA cluster CLI commands are hc-settings, he-slave,
and hc-status". It also explains that "You use the he-settings command and options to configure the main HA settings... node alias,
group namme, group password, and the HA interface." The same HA section further says that the primary and secondary nodes must
have a dedicated HA communication interface, and specifically notes that "port4 in this example" is the HA interface between them.
On the primary-node example configuration shown on page 137 of the uploaded study guide, the command uses -tM for the primary
node with -iport4 for the HA interface. That directly matches option D. The other options use different node-type flags and do not
correspond to the primary-node example. Therefore, the correct command is he-settings -sc -tM -nPrimaryNode -cFSAGrp -
p<password> -iport4.

NEW QUESTION # 16
A FortiSandbox HA cluster is configured with the MTA adapter. What does the primary node do when it receives MTA jobs?
(Choose one answer)

A. Tt distributes the MTA jobs to secondary members.

B. It assigns the MTA jobs to itself

C. It assigns the MTA jobs only to worker members.

D. It distributes the MTA jobs to itself or to worker nodes.



Answer: D

Explanation:

The Study Guide states that in an HA cluster, "As well as normal scanning duties, the primary node also manages the cluster,
distributes jobs, and gathers the verdicts." It also says that '"The worker nodes provide load balancing. The primary node distributes
scan jobs to the worker nodes." From those official statements, the primary node is not just a coordinator. It also performs normal
scanning duties itself, while distributing scan jobs across worker nodes for load balancing. That rules out A, because the secondary
node is for failover, not normal job distribution. It rules out C, because the primary is not restricted to itself only. It also rules out D,
because the primary can still perform scanning duties and is not limited to sending all jobs only to workers. Therefore, when the
primary receives MTA jobs, the correct behavior is that it distributes the MTA jobs to itself or to worker nodes.

NEW QUESTION # 17
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