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R #15
Which feature is unique to self-hosted runners?

A. Execute scripts before and after a job

B. Dynamic scaling
C. GPU support
D. Automatic updates to the operating system

EfE: A
A -

Self-hosted runners support custom pre- and post-job scripts via runner hooks, letting you run arbitrary scripts before a job starts
and after it finishes - capabilities not available on GitHub-hosted runners.

R #16
‘What benefit does GitHub Advanced Security provide?

A. helps enterprise administrators improve and maintain network security for their GitHub Enterprise Server instances
B. helps developers improve and maintain the security and quality of code

C. helps organization administrators manage security tokens

D. helps organization administrators analyze and configure permissions to the least privilege required

EM: B
L

GitHub Advanced Security equips developers with built-in code scanning (CodeQL), secret scanning, dependency review, and
other AppSec tools - helping them find, fix, and prevent security vulnerabilities while maintaining code quality.

B #17
You want to ensure a secret is automatically available to only workflows in internal and private repositories in the organization.
Where do you configure the required access policy?

A. Runner groups

B. Rulesets

C. Actions policies

D. Organization secret

Ef#: D

A -
Yousset the access policy on the Organization Secret itself - configuring its visibility so it's scoped automatically to only internal and
private repositories.
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HE#18
‘When comparing Group SCIM to Team Sync for identity management in GitHub Enterprise, which statement is Correct?

A. Team Sync provides more automated user deprovisioning than Group SCIM.
B. Group SCIM requires less initial configuration than Team Sync.

C. Team Sync supports more identity providers than Group SCIM.

D. Group SCIM enables centralized user and group management through the IdP.

IEf#: D

TR

GroupSCIM lets you manage both user accounts and group memberships centrally in your identity provider - automatically
provisioning, updating, and deprovisioning users and groups in GitHub - whereas TeamSync only mirrors IdP group membership
into existing GitHub teams.

HM#19
Which of'the following is a benefit of creating a new GitHub organization?

A. Clear separation of reggs, projects, teams, billing, and organization-specific policies.
B. Automatic inheritance of policies from other organizations.

C. Simplified collaboration across all organizations.

D. Reduced administrative overhead.

EfE: A
R

Creating a new organization gives you a dedicated container for your shared work, letting you isolate repositories, projects, teans,
billing settings, and policy configurations on an organization-by-organization basis.
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