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F5 BIG-IP Administration Data Plane Concepts (FSCAB2) Sample Questions
(Q34-Q39):

NEW QUESTION # 34

A BIG-IP Administrator configures remote authentication and needs to ensure that users can still log in even when the remote
authentication server is unavailable. Which action should the BIG-IP Admmnistrator take in the remote authentication configuration to
meet this requirement? (Choose one answer)

A. Enable the Fallback to Local option

B. Configure a remote role group

C. Configure a second remote user directory
D. Set partition access to All

Answer: A

Explanation:

Although remote authentication (LDAP, RADIUS, TACACS+) is a control-plane / management-plane feature, it directly affects
availability and resiliency of administrative access, which is a critical operational HA consideration.

How BIG-IP Remote Authentication Works:

* BIG-IP can authenticate administrators against:

* LDAP

* RADIUS

* TACACS+

* When remote authentication is enabled, BIG-IP by default relies on the remote server for user authentication

* If the remote authentication server becomes unreachable, administrators may be locked out unless fallback is configured Why
"Fallback to Local" Is Required:

The Fallback to Local option allows BIG-IP to:

* Attempt authentication against the remote authentication server first

* If'the remote server is unreachable or unavailable, fall back to:

* Local BIG-IP user accounts (admin, or other locally defined users)

This ensures:

* Continuous administrative access

* Safe recovery during:

* Network outages

* Authentication server failures

* Maintenance windows

This behavior is explicitly recommended as a best practice in BIG-IP administration to avoid loss of management access.
Why the Other Options Are Incorrect:

* A. Configure a second remote user directory

* Provides redundancy only if both directories are reachable

* Does not help if remote authentication as a whole is unavailable

* B. Configure a remote role group

* Maps remote users to BIG-IP roles

* Does not affect authentication availability

* D. Set partition access to "All"

* Controls authorization scope after login

* Has no impact on authentication success

Key Availability Concept Reinforced:

To maintain administrative access resiliency, BIG-IP administrators should always enable Fallback to Local when using remote
authentication. This prevents lockouts and ensures access even during authentication infrastructure failures.

NEW QUESTION # 35
A standard virtual server has been associated with a pool with multiple members. Assuming all other settings are left at their defaults,
which statement is always true concerning traffic processed by the virtual server?

A. The client IP address is unchanged between the client side connection and the serverside connection.

B. The IP addresses used in the clientside connection are the same as the IP addresses used in the serverside connection.
C. The TCP ports used in the client side connection are the same as the TCP ports serverside connection.

D. The server IP address is unchanged between the client side connection and the serverside connection.



Answer: A

NEW QUESTION # 36
The dlagram below shows the TCP connection setup for an application.

The diagram below shows the TCP connection setup for an application.

| Client 11 BIGIP LTM 1|
SYN

seq nur = 0
[CT™M evaluates the packet for processing lo

SYN_ACK

4
et
'3] q seq num = 0, ack_num = 1
SY

k_num =1

‘"ACI{

4 25

"‘;;i‘:

; Wutlil ack. nu.m-l Hy
ACK

—
seq num = 1, ack_num = 1

[Client sends data

Which of the following virtual server types applies? (Choose one answer)

e A Stateless virtual server
¢ B. Forwarding IP virtual server
e (. Standard virtual server

Answer: B

Explanation:

The diagram illustrates a specific TCP handshake sequence where the BIG-IP system acts as a transparent forwarder rather than a
full proxy. The key indicators that identify this as a Forwarding (IP) virtual server are as follows:

* Initial Packet Processing: The diagram explicitly states that the L'TM evaluates the packet looking only at the destination [P
address. This is the fundamental characteristic of a Forwarding IP virtual server, which uses the system's routing table to make
forwarding decisions instead of load balancing to a pool of members.

* Handshake Sequence: Unlike a Standard virtual server, which completes the three-way handshake with the client (SYN, SYN-
ACK, ACK) before initiating a separate connection to the server, the Forwarding IP virtual server passes the client's original SYN
packet directly to the destination node.

* Response Timing: The BIG-IP system waits for the SYN-ACK from the destination node before it sends a SYN-ACK back to
the client. It essentially "passes through' the handshake signals while still maintaining a state entry in the connection table to track the
flow.

* Packet-by-Packet Logic: While it tracks the state, it does not perform address translation (unless SNAT is specifically configured)
or deep packet inspection like a full proxy would.

Why other options are incorrect:

* Standard virtual server: A Standard virtual server is a "full proxy." It would finish the handshake with the client first and only then
open a second, independent TCP connection to the backend server.

* Stateless virtual server: A stateless virtual server does not track connections in the connection table.

The diagram shows the system meticulously passing sequence numbers ($seq\ num$) and acknowledgment mumbers ($ack\ num$)
between the two sides, which requires stateful tracking of the TCP flow.

NEW QUESTION # 37

A BIG-IP Admnistrator needs to connect a BIG-IP system to two upstream switches to provide external network resilience. The
network engineer instructs the administrator to configure interface binding with LACP. Which configuration should the administrator
use? (Choose one answer)

e A. A virtual server with an LACP profile and the switches' management IPs as pool members.



¢ B. A Trunk listing the allowed VLAN IDs and MAC addresses configured on the switches.
¢ (. A Trunk containing an interface connected to each switch.
e D. A virtual server with an LACP profile and the interfaces connected to the switches as pool members.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:

In BIG-IP architecture, link aggregation and redundancy at Layer 2 are implemented using Trunks, not virtual servers or pools.
According to BIG-IP Administration Data Plane Concepts:

Interfaces are the physical network ports on the BIG-IP device

A Trunk is a logical grouping of muiltiple interfaces

Trunks can be configured to use LACP (Link Aggregation Control Protocol) to:

Provide link redundancy

Increase aggregate bandwidth

Allow automatic detection of link failures

VLANS are then assigned to the trunk, not directly to individual interfaces, once aggregation is in place Correct Design for the
Scenario:

To connect BIG-IP to two upstream switches with LACP:

Ore physical interface from BIG-IP connects to Switch A

Another physical mterface from BIG-IP connects to Switch B

Both interfaces are placed into the same trunk

LACP is enabled on the trunk and on the switches

This configuration allows:

Traffic to continue flowing if one interface or switch fails

Proper LACP negotiation between BIG-IP and the upstream switches

Clean separation of responsibilities (Layer 2 handled by trunking, Layer 4-7 by virtual servers) Why Option D Is Correct:

A Trunk containing an interface connected to each switch is exactly how BIG-IP implements LACP-based interface binding The
trunk handles link state, load distribution, and failover at the data plane Why the Other Options Are Incorrect:

A & B - Virtual servers operate at Layers 4-7 and have nothing to do with physical link aggregation or LACP C - VLAN IDs and
MAC addresses are not configured inside a trunk definition; trunks aggregate interfaces, and VAN are applied to trunks Key
Data Plane Concept Reinforced:

On BIG-IP systerms, LACP is always configured on a Trunk, which aggregates physical interfaces to provide Layer 2 resiliency and
bandwidth aggregation. Virtual servers and pools are not involved in physical interface binding,

NEW QUESTION # 38
To increase the available bandwidth of an existing trunk, the BIG-IP Administrator plans to add additional interfaces. Which
command should the BIG-IP Admmnistrator run from within the bash shell? (Choose one answer)

A. tirsh create /sys trunk trunk A interfaces add {1.3 1.4}
B. tnsh create /net trunk trunk A interfaces add {1.3 1.4}

C. tmsh modify /net trunk trunk A interfaces add {1.3 1.4}
D. tmsh modify /sys trunk trunk A interfaces add {1.3 1.4}

Answer: C

Explanation:

In BIG-IP, a trunk is a Layer 2 network object used to aggregate multiple physical interfaces into a single logical link. This
aggregation provides increased bandwidth and link resiliency, commonly in conjunction with LACP.

Key concepts that apply here:

* Trunks are managed under the /net trunk tmsh hierarchy

* Physical interfaces are added or removed using the modify command

* The create command is used only when defining a brand-new trunk, not when updating an existing one Because the trunk already
exists and the goal is to add interfaces, the correct operation is:

tmsh modify /net trunk trunk A interfaces add {1.3 1.4}

This command:

* Modifies the existing trunk named trunk A

* Adds mterfaces 1.3 and 1.4 to the trunk

* Immediately increases available bandwidth and redundancy

Why the Other Options Are Incorrect



* B uses the /sys hierarchy, which is not used for trunks
* C attempts to create a trunk that already exists
* D uses an incorrect hierarchy and an incorrect operation

NEW QUESTION # 39
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