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NEW QUESTION # 87
Refer to the exhibits.

Global System configuration

config system global
set snat-route-change
end

Interface port2 configuration

config system interface
[5aa]
edit "port2"
set vdom "root"

set mode dhcp
set allowaccess ping
set type physical

set snmp-index 2

branchl_fgt get r fo routing-table all
Codes: K - kernel, nnected, S - static, R - RIP, B - BGP
O - OSPF, 1 SPF inter area
N1 - OSPF NS external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - I8~-1Is8, L1 - IS~1IS level-l, L2 - IS~1IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0
S* 0.0.0.0/0 [1/0]) wvia 192.2.0.2, port2, ([1/0)
[1/0] wvia 192.2.0.10, portl [10/0]

The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on FortiGate.

The admmistrator increases the member priority on port2 to 20.

Upon configuration changes and the receipt of new packets, which two actions does FortiGate perform on existing sessions
established over port2? (Choose two.)

¢ A FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.

B. FortiGate routes only new sessions over port2.

C. FortiGate continues routing all existing sessions over port2.

D. FortiGate flags the sessions as dirty.

E. FortiGate updates the gateway information of the sessions with SNAT so that they use port] instead of port2.

Answer: D.E

Explanation:

‘When the member priority of a port is increased (e.g., port2 to 20), FortiGate evaluates existing sessions and applies "dirty" flags
where applicable. The SD-WAN session management mechanismis described in detail: "Upon a change in SD-WAN member
priority, all existing sessions using that member are marked as dirty. For SNAT sessions, the gateway information is updated to
ensure future packets are routed through the newly preferred member, in this case, portl. This automatic re-evaluation allows SD-
WAN to dynamically respond to topology or priority changes, maintainng optimal routing," This is fndamental to seamless failover
and session persistence in Fortinet SD-WAN, ensuring active flows are redirected based on updated priorities or health status.
Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q13]

FortiOS 7.4 SD-WAN Concept Guide, "Session Management During Path Change" FortiGate CLI Reference: diagnose sys session
list

NEW QUESTION # 88



Refer to the exhibits.
You use FortiManager to configure SD-WAN on three branch devices.

SD-WAN template zones and rules configuration
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View Install Log

Copy device global objects

Copy objects for vdom root

Commit failed:
arror -99% - - (from Template Group Corp-S0T_Branch]) (in Template branches)
invalid ip - proplgateway]: ipiclass($(sdwan_portl_gw)) invalid ip addr

‘When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branchl _fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use? (Choose two.)

A. Review the per-device mapping configuration for metadata variables

B. Update the management IP address of branchl _fgt.

C. Do not define installation targets for SD-WAN members.

D. Specify the gateway of the SD-WAN member portl with an IP address or use the default value.

Answer: A,D

Explanation:

Specify the gateway of the SD-WAN member portl with an [P address or use the default value — The error log shows mvalid ip -
prop[gateway]: ip4class($ {sdwan_portl gw}) invalid ip addr, meaning the variable $ {sdwan portl gw} does not have a valid
mapping. Assigning a valid IP address or default value for the gateway resolves this error.

Review the per-device mapping configuration for metadata variables — The issue is tied to how the metadata variable

${sdwan portl gw} is mapped for branchl_fgt. Ifthis device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 89
‘When you use the command diagnose sys session list, how do you identify the sessions that correspond to traffic steered according
to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the data vwl mbr_seq.

B. You cannot identify SD-WAN sessions. You nmust use the sdwar. session filter.

C. You identify sessions steered according to SD-WAN rules with the flag vwl.

D. You identify sessions steered according to SD-WAN rules with the data sdwan_service id.

Answer: D

Explanation:
The sdwan_service id field in the output of diagnose sys session list indicates that the session was selected based on an SD-WAN
rule, allowing administrators to trace which SD-WAN service (rule) steered the traffic.

NEW QUESTION # 90

You configured an SD-WAN rule with the best quality strategy and selected the predefined health check, Default FortiGuard, to
check the link performances against FortiGuard servers.

For the quality criteria, you selected Custom+-profile-1.

Which factors does FortiGate use, and in which order. to determine the link that it should use to steer the traffic?

A. Link quality index - Member configuration order - Link cost threshold

B. Latency - Jitter - Packet loss - Bibandwidth - Member configuration order

C. Links that meet the SLA targets - Member configuration order - Member local cost
D. Latency - Member configuration order - Link cost threshold

Answer: A

Explanation:
FortiGate determines the member with the best quality using three factors: member configuration order, the link-cost-threshold
setting, and the value of the metric measured for the member.



NEW QUESTION # 91
Refer to the exhibit, which shows the SD-WAN rule status and configuration.

SD-WAN rule status and conﬁguratioF B_'I:I_n EI

branchl fgt # diagnose sys sdwan serviced 3

Service (3) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(l1l->65535):dst(1->65535), Mode (priority),
link-cost-factor (packet loss), link-cost-threshold(10), heath-check (HUB1l_HC)
Members (3) :
1: Seq_num(4 HUB1-VPN1 HUBl), alive, latency: 96.349, selected
2: Seq num(S HUB1-VPNZ HUB1), alive, latency?t 141278, selected
3: Seq num(6 HUB1l-VPN3 HUBl), alive, latency: 190.984, selected
Src address(1):
10.0.1.0-10.0.1.255

Dst address(l):
10.0.0.0-10.255.255.255

branchl_ fgt (service) # show
config service
edit 3
set name “Corp”
set mode priority
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0
set priority-members 4 5 6
next

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUB1-VPN3 has a latency 0of 90 ms

B. When HUB1-VPNI has a latency of 200 ms

C. When HUBI-VPN3 has a latency of 80 ms

D. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2

Answer: C

Explanation:
If VPN3 latency drops to 80 ms (below threshold), while VPN2 is already over threshold, and if VPN1 later exceeds threshold,
VPN3 becones eligible and preferred.

NEW QUESTION # 92
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