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¢ Reporting and Commumication: This topic focuses on explaining the importance of vulnerability
bEY 71 management and incident response reporting and communication.

¢ Security Operations: It focuses on analyzing indicators of potentially malicious activity, using tools and
NEwy 22 techniques to determine malicious activity, comparing threat intelligence and threat hunting concepts, and
explaining the importance of efficiency and process improvement in security operations.
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¢ Vulnerability Management: This topic discusses involving implementing vulnerability scanning methods,
analyzing vulnerability assessment tool output, analyzing data to prioritize vulnerabilities, and recommending

FEYZ3
7 controls to mitigate issues. The topic also focuses on vulnerability response, handling, and management.
¢ Incident Response and Management: It is centered around attack methodology frameworks, performing
NEy 2 4 ncident response activities, and explaining preparation and post-incident phases of the life cycle.
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M #238
An analyst is reviewing system logs while threat hunting;

Which of the following hosts should be mnvestigated first?

A PC3
B. PC5
C.PC4
D.PC1
E. PC2

IEf#: B

H R #239
A security analyst is reviewing the logs of a web server and notices that an attacker has attempted to exploit a SQL injection
vulnerability. Which of the following tools can the analyst use to analyze the attack and prevent future attacks?

A. A web proxy

B. A vulnerability scanner

C. A network intrusion detection system
D. A web application firewall

IEf#: D

R -

A web application firewall (WAF) is a tool that can protect web servers from attacks such as SQL mnjection, cross-site scripting,
and other web-based threats. A WAF can filter, monitor, and block malicious HTTP traffic before it reaches the web server. A
WAF can also be configured with rules and policies to detect and prevent specific types of attacks.

E R #240

During an audit, several customer order forms were found to contain inconsistencies between the actual price of an item and the
amount charged to the customer. Further investigation narrowed the cause of the issue to manipulation of the public-facing web form
used by customers to order products. Which of the following would be the best way to locate this issue?

e A Implement input validation.
e B. Reduce the session timeout threshold
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e C. Deploy MFA for access to the web server.
¢ D. Run a dynamic code analysis.

EfE: A

R -

Implementing input validation is the best way to locate and prevent the issue of manipulation of the public-facing web formused by
customers to order products. Input validation is a technique that checks and filters any user input that is sent to an application before
processing it. Input validation can help to ensure that the user input conforms to the expected format, length and type, and does not
contain any malicious characters or syntax that may alter the logic or behavior of the application. Input validation can also reject or
sanitize any input that does not meet the validation criteria .

HH #241

The help desk is having difficulty keeping up with all onboarding and oftboarding requests.

Managers often submit, requests for new users at the last minute. causing the help desk to scramble to create accounts across many
different Interconnected systers. Which of the following solutions would work BEST to assist the help desk with the onboarding
and offboarding process while protecting the company's assets?

A. CASB
B. RBAC
C. MFA
D. SSO

Ef#: D

fEEL:
SSO single sign on allows you access to multiple resources without the need to reauthenticate.
Role-based is a type of access control. Based on your job-role you have access to a specific object.

H #242

A vulnerability scanner generates the following output:

The company has an SLA for patching that requires time frames to be met for high-risk vulnerabilities. Which of the following should
the analyst prioritize first for remediation?

e A. Redis Server

¢ B. Cisco Webex

e C. Oracle JDK

e D. SSL Self-signed Certificate

EE: A
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