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The CySA+ certification is ideal for professionals who are looking to advance their careers in the cybersecurity industry. It is a
vendor-neutral certification, which means that it is not tied to any specific technology or product. This makes it a valuable credential
for professionals who work with different technologies and tools. CompTIA Cybersecurity Analyst (CySA+) Certification Exam
certification is recognized by many organizations and is a requirement for many cybersecurity roles.

CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q467-Q472):

NEW QUESTION # 467
A security analyst is validating a particular finding that was reported in a web application vulnerability scan to make sure it is not a
false posttive. The security analyst uses the snippet below:

Which of the following vulnerability types is the security analyst validating?
e A SSRF
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e B. XSS
e C.XXE
¢ D. Directory traversal

Answer: B

Explanation:

XSS (cross-site scripting) is the vulnerability type that the security analyst is validating, as the snippet shows an attempt to inject a
script tag into the web application. XSS is a web security vulnerability that allows an attacker to execute arbitrary JavaScript code in
the browser of another user who visits the vulnerable website. XSS can be used to perform various malicious actions, such as
stealing cookies, session hijacking, phishing, or defacing websites. The other vulnerability types are not relevant to the snippet, as
they mvolve different kinds of attacks.

Directory traversal is an attack that allows an attacker to access files and directories that are outside of the web root folder. XXE
(XML external entity) injection is an attack that allows an attacker to interfere with an application's processing of XML data, and
potentially access files or systens. SSRF (server-side request forgery) is an attack that allows an attacker to induce the server-side
application to make requests to an unintended location.

NEW QUESTION # 468

A small company does no! have enough staff'to effectively segregate duties to prevent error and fraud in payroll management. The
Chief Information Security Officer (CISO) decides to maintain and review logs and audit trails to mitigate risk. Which of the
following did the CISO implement?

A. Operational controls
B. Admnistrative controls
C. Compensating controls
D. Corrective controls

Answer: C

Explanation:

Compensating controls are alternative controls that provide a similar level of protection as the original controls, but are used when
the original controls are not feasible or cost-effective. In this case, the CISO implemented compensating controls by reviewing logs
and audit trails to mitigate the risk of error and fraud in payroll management, since segregating duties was not possible due to the
small staff size

NEW QUESTION # 469

The developers recently deployed new code to three web servers. A daffy automated external device scan report shows server
vulnerabilities that are failure tems according to PCI DSS.

Ifthe venerability is not valid, the analyst must take the proper steps to get the scan clean.

Ifthe venerability is valid, the analyst must remediate the finding,

After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the simulation by selecting the
correct Validation Result and Remediation Action for each server listed using the drop-down options.

INTRUCTIONS:

The simulation includes 2 steps.

Step1:Review the information provided in the network diagram and then move to the STEP 2 tab.

STEP 2: Given the Scenario, determine which remediation action is required to address the vulnerability.

Answer:

Explanation:

NEW QUESTION # 470

During an extended holiday break, a company suffered a security incident. This information was properly relayed to appropriate
personnel in a timely manner and the server was up to date and configured with appropriate auditing and logging. The Chief
Information Security Officer wants to find out precisely what happened. Which of the following actions should the analyst take first?

e A Restore from the last known-good backup to confirm there was no loss of connectivity



¢ B. Clone the virtual server for forensic analysis
e C. Shut down the affected server immediately
e D. Loginto the affected server and begin analysis of the logs

Answer: B

Explanation:

The first action that the analyst should take in this case is to clone the virtual server for forensic analysis.

Cloning the virtual server involves creating an exact copy or image of the server's data and state at a specific point in time. Cloning
the virtual server can help preserve and protect any evidence or information related to the security incident, as well as prevent any
tampering, contamination, or destruction of evidence. Cloning the virtual server can also allow the analyst to safely analyze and
mvestigate the incident without affecting the original server or its operations.

NEW QUESTION # 471
A cybersecurity analyst is tasked with scanning a web application to understand where the scan will go and whether there are URIs
that should be denied access prior to more in-depth scanning. Which of following best fits the type of scanning activity requested?

A. Credentialed scan

B. Vulnerability scan
C. Uncredentialed scan
D. Discqyery scan

Answer: D

Explanation:

A discovery scan is a type of web application scanning that involves identifying active, internet-facing web applications and their
URIs, without performing any intrusive or in-depth tests. This type of scan can help to understand the scope and structure of a web
application before conducting more comprehensive vulnerability scans12. Reference: 1: OWASP Vulnerability Scanning Tools 2:
CISA Web Application Scanning

NEW QUESTION # 472
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