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HEE #151
An IT organization recently implemented a hybrid cloud deployment. The security team must be able to correlate event data
combined from different sources in a central location.

A. Intrusion Detection System (IDS)

B. Data Loss Prevention (DLP)

C. File Integrity Monitoring (FIM)

D. Security Information and Event Management (SIEM)

0
oy
o


https://drive.google.com/open?id=1DnyxOdJgBSZJv5p-3zN7CqschKRJTeM8
https://kr.fast2test.com/Cybersecurity-Architecture-and-Engineering-premium-file.html
https://www.dumptop.com/WGU/Cybersecurity-Architecture-and-Engineering-dump.html
https://www.passtip.net/Cybersecurity-Architecture-and-Engineering-pass-exam.html
https://www.koreadumps.com/Cybersecurity-Architecture-and-Engineering_exam-braindumps.html

Y.

ASecurity Information and Event Management (SIEM)system collects, normalizes, and correlates logs and security events from
various devices across both on-premises and cloud environments. It enables centralizedthreat detection,incident response,
andcompliance monitoring,

NIST SP 800-137 (Information Security Continuous Monitoring):

"SIEM are essential for real-time incident detection and response by aggregating and analyzing logs from disparate systemns."
Hybrid cloud environmentsmake log correlation complex, and SIEMs are uniquely suited to bridge cloud and on-prem infrastructure.
#WGU Course Alignment:

Domain:Security Operations and Monitoring

Topic:Use SIEM for centralized monitoring and event correlation in hybrid architectures

HEE #152
How does application software differ from operating systems?
Choose 2 answers

A. Application software supports the computer hardware system directly.

B. Application software includes word processors and spreadsheet software that are useful to end users.

C. Application software consists of programs that end users run to accomplish business or personal tasks, such as e-mail.
D. Application software includes system utilities that run on demand of the user.
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* Application Software:

* Application software refers to programs that help end users perform specific tasks. Examples include emnil clients, word
processors, and spreadsheet programs.

* These are designed to be used by people to perform tasks such as writing documents, managing data, or communicating,
* Operating Systens:

* Operating systems (OS) manage the hardware and software resources of a computer system. They provide a platform for
application software to run.

* Examples include Microsoft Windows, macOS, and Linux. The OS handles systemlevel tasks like memory management, process
scheduling, and hardware interaction.

* Key Differences:

* Application software (B, C) is user-oriented, aimed at helping users complete tasks.

* Operating systens (A, D) manage the computer's hardware and system resources.

References:

* Application software: Application Software

* Operating system functions: Operating System Functions

A2 #153
Which risk management strategy will ensure the secure configuration and deployment of a new supply chain management system and
prevent identity theft?

A. Use of a strict firewall policy to restrict access to the systen's server

B. Implementation of multifactor authentication for all user accounts

C. Inplementation of regular vulnerability scans and patch management

D. Configuration of the system to disable all USB ports on all workstations

He:. B
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Multi-Factor Authentication (MFA)mitigates identity theft by requiring two or more factors (something you know, have, or are) for
access. This significantly raises the difficulty of account compromise, especially in environments with sensitive supply chain data.
NIST SP 800-63B (Digital Identity Guidelines):

"MFA significantly reduces the likelihood of credential compromise and is strongly recommended for all user accounts accessing
critical systems." While patching and firewalls are important, MFAdirectly addresses identity theftprevention.

#WGU Course Alignment:

Domain:Access Control and Identity Management

TopicImplement MFA for secure user authentication
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An IT organization has recently suffered multiple data breaches. The security operations center (SOC) team has been tasked with
preventing future breaches by implementing user monitoring, The proposed solution must provide insights about unusual user
behaviors froma variety of internal corporate resources.

‘Which solution meets the requirements?

A. Secure Shell (SSH) Protocol

B. Virtual private network (VPN)

C. Web application firewall (WAF)

D. Security information and event management (SIEM)

HE: D
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The correct answer is D - Security information and event management (SIEM).

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) explains that a STEM solution collects, correlates, and analyzes
logs and events from multiple sources to detect unusual patterns of behavior across an organization's infrastructure. SIEM systerms
are specifically designed for centralized monitoring and alerting on suspicious activities, which helps prevent future breaches.

VPN (A) secures communications but does not monitor behavior. SSH (B) is a secure protocol for remote access but not a
monitoring tool. WAF (C) protects web applications but does not monitor user behavior across systens.

Reference Extract from Study Guide:

"Security information and event management (SIEM) platforms aggregate and analyze security data from across an enterprise,
providing actionable insights into anomalous user activities and potential threats."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Security Monitoring and Event Management

EE #155

An organization wants to secure remote access to its servers and is looking for a secure protocol that can provide encryption and
strong authentication. The organization wants to ensure that its servers can only be accessed by authorized users and that the data
exchanged during the session is encrypted.

Which protocol meets the needs of the organization?

A. Telnet

B. File Transfer Protocol (FTP)

C. Hypertext Transfer Protocol (HTTP)
D. Secure Shell (SSH)

He. D
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The correct answer is D - Secure Shell (SSH).

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials state that SSH provides strong encryption and
authentication for remote access over unsecured networks. SSH ensures that sessions are confidential and that only authorized users
can access remote systemns.

HTTP (A) and FTP (B) transmit data in plaintext and do not provide encryption. Telnet (C) also transmits data in plaintext and is
msecure for remote access.

Reference Extract from Study Guide:

"Secure Shell (SSH) is used for secure remote management, offering encrypted communications and authentication mechanisis to
protect against unauthorized access and eavesdropping,”

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Protocols and Communications
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