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Topic Details

Topic 1

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL
SSH inspection, combining web filtering and application control mechanisms, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

Topic 2
Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Topic 3

VPN: This section of the exam measures the skills of a VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring IPsec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Topic 4

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

Topic 5

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q17-Q22):
NEW QUESTION # 17 
A vulnerability scan report has revealed that a user has generated traffic to the website example.com (10.10.10.10) using a weak
SSL/TLS version supported by the HTTPS web server.
What can the firewall administrator do to block all outdated SSL/TLS versions on any HTTPS web server to prevent possible
attacks on user traffic?

A. Enable auto-detection of outdated SSL/TLS versions in the SSL/SSH inspection profile to block vulnerable websites.
B. Use the latest certificate, Fortinet_SSL_ECDSA256, and replace the CA certificate in the SSL/SSH inspection profile.
C. Install the required certificate in the client's browser or use Active Directory policies to block specific websites as defined
in the SSL/SSH inspection profile.
D. Configure the unsupported SSL version and set the minimum allowed SSL version in the HTTPS settings of the SSL/SSH
inspection profile.

Answer: D

Explanation:
The best way to block outdated SSL/TLS versions is to configure the SSL/SSH inspection profile to enforce a minimum SSL/TLS
version and disable weak SSL versions.
By setting the minimum allowed SSL version in the HTTPS settings of the SSL/SSH inspection profile, FortiGate will:
# Block any connection using outdated SSL/TLS versions (such as SSLv3, TLS 1.0, or TLS 1.1).
# Enforce secure communication using only strong SSL/TLS versions (such as TLS 1.2 or TLS 1.3).
# Protect users from man-in-the-middle (MITM) and downgrade attacks that exploit weak encryption.

NEW QUESTION # 18 
Refer to the exhibits.



The Administrators section of a root FortiGate device and the Security Fabric Settings section of a downstream FortiGate device
are shown.
When prompted to sign in with Security Fabric in the downstream FortiGate device, a user enters the AdminSSO credentials.
What is the next status for the user?

A. The user accesses the downstream FortiGate with super_admin_readonly privileges.
B. The user receives an authentication failure message.
C. The user is prompted to create an SSO administrator account for AdminSSO.
D. The user accesses the downstream FortiGate with super_admin privileges.

Answer: A

Explanation:
From the Root FortiGate - System Administrator Configuration exhibit:
# The AdminSSO account has the super_admin_readonly role.
From the Downstream FortiGate - Security Fabric Settings exhibit:
# The Security Fabric role is set to Join Existing Fabric, meaning it will authenticate with the root FortiGate.
# SAML Single Sign-On (SSO) is enabled, and the default admin profile is set to super_admin_readonly.
When the AdminSSO user logs into the downstream FortiGate using SSO, the authentication request is sent to the root FortiGate,
where AdminSSO has super_admin_readonly permissions. Since the downstream FortiGate inherits this permission through the
Security Fabric configuration, the user will be granted super_admin_readonly access.

NEW QUESTION # 19 
Refer to the exhibit, which shows the HA status of an active-passive cluster.
An administrator wants FortiGate_B to handle the Core2 VDOM traffic.
Which modification must the administrator apply to achieve this?

A. The administrator must disable override on FortiGate_A.
B. The administrator must change the load balancing method on FortiGate_B.
C. The administrator must change the priority from 100 to 160 for FortiGate_B.
D. The administrator must change the priority from 128 to 200 for FortiGate_B.

Answer: D

Explanation:
The exhibit shows an active-passive HA (high availability) cluster with two virtual clusters, where FortiGate_A is the primary device
for both Core1 and Core2. If the goal is to have FortiGate_B take over Core2 traffic, its priority must be higher than FortiGate_A
for Virtual Cluster 2.
Currently, FortiGate_A has a priority of 150 for Core2, while FortiGate_B has 128. Increasing FortiGate_B's priority to 200
ensures it becomes the primary for Virtual Cluster 2, taking over the Core2 VDOM traffic while keeping Core1 traffic on
FortiGate_A.
Disabling override would prevent forced failovers but wouldn't change the role distribution. Adjusting the load-balancing method is
irrelevant in an active-passive setup, as it only applies to active-active configurations.

NEW QUESTION # 20 
An administrator must enable direct communication between multiple spokes in a company's network. Each spoke has more than
one internet connection.
The requirement is for the spokes to connect directly without passing through the hub, and for the links to automatically switch to the
best available connection.
How can this automatic detection and optimal link utilization between spokes be achieved?

A. Utilize ADVPN 2.0 to facilitate dynamic direct tunnels and automatic link optimization.
B. Establish static VPN tunnels between spokes with predefined backup routes.
C. Implement SD-WAN policies at the hub to manage spoke link quality.
D. Set up OSPF routing over static VPN tunnels between spokes.

Answer: A

Explanation:



ADVPN (Auto-Discovery VPN) 2.0 is the optimal solution for enabling direct spoke-to-spoke communication without passing
through the hub, while also allowing automatic link selection based on quality metrics.
# Dynamic Direct Tunnels:
# ADVPN 2.0 allows spokes to establish direct IPsec tunnels dynamically based on traffic patterns, reducing latency and improving
performance.
# Unlike static VPNs, spokes do not need to pre-configure tunnels for each other.
# Automatic Link Optimization:
# ADVPN 2.0 monitors the quality of multiple internet connections on each spoke.
# It automatically switches to the best available connection when the primary link degrades or fails.
# This is achieved by dynamically adjusting BGP-based routing or leveraging SD-WAN integration.

NEW QUESTION # 21 
Refer to the exhibit, which shows a revision history window in the FortiManager device layer.
The IT team is trying to identify the administrator responsible for the most recent update in the FortiGate device database.
Which conclusion can you draw about this scenario?

A. Find the user in the FortiManager system logs and use the type=script command to find the administrator user in the user
field.
B. This retrieved process was automatically triggered by a Remote FortiGate Directly (via CLI) script.
C. The user script_manager is an API user from the Fortinet Developer Network (FDN) retrieving a configuration.
D. To identify the user who created the event, check it on the Configuration and Installation widget on FortiGate within the
FortiManager device layer.

Answer: A

Explanation:
The Configuration Revision History window in FortiManager shows that the most recent configuration change (ID 10) was created
by script_manager with the action Retrieved.
Since script_manager is a system-level script execution user, the IT team needs to find who actually triggered this script. This can be
done by:
# Checking the FortiManager system logs for script execution events.
# Using the type=script filter to locate the administrator associated with the script execution.

NEW QUESTION # 22
......
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