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Thema Einzelheiten

Thema 1
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Thema 2
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

Thema 3

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.

Thema 4
Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.
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mit Lösungen (Q53-Q58):
53. Frage 
Refer to the exhibit. The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the
hub FortiGate doesn't prioritize the traffic as expected.
Which two configuration elements should you check on the hub? (Choose two.)

A. This performance SLA uses the same members.
B. The performance SLA has the parameter priority-out-slaconfigured.
C. The performance SLA is configured with set embedded-measure accept.
D. The performance SLA uses the same criteria.

Antwort: C,D

Begründung:
The hub must use a performance SLA with the same criteria as the spoke's health check. The spoke's health check is using ping
(protocol ping) and measuring latency (link-cost-factor latency). For the hub to use the data sent by the spoke, its performance SLA
must be configured to measure the same metrics. If the hub is looking for jitter or packet loss, it will not use the latency data sent by
the spoke.
When a spoke sends embedded health data, the hub FortiGate must be configured to receive and use it. This is done by setting set
embedded-measure accept within the performance SLA configuration on the hub. This setting explicitly tells the hub to trust and use
the performance metrics received from the remote FortiGate (the spoke). Without this setting, the hub will likely ignore the
embedded health data and rely on its own health checks, which could lead to incorrect traffic prioritization.

54. Frage 
You have configured the performance SLA with the probe mode as Prefer Passive.
What are two observable impacts of this configuration? (Choose two.)

A. During passive monitoring, the SLA performance rule cannot detect dead members.
B. FortiGate can offload the traffic that is subject to passive monitoring to hardware.
C. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
D. FortiGate passively monitors the member if TCP traffic is passing through the member.
E. FortiGate passively monitors the member if ICMP traffic is passing through the member.

Antwort: D,E

Begründung:
FortiGate passively monitors the member if TCP traffic is passing through the member # With Prefer Passive mode, FortiGate
inspects existing traffic (like TCP flows) to measure performance metrics without generating its own probes.
FortiGate passively monitors the member if ICMP traffic is passing through the member # Similarly, when ICMP flows exist,
FortiGate uses them for SLA checks.



55. Frage 
Refer to the exhibits. The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for
onboarding FortiGate devices in the company's stores. Later, a technician prepares a FortiGate 51G with a basic configuration and
connects it to the network.
The basic configuration contains the port1 configuration and the minimal configuration required to allow the device to connect to
FortiManager.
After the device first connects to FortiManager, FortiManager updates the device configuration.
Based on the exhibits, which actions does FortiManager perform?

A. FortiManager updates the configuration of port1, port2, and port5. The three ports might get new IP addresses.
B. FortiManager updates access rights only for port1. FortiManager cannot update the IP address because it was already set
manually.
C. FortiManager updates the device configuration according to the selected templates. It applies the corp_st template first.
D. FortiManager does not update the port1 configuration because FortiManager does not change the configuration of
interfaces with fgfm access.

Antwort: A

Begründung:



Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates.
The LAN-interface script sets port1 and port2 to DHCP and assigns a static IP to port5 (using the branch_id variable). Therefore,
when FortiManager pushes the blueprint, it updates the configurations of port1, port2, and port5 - and their IP addresses may
change accordingly.

56. Frage 
When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the MSSP usually keeps the
hub within its infrastructure for ease of management and to share costly resources.
In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The administrator expects a large volume of traffic between the branches.
B. The customer expects a large amount of VoIP traffic.
C. The customer requires SIA with centralized breakout.
D. The majority of the branch traffic is directed to a corporate data center.

Antwort: A,C

57. Frage 
Refer to the exhibit.



The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate device.
The administrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook.
Based on the exhibits, which two statements are correct? (Choose two.)

A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3,
HQ_T1.
B. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the traffic to
headquarters.
C. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ_T1.
HQ_T2. HQ_T3.
D. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through port2.

Antwort: C,D

Begründung:
Application-based SD-WAN rules enable intelligent traffic steering. The guide specifies:
"If a flow is identified as belonging to a defined application category (such as social media), FortiGate will match it to the
corresponding service rule (rule 2) and route it through the specified interface, such as port2.
However, if the application is not recognized during the session setup, the system defaults to load balancing the traffic using the
available tunnels according to the policy for unclassified traffic, ensuring continuous connectivity while waiting for application
classification." This guarantees both performance and resilience.

58. Frage
......
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