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Microsoft Cybersecurity Architect Sample Questions (Q209-Q214):
NEW QUESTION # 209 
You have legacy operational technology (OT) devices and loT devices.
You need to recommend best practices for applying Zero Trust principles to the OT and loT devices based on the Microsoft
Cybersecurity Reference Architectures (MCRA). The solution must minimize the risk of disrupting business operations.
Which two security methodologies should you include in the recommendation? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point

A. threat monitoring
B. software patching
C. active scanning
D. passive traffic monitoring

Answer: A,B
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You have an on-premises network that has several legacy applications. The applications perform LDAP queries against an existing
directory service. You are migrating the on-premises infrastructure to a cloud-only infrastructure.
You need to recommend an identity solution for the infrastructure that supports the legacy applications. The solution must minimize
the administrative effort to maintain the infrastructure.
Which identity service should you include in the recommendation?

A. Azure Active Directory Domain Services (Azure AD DS)
B. Azure Active Directory (Azure AD)
C. Azure Active Directory (Azure AD) B2C
D. Active Directory Domain Services (AD DS)

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/overview

NEW QUESTION # 211 
Hotspot Question
You need to recommend a security methodology for a DevOps development process based on the Microsoft Cloud Adoption
Framework for Azure.
During which stage of a continuous integration and continuous deployment (CI/CD) DevOps process should each security-related
task be performed? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/secure/devsecops-controls

NEW QUESTION # 212 
You have an Azure subscription.
Your company has a governance requirement that resources must be created in the West Europe or North Europe Azure regions.
What should you recommend using to enforce the governance requirement?

A. Azure Policy assignments
B. regulatory compliance standards in Microsoft Defender for Cloud
C. custom Azure roles
D. Azure management groups

Answer: A

NEW QUESTION # 213 
Your company uses Microsoft Defender for Cloud and Microsoft Sentinel. The company is designing an application that will have
the architecture shown in the following exhibit.
You are designing a logging and auditing solution for the proposed architecture. The solution must meet the following requirements-.
* Integrate Azure Web Application Firewall (WAF) logs with Microsoft Sentinel.
* Use Defender for Cloud to review alerts from the virtual machines.
What should you include in the solution? To answer, select the appropriate options in the answer are a. NOTE: Each correct
selection is worth one point.

Answer:

Explanation:
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