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HR #84
Which of'the following is the MOST likely trigger event for an EGIT improvement or implementation program?

A. An enterprise's marketing department has implemented its own IT solutions independent from the IT function.
B. The enterprise has failed to meet new privacy regulations and is heavily fined.

C. Anenterprise is announcing a merger with one of its major competitors.

D. The enterprise is faced with a shortage of qualified IT staff.

IEf#: B

iR

According to COBIT 2019 Implementation Guide:

"Trigger events for initiating or improving EGIT include regulatory noncompliance, significant operational failures, or events that
expose governance weaknesses." Being fined for failing privacy regulations clearly exposes governance and compliance gaps-
prompting the need to implement or improve EGIT to avoid future regulatory or reputational damage.

Reference:COBIT 2019 Implementation Guide, Section 2.1

HM #85
Which of the following is an example of a specific focus area to which COBIT could be customized?

A. Capability levels
B. Enterprise goals
C. Cybersecurity

D. Information iterms
FfE: C

fEEL:

An exanmple of a specific focus area to which COBIT could be customized is "cybersecurity." COBIT 2019 allows for customization
to address specific governance and management needs, and cybersecurity is a critical area that often requires tailored governance
practices.

COBIT 2019 includes the concept of focus areas, which are specific governance topics that require a tailored approach.
Cybersecurity is a prime example of a focus area because it encompasses a range of activities and controls that need to be mtegrated
into the overall governance framework.

Cybersecurity Focus Area in COBIT 2019:

* Tailoring Governance Practices:COBIT 2019 can be adapted to address specific cybersecurity needs, ensuring that the enterprise
has robust policies, processes, and controls in place to protect its information assets.

* Aligning with Industry Standards:Customizing COBIT for cybersecurity helps align IT governance with industry standards such as
ISO/IEC 27001, NIST Cybersecurity Framework, and others.

* Risk Management:Focused cybersecurity governance ensures that risks are identified, assessed, and mitigated effectively.

* Compliance:Helps ensure compliance with regulatory requirements related to cybersecurity, such as GDPR, CCPA, and others.
COBIT 2019 Framework References:

* COBIT 2019 Framework: Introduction and Methodology, Chapter 5:Discusses the concept of focus areas and how COBIT can
be customized to address specific governance topics, including cybersecurity.

* COBIT 2019 Design Guide, Chapter 4:Provides guidance on how to tailor COBIT to specific focus areas, ensuring relevant and
effective governance practices.

Customizing COBIT to focus on cybersecurity ensures that the enterprise can address specific security challenges, align with best
practices, and maintain robust governance over its cybersecurity initiatives, making it the best choice among the given options.

H #86
Which of the following needs to be resolved when finalizing the initial governance design?

A. Misaligned enterprise and IT goals

B. Budgeted versus actual resources

C. Conflicting inputs and priorities

D. Objectives exceeding enterprise appetite

F
R

: C



fEERA -

The initial governance design process involves gathering inputs from various stakeholders, including business units, I'T, and external
partners. These inputs can sometimes conflict, and it is crucial to resolve these conflicts to create a unified governance system that
supports enterprise objectives.

Key Steps:

* Stakeholder Alignment:Ensuring that all stakeholders are on the same page regarding priorities and objectives.

* Conflict Resolution:Addressing and resolving any discrepancies or conflicts in inputs to ensure a consistent and aligned governance
system.

* Prioritization:Establishing clear priorities to guide decision-making and resource allocation.

COBIT 2019 Framework References:

* COBIT 2019 Design Guide, Chapter 4:Discusses the importance of resolving conflicting inputs and establishing a cohesive
governance framework that aligns with enterprise priorities.

* COBIT 2019 Framework: Governance and Management Objectives:Emphasizes the need for alignment between IT and
enterprise goals, requiring the resolution of any conflicting priorities.

Resolving conflicting inputs and priorities ensures that the governance systemis well-aligned and effective in achieving enterprise
goals.

H #87
‘When considering the technology adoption strategy design factor, and the design factor value is first mover, which of the following
should be a governance objective priority?

e A Ensured risk optimization (EDMO03)

e B. Ensured resource optimization (EDM04)

e C. Ensured benefits delivery (EDM02)

¢ D. Ensured stakeholder engagement (EDMOS5)

Ef#: C

BRI :

According to the COBIT 2019 Design Guide:

"A first mover in technology adoption will prioritize benefits realization, ensuring that the value from early adoption is achieved
effectively." Thus, Ensured benefits delivery (EDMO02)aligns best with a first-mover approach.

Reference:COBIT 2019 Design Guide, Section 4.4.6

B #88

After a bank experienced cyber attacks that severely impacted operations and raised questions from regulators, the board mandated
the newly hired CIO to implement global best practices to mitigate thisrisk. The CIO is using COBIT 2019 to tailor the governance
systemand has identified high threat landscape as a critical design factor. Which of'the following should the CIO identify NEXT?

A. Security-related processes
B. Risk management practices
C. Technology personnel

D. IT security solutions

IEf#: A

AR :

After identifying a high threat landscape as a critical design factor, the CIO should next identify security-related processes. This step
ensures that the governance system includes robust processes to manage and mitigate security risks.

In a high-threat landscape, focusing on security-related processes is essential to protect the enterprise's information assets and
mitigate potential risks. These processes include incident management, vulnerability management, and access control, among others.
COBIT 2019 Framework References:

* COBIT 2019 Framework: Governance and Management Objectives, APO13 Managed Security:

This objective
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