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FE1

Alerting and Dashboarding; This section of the exam assesses the competencies of Cloud Operations
Engineers and focuses on monitoring visualization and alert management. It covers dashboarding basics,
alerting rules configuration, and the use of Alertmanager to handle notifications. Candidates also learn the
core principles of when, what, and why to trigger alerts, ensuring they can create reliable monitoring
dashboards and proactive alerting systems to maintain system stability.

FE2

Observability Concepts: This section of the exam measures the skills of Site Reliability Engineers and
covers the essential principles of observability used in modern systens. It focuses on understanding
metrics, logs, and tracing mechanisirs such as spans, as well as the difference between push and pull data
collection methods. Candidates also learn about service discovery processes and the fundamentals of
defining and maintaining SLOs, SLAs, and SLIs to monitor performance and reliability.

FE3

Prometheus Fundamentals: This domain evaluates the knowledge of DevOps Engineers and emphasizes the
core architecture and components of Prometheus. It includes topics such as configuration and scraping
techniques, limitations of the Prometheus system, data models and labels, and the exposition format used
for data collection. The section ensures a solid grasp of how Prometheus finctions as a monitoring and
alerting toolkit within distributed environments.

FE 4

PromQL: This section of the exam measures the skills of Monitoring Specialists and focuses on
Prometheus Query Language (PromQL) concepts. It covers data selection, calculating rates and
derivatives, and performing aggregations across time and dimensions. Candidates also study the use of
binary operators, histograms, and timestamp metrics to analyze monitoring data effectively, ensuring
accurate interpretation of system performance and trends.

FES

Instrumentation and Exporters: This domain evaluates the abilities of Software Engineers and addresses the
methods for integrating Prometheus into applications. It includes the use of client libraries, the process of
nstrumenting code, and the proper structuring and naming of metrics. The section also introduces exporters
that allow Prometheus to collect metrics from various systemnss, ensuring efficient and standardized
monitoring implementation.
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FI&E #47
Ifthe vector selector foo[Sm] contains 1 1 NaN, what would max_over_time(foo[5my]) return?

A. Tt errors out.
B.0

C.NaN

D. No answer.

ZX: B

BB -

In PromQL, range vector fimctions like max_over time() compute an aggregate value (in this case, the maximum) over all samples
within a specified time range. The fimction ignores NaN (Not-a-Number) values when computing the resul.

Given the range vector foo[5m] containing samples [1, 1, NaN], the maximum value among the valid numeric samples is 1.
Therefore, max_over_time(foo[Smy]) returns 1.

Prometheus finctions handle missing or mvalid data points gracefully-ignoring NaN ensures stable calculations even when intermittent
collection issues or resets occur. The fimction only errors if the selector is syntactically mvalid or if no numeric samples exist at all
Reference:

Verified from Prometheus documentation - PromQL Range Vector Functions, Aggregation Over Time Functions, and Handling
NaN Values in PromQL sections.

P& #48
When can you use the Grafana Heatmap panel?

A. You can use it to graph a histogram metric.
B. You can use it to graph an info metric.

C. You can use it to graph a counter metric.
D. You can use it to graph a gauge metric.

BEE: A

fiRRE R -

The Grafana Heatmap panel is best suited for visualizing histogram metrics collected from Prometheus. Histograms provide bucketed
data distributions (e.g., request durations, response sizes), and the heatmap effectively displays these as a two-dimensional density
chart over time.

In Prometheus, histogram metrics are exposed as multiple time series with the bucket suffix and the label le (less than or equal).
Grafana interprets these buckets to create visual bands showing how frequently different value ranges occurred.

Counters, gauges, and info metrics do not have bucketed distributions, so a heatmap would not produce meaningful output for them
Reference:

Verified fiom Grafana documentation - Heatmap Panel Overview, Visualizing Prometheus Histograms, and Prometheus
documentation - Understanding Histogram Buckets.

FIRE #49
‘What should you do with counters that have labels?
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A. Save therr state between application runs so you can restore their last value on startup.

B. Make sure every counter with labels has an extra counter, aggregated, without labels.

C. Investigate if you can move their label value inside their metric name to limit the number of labels.

D. Instantiate them with their possible label values when creating them so they are exposed with a zero value.

EX: D

i RE R -

Prometheus counters with labels can cause missing time series in queries if some label combinations have not yet been observed. To
ensure visibility and continuity, the recommended best practice is to instantiate counters with all expected label values at application
startup, even if their initial value is zero.

This ensures that every possible labeled time series is exported consistently, which helps when dashboards or alerting rules expect
the presence of those series. For example, if a counter like http requests_total{method="POST" status="200"} has not yet received
a POST request, initializing it with a zero ensures 1t is still exposed.

Option A is incorrect - label values should never be encoded into metric names.

Option B adds redundancy and does not solve the initialization issue.

Option D is discouraged; counters should reset naturally upon restart, reflecting Prometheus's ephemeral metric model.

Reference:

Verified from Prometheus documentation - Instrumentation Best Practices, Counters with Labels, and Avoid Missing Time Series by
Initializing Metrics.

R #50
What does the increase() fnction do in PromQL?

A. Returns the absolute increase in a counter over a specified range.
B. Calculates the percentage increase of a counter over time.

C. Calculates the derivative of a gauge over time.

D. Returns the total sum of values in a vector.

ER: A

BB -

The increase() fimction computes the total increase in a counter metric over a specified range vector. It accounts for counter resets
and only measures the net change in the counter's value during the time window.

Exanyple:

increase(http_requests_total[Sm])

This query returns how many HTTP requests occurred in the last five minutes. Unlike rate(), which provides a per-second average
rate, increase() gives the absolute number of increments.

R RE #51
What is api_http requests_total in the following metric?
api http requests_total{method="POST", handler="/messages"}

A. "api http requests_total" is a metric label name.
B. "api http requests_total" is a metric name.

C. "api_http_requests_total" is a metric type.

D. "api http requests_total" is a metric field.

Z%: B

fE R A -

In Prometheus, the part before the curly braces {} represents the metric name. Therefore, in the metric
api_http_requests_total{method="POST", handler="/messages"}, the termapi_http requests_total is the metric name. Metric names
describe the specific quantity being measured - in this example, the total number of HT TP requests received by an APL

The portion within the braces defines labels, which provide additional dimensions to the metric. Here, method="POST" and
handler="/messages" are labels describing request attributes. The metric name should follow Prometheus conventions: lowercase
letters, numbers, and underscores only, and ending in _total for counters.

This naming scheme ensures clarity and standardization across instrumented applications. The metric type (e.g., counter, gauge) is
declared separately in the exposition format, not within the metric name itself.



Reference:
Verified from Prometheus documentation - Metric and Label Naming, Data Model, and Instrumentation Best Practices sections.
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