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Microsoft AZ-500, also known as Microsoft Azure Security Technologies, is a certification exam designed for professionals who
want to demonstrate their expertise in Microsoft Azure security technologies. AZ-500 exam covers a broad range of topics related
to Azure security, including identity and access management (IAM), platform protection, data and application protection, and
security management. By passing AZ-500 exam, candidates can prove their proficiency in securing Azure resources and help
organizations protect their data and applications from cyber threats.

Role of Microsoft AZ-500 Certification Exam
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Community of learners is provided by Microsoft AZ-500 exam material. Employees get a chance to get Microsoft AZ-500
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(Azure VSTS) can be managed using Configuration Manager and Windows Admin Center.
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Microsoft Azure Security Technologies Sample Questions (Q236-Q241):
NEW QUESTION # 236 
Your company has an Azure subscription named Subscription1 that contains the users shown in the following table.

The company is sold to a new owner.
The company needs to transfer ownership of Subscription1.
Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Explanation:
Box 1; User2
Billing Administrator
Select Transfer billing ownership for the subscription that you want to transfer.
Enter the email address of a user who's a billing administrator of the account that will be the new owner for the subscription.
Box 2: Azure Account Center
Azure Account Center can be used.
Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azure-subscription

NEW QUESTION # 237 
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Azure AD Privileged Identity Management (PIM) is enabled for the tenant.
In PIM, the Password Administrator role has the following settings:
Maximum activation duration (hours): 2
Send email notifying admins of activation: Disable
Require incident/request ticket number during activation: Disable
Require Azure Multi-Factor Authentication for activation: Enable
Require approval to activate this role: Enable
Selected approver: Group1
You assign users the Password Administrator role as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles

NEW QUESTION # 238 
You suspect that users are attempting to sign in to resources to which they have no access.
You need to create an Azure Log Analytics query to identify failed user sign-in attempts from the last three days. The results must
only show users who had more than five failed sign-in attempts.
How should you configure the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation



The following example identifies user accounts that failed to log in more than five times in the last day, and when they last attempted
to log in.
let timeframe = 1d;
SecurityEvent
| where TimeGenerated > ago(1d)
| where AccountType == 'User' and EventID == 4625 // 4625 - failed log in
| summarize failed_login_attempts=count(), latest_failed_login=arg_max(TimeGenerated, Account) by Account
| where failed_login_attempts > 5
| project-away Account1
References:
https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples

NEW QUESTION # 239 
You have an Azure key vault.
You need to delegate administrative access to the key vault to meet the following requirements:
* Provide a user named User1 with the ability to set advanced access policies for the key vault.
* Provide a user named User2 with the ability to add and delete certificates in the key vault.
* Use the principle of least privilege.
What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation



User1: RBAC
RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity
to:
* set Key Vault access policies
* create, read, update, and delete key vaults
* set Key Vault tags
Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using
RBAC, you can segregate duties within your team and grant only the amount of access to users that they need to perform their jobs.
User2: A key vault access policy
A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant
permissions separately to keys, secrets, and certificates.
References:
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

NEW QUESTION # 240 
You have an Azure subscription that contains a resource group named RG1 and the identities shown in the following table.

You assign Group4 the Contributor role for RG1.
Which identities can you add to Group4 as members?

A. User1 only
B. User1, Group1, Group2, and Group3
C. User1, Group2, and Group3 only
D. User1 and Group3 only
E. User1, Group1, and Group3 only

Answer: B

NEW QUESTION # 241
......

The AZ-500 certificate is one of the popular Microsoft certificates. Success in the Microsoft AZ-500 credential examination enables
you to advance your career at a rapid pace. You become eligible for many high-paying jobs with the Network Security Specialist
AZ-500 certification. To pass the Microsoft AZ-500 test on your first sitting, you must choose reliable Network Security Specialist
AZ-500 exam study material. Don't worry about AZ-500 test preparation, because TorrentValid is offering AZ-500 actual exam
questions at an affordable price.
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