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NEW QUESTION # 128 
An organization wants to be notified immediately to any "High Severity" alerts for the account group
"Clinical Trials" via Slack.
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Which option shows the steps the organization can use to achieve this goal?

A. 1. Under the "Select Policies" tab, filter on severity and select "High"2.Under the Set Alert Notification tab, choose Slack
and populate the channel3.Set Frequency to "As it Happens"4.Configure Slack Integration5.Create an Alert rule
B. 1. Configure Slack Integration2.Create an alert rule3.Under the "Select Policies" tab, filter on severity and select
"High"4.Under the Set Alert Notification tab, choose Slack and populate the channel5.Set Frequency to "As it Happens"
C. 1. Configure Slack Integration2.Create an alert rule and select "Clinical Trials" as the account group3.
Under the "Select Policies" tab, filter on severity and select "High"4.Under the Set Alert Notification tab, choose Slack and
populate the channel5.Set Frequency to "As it Happens"
D. 1. Create an alert rule and select "Clinical Trials" as the account group2.Under the "Select Policies" tab, filter on severity
and select "High"3.Under the Set Alert Notification tab, choose Slack and populate the channel4.Set Frequency to "As it
Happens"5.Set up the Slack Integration to complete the configuration

Answer: C

Explanation:
To achieve immediate notification for "High Severity" alerts for a specific account group via Slack, the steps outlined in option A
provide a comprehensive and effective approach. Firstly, configuring the Slack Integration establishes the necessary communication
channel between Prisma Cloud and the Slack workspace.
Creating an alert rule with the specified account group and severity filters ensures that only relevant alerts trigger notifications.
Selecting Slack as the notification channel and setting the frequency to "As it Happens" ensures real-time alerting for critical issues.
This method leverages Prisma Cloud's alerting capabilities and Slack's real-time messaging platform to promptly notify the security
team, enabling swift action to mitigate risks. This approach is in line with Prisma Cloud's flexible and configurable alerting system,
designed to integrate with various external platforms for efficient incident response.

NEW QUESTION # 129 
Which two bot types are part of Web Application and API Security (WAAS) bot protection? (Choose two.)

A. Unknown bots
B. Chat bots
C. User-defined bots
D. Customer bots

Answer: A,C

Explanation:
Web Application and API Security (WAAS) bot protection within the Prisma Cloud ecosystem includes various types of bots, with
"User-defined bots" and "Unknown bots" being two key categories. User-defined bots refer to bots that organizations have explicitly
identified and categorized based on their behavior and purpose. These can include legitimate bots such as search engine crawlers or
internal automation tools, which are recognized and allowed based on predefined criteria set by the user.
Unknown bots, on the other hand, encompass bots that have not been explicitly identified or categorized by the user or the system.
These can potentially include malicious bots that attempt to scrape data, perform DDoS attacks, or exploit vulnerabilities in web
applications and APIs. The categorization of unknown bots is crucial for maintaining security, as it allows for the monitoring and
analysis of bot behavior to identify potential threats and take appropriate actions.
In the context of Prisma Cloud and its emphasis on securing cloud-native applications, the differentiation between user-defined and
unknown bots is significant. Prisma Cloud's approach to WAAS bot protection is designed to provide granular control over bot
traffic, enabling organizations to distinguish between beneficial and harmful bot activities. This aligns with the broader goal of ensuring
the security and integrity of web applications and APIs in a cloud environment, as highlighted in documents such as the "Prisma-
Cloud- Visibility-and-Control-Qualification-Guide" and "Guide-to-CSPM-Tools-Email-Social -LP-Copy." These resources
emphasize the importance of comprehensive security measures that include the management of bot traffic to protect against a wide
range of web-based threats.
References:
"Prisma-Cloud-Visibility-and-Control-Qualification-Guide" discusses the importance of visibility and control in cloud environments,
including the management of bot traffic as part of a comprehensive security strategy.
"Guide-to-CSPM-Tools-Email-Social -LP-Copy" highlights the need for advanced security tools and practices, such as WAAS bot
protection, to manage and mitigate the risks associated with web applications and APIs in the cloud.

NEW QUESTION # 130 
The development team wants to fail CI jobs where a specific CVE is contained within the image. How should the development team



configure the pipeline or policy to produce this outcome?

A. Set the specific CVE exception as an option in Defender running the scan.
B. Set the specific CVE exception as an option using the magic string in the Console.
C. Set the specific CVE exception as an option in Jenkins or twistcli.
D. Set the specific CVE exception in Console's CI policy.

Answer: D

Explanation:
Reference tech docs: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute
/continuous_integration/set_policy_ci_plugins.html
Vulnerability rules that target the build tool can allow specific vulnerabilities by creating an exception and setting the effect to 'ignore'.
Block them by creating an exception and setting hte effect to 'fail'. For example, you could create a vulnerability rule that explicitly
allows CVE-2018-1234 to suppress warnings in the scan results.
To fail CI jobs based on a specific CVE contained within an image, the development team should configure the policy within Prisma
Cloud's Console, specifically within the Continuous Integration (CI) policy settings.
By setting a specific CVE exception in the CI policy, the team can define criteria that will cause the CI process to fail if the specified
CVE is detected in the scanned image. This approach allows for granular control over the build process, ensuring that images with
known vulnerabilities are not promoted through the CI/CD pipeline, thereby maintaining the security posture of the deployed
applications. This method is in line with best practices for integrating security into the CI/CD process, allowing for automated
enforcement of security standards directly within the development pipeline.
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u000000oMkpCAE&lang=en_US%
E2%80%A9&refURL=http%3A%2F%2Fknowledgebase.paloaltonetworks.com%2FKCSArticleDetail

NEW QUESTION # 131 
An administrator for Prisma Cloud needs to obtain a graphical view to monitor all connections, including connections across hosts
and connections to any configured network objects.
Which setting does the administrator enable or configure to accomplish this task?

A. Host Insight
B. Telemetry
C. WAAS Analytics
D. ADEM
E. Cloud Native Network Firewall

Answer: E

Explanation:
Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/21-04/prisma-cloud-compute-edition-
admin/firewalls/cnnf_self_hosted.html To obtain a graphical view to monitor all connections, including those across hosts and to
configured network objects within Prisma Cloud, the appropriate feature to enable or configure is the Cloud Native Network
Firewall (Option D). Prisma Cloud's Cloud Native Network Firewall provides visibility into network traffic and allows for the
monitoring and control of network flows within the cloud environment, effectively enabling administrators to visualize and secure
inter-host communications and connections to network objects. ADEM (Option A) and WAAS Analytics (Option B) are not
related to Prisma Cloud's capabilities for monitoring connections. Telemetry (Option C) involves the collection of data and metrics
but does not specifically provide a graphical view of connections. Host Insight (Option E) focuses on providing visibility into host-
related activities and vulnerabilities but does not specifically deal with monitoring network connections in the graphical manner
described.

NEW QUESTION # 132 
While writing a custom RQL with array objects in the investigate page, which type of auto-suggestion a user can leverage?

A. Auto-suggestion is not available for array objects
B. Auto-sugestion for array objects that are useful for comparing between arrays
C. Auto-suggestion for array objects that are useful for categorization of resource parameters
D. Auto-suggestion for array objects that are useful for comparing between array elements

Answer: A



Explanation:
The auto suggest works with the operators = and IN . It is not supported for array objects. Use cloud.type attribute to refine the
search results. https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-rql- reference/rql-reference/event-query/event-
query-attributes

NEW QUESTION # 133
......
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