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H #48
Which approach is commonly used by organizations to manage identities in the cloud due to the complexity of scaling across
providers?

e A. Centralization
¢ B. Outsourcing

e (. Decentralization
e D. Federation
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Managing identities across multiple cloud providers is complex due to the need for scalability, interoperability, and consistent access
control. Thefederationapproach is commonly used to address this challenge. Identity federation allows organizations to use a single
set of credentials across different cloud providers by leveraging standards such as SAML, OAuth, or OpenID Connect. This
enables seamless authentication and authorization without requiring separate identity management systens for each provider.

From theCCSK v5.0 Study Guide, Domain 6 (Identity, Entitlement, and Access Management), Section

6.3:

"Identity federation is a critical approach for managing identities in cloud environments, especially when scaling across muiltiple
providers. Federation allows organizations to use a trusted identity provider (IdP) to authenticate users, enabling single sign-on
(SSO) and consistent access control across disparate cloud services." Option C (Federation) is the correct answer.

* Option A (Decentralization) is incorrect because decentralizing identity management increases complexity and reduces consistency
across providers.

* Option B (Centralization) is incorrect because, while centralized identity management may be used within a single organization, it
does not scale effectively across multiple cloud providers without federation.

* Option D (Outsourcing) is incorrect because outsourcing identity management does not inherently address the scalability and
interoperability challenges of cloud environments.

References:

CCSK v5.0 Study Guide, Domain 6, Section 6.3: Identity Federation.

CSA Security Guidance for Critical Areas of Focus in Cloud Computing v4.0, Domain 11.

H #49
An adversary stole1 million username and passwords of Pass4test L.LCs customers. They took advantage of a security vulnerability
in the publically accessible application hosted on the cloud. This is an example of:

A. Abuse of Cloud Services
B. Malicious Insider

C. Data Dispersion

D. Data breach

IEf#: D

fiR .-
This is an example of Data Breach. Username and passwords were stolen which were stored as Data.

E R #50
Which data security control is the LEAST likely to be assigned to an IaaS provider?

A. Access controls

B. Physical destruction

C. Application logic

D. Asset management and tracking
E. Encryption solutions

Ef: C

HH #51
Which of the following is a key consideration in Data security but does not feature in Data Security Life cycle?

A. Storage protocol
B. Access Method
C. Storage Device
D. Storage Location

IEf#: D



The lifecycle represents the phases information passes through but doesnt address its location or how it is accessed.

H #52
Which of the following best describes the concept of Measured Service in cloud computing?

¢ A Cloud systerms automatically monitor resource usage and provide billing based on actual consumption.
¢ B. Cloud systens allocate a fixed immutable set of measured services to each customer.

¢ C. Cloud systens offer elastic resources.

¢ D. Cloud systens provide usage reports upon request, based on manual reporting.

EfE: A

TR

The correct answer is D. Cloud systerms automatically monitor resource usage and provide billing based on actual consumption.
Measured Service is one of the essential characteristics of cloud computing as defined by the NIST (National Institute of Standards
and Technology). It implies that cloud systems automatically control and optimize resource usage by leveraging a metering capability.
This capability tracks and reports resource consumption (such as CPU, storage, or bandwidth), which is used for billing, monitoring,
and planning,

Key Characteristics:

* Automatic Monitoring: Cloud platforms continuously track resource usage without manual intervention.

* Billing Based on Usage: Customers are billed based on the actual consumption of resources (pay-as- you-go model).

* Transparency: Users can view detailed usage reports to understand their resource utilization and associated costs.

* Resource Optimization: Providers use these metrics to optimize resource allocation and improve efficiency.

‘Why Other Options Are Incorrect:

* A. Fixed immutable set of measured services: This contradicts the concept of elasticity and resource pooling in cloud computing.
* B. Elastic resources: While elasticity is a cloud characteristic, it does not directly define measured service.

* C. Manual reporting; Measured service is about automated, real-time monitoring and billing, not manual data gathering,
Real-World Exanple:

In AWS, services like Amazon CloudWatch automatically collect and provide usage metrics, and the AWS Billing Console shows
the cost associated with each resource.

References:

CSA Security Guidance v4.0, Domain 1: Cloud Computing Concepts and Architectures NIST SP 800-145 - The NIST Definition
of Cloud Computing Cloud Controls Matrix (CCM) v3.0.1 - Metering and Billing Domain
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