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B #74
Which secure internet access (SIA) use case minimizes individual endpoint configuration?

A. Site-based remote user internet access
B. SIA for FortiClient agent remote users
C. Agentless remote user internet access
D. SIA using ZTNA

EfE: A

AR -

Site-based remote user internet access mmimizes individual endpoint configuration by routing user traffic through a centralized
FortiSASE connection point (such as a FortiAP or FortiGate), rather than requiring each device to be individually configured with
the FortiClient agent.
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Refer to the exhibits.

An endpoint is assigned an [P address of 192.168.13.101/24. Which action will be run on the endpoint?
(Choose one answer)

¢ A The endpoint will be able to bypass the on-net rule because it is connecting from a known subnet.
¢ B. The endpoint will automatically connect to the FortiSASE tunnel.

e (. The endpoint will be exempted from auto-connect to the FortiSASE tunnel.

¢ D. The endpoint will be detected as off-net.

Ef#: C

iR

Based on the provided exhibits and the logic of FortiSASE On/off-net detection, the endpoint's behavior is determined by its
network environment relative to the configured rules.

* Subnet Matching and Detection: The On-net rule set (named "On-Premises") is configured to identify a trusted location when the
endpoint "Connects from a known local subnet". The administrator has defined the known subnet as $192.168.13.0/24$. Since the
endpoint's [P address is

$192.168.13.1018, it falls within this range. Consequently, FortiClient detects the endpoint as being on- net (on-fabric).

* Action Logic (Exemption): In a FortiSASE Endpoint Profile, when On/off-net detection is enabled and an endpoint matches an
"On-net" rule, the standard behavior is to exempt the endpoint from auto- connecting to the FortiSASE VPN tunnel. This design
assumes the endpoint is already in a secured office environment where the corporate firewall (FortiGate) provides the necessary
protection, making the SASE tunnel redundant.

* Comparison of Other Options: * Option B: Incorrect, because the IP matches the defined "known local subnet" rule for on-net
detection.

* Option D: Incorrect, as auto-comnect only triggers when the endpoint is detected as off-net to ensure remote security.

H #76
Which authentication method overrides any other previously configured user authentication on FortiSASE?

e A .SSO
e B. Local
e C.MFA
e D. RADIUS

EfE: A

fi e«
Single Sign-On (SSO) overrides any other previously configured user authentication method on FortiSASE, taking precedence for
user authentication.

R #77
How does FortiSASE hide user information when viewing and analyzing logs?

A. By hashing log data

B. By tokenization in log data
C. By masking log data

D. By compressing log data

IEf#: A

AR
FortiSASE hides user information in logs by using hashing, which anonymizes sensitive data such as usernames or IP addresses while
still allowing for consistent tracking and analysis.

HH#78
Which two statements about FortiSASE Geofencing with regional compliance are true? (Choose two answers)

e A Ifno regional compliance rule is configured, the connection is made to the closest security POP.



¢ B. A regional compliance rule can connect only to an on-premises device or only to a security POP.2
¢ (. The connection order for a regional compliance rule is always the security POP first, followed by the on-premises device.
¢ D. You can configure regional compliance on the security POP or the on-premises device, not both. 1

Eﬁ: A\ B

R -

FortiSASE Geofencing and Regional Compliance allow administrators to control where remote users connect based on their
physical location, which is determined by the endpoint's public IP address.3

* Default Connection Behavior: By default, FortiSASE uses a "best-effort" geolocation logic to ensure the lowest latency for the
user. Ifan administrator has not configured a specific regional compliance rule for a user's country or region, FortiClient will
automatically attempt to connect to the closest available FortiSASE security PoP (Point of Presence) based on proximity.4

* Regional Compliance Rules: When an organization must enforce data residency or specific security routing requirements, they
create Regional Compliance rules. According to the FortiSASE 25 Feature Administration Guide, these rules allow the administrator
to override the default "closest PoP" behavior for specific countries.

* Connectivity Options: Within a regional compliance rule, the administrator must specify the destination for the traffic. The system
provides a choice between two distinct connection types: a FortiSASE Security PoP or an On-premises device (such as a FortiGate
acting as a gateway).5 The documentation specifies that a rule is designed to point to one of these types at a time to satisfy the
compliance requirenent for that specific region.

* Connection Priority: While multiple connections can be managed in a priority table, the logic for Regional Conpliance is focused
on directing the user to the designated conpliant entry point. Option D is incorrect because the connection order is determined by
the Priority and custom fail-over connections table; an administrator can manually adjust the sequence, so it is not "always" the
security PoP first.
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