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* Determine source of information

* Collect by means of appropriate sampling

* Reviewing

* Audit evidence

* Evaluating against audit criteria

* Audit findings

* Audit conclusions

The reviewing step involves checking the accuracy, completeness, and relevance of the collected information.

The audit evidence step involves documenting the information in a verifiable and traceable manner. The evaluating against audit
criteria step involves comparing the audit evidence with the requirements of the ISO

27001 standard and the organization's own policies and objectives. The audit findings step nvolves identifying any nonconformities,
weaknesses, or opportunities for improvement in the ISMS. The audit conclusions step involves summarizing the audit results and
providing recommendations for corrective actions or enhancements.
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The scenario represents inherent risk, making option A the correct answer. Inherent risk refers to the susceptibility of a process,
system, or organization to errors or failures due to its nature, environment, or complexity, independent of the effectiveness of internal
controls.

ABC Manufacturing operates in a highly regulated and complex chemical industry. Such environments naturally involve complicated
regulatory requirements, hazardous materials, and stringent compliance obligations. These characteristics increase the likelihood of
errors or ISMS defects simply because of the industry's complexity, even when internal controls exist. This is the defining feature of
inherent risk.

Option B is incorrect because control risk relates to the possibility that internal controls fail to prevent or detect issues. In the
scenario, controls are in place, but the risk arises from the complexity of the industry itself rather than a failure of controls. Option C
is incorrect because detection risk concerns the auditor's ability to detect existing issues during an audit, not the organization's
operational environment.

In ISO/IEC 27001 audits, understanding inherent risk is essential for planning audit focus and depth. Highly regulated industries
naturally carry higher inherent risk due to complexity and compliance demands.

Therefore, the scenario clearly represents inherent risk.
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At
According to ISO 27001:2022 clause 4.1, the organisation shall determine external and internal issues that are relevant to its



purpose and that affect its ability to achieve the intended outcome(s) of its information security management system (ISMS)12
External issues are factors outside the organisation that it cannot control, but can influence or adapt to. They include political,
economic, social, technological, legal, and environmental factors that may affect the organisation's information security objectives,
risks, and opportunities12 Internal issues are factors within the organisation that it can control or change. They include the
organisation' s structure, culture, values, policies, objectives, strategies, capabilities, resources, processes, activities, relationships,
and performance that may affect the organisation's information security management systeml2 Therefore, the following issues are
considered "internal' in the context of a management systemto ISO 27001:

2022:

* Poor levels of staff competence as a result of cuts in training expenditure: This is an internal issue because it relates to the
organisation's capability, resource, and process of developing and maintaining the competence of'its personnel involved in the ISMS.
The organisation can control or change its training expenditure and its impact on staff competence12

* Poor morale as a result of staff holidays being reduced: This is an internal issue because it relates to the organisation's culture,
value, and relationship with its employees. The organisation can control or change its staff holiday policy and its impact on staff
morale12

* Increased absenteeism as a result of poor management: This is an internal issue because it relates to the organisation's
performance, structure, and accountability of its management. The organisation can control or change its management practices and
its impact on staff absenteeisml2

* A fall in productivity linked to outdated production equipment: This is an internal issue because it relates to the organisation's
capability, resource, and process of ensuring the availability and suitability of its production equipment. The organisation can control
or change its equipment maintenance and upgrade and its impact on productivityl2 The following issues are considered 'external' in
the context of a management system to ISO 27001:2022:

* Higher labour costs as a result of an aging population: This is an external issue because it relates to the social and demographic
factor that affects the availability and cost of labour in the market. The organisation cannot control or change the aging population,
but can influence or adapt to its impact on labour costs12

* A rise In interest rates in response to high inflation: This is an external issue because it relates to the economic and monetary factor
that affects the cost and availability of capital in the market. The organisation cannot control or change the interest rates or inflation,
but can influence or adapt to its impact on capital costs12

* A reduction in grants as a result of a change in government policy: This is an external issue because it relates to the political and
legal factor that affects the availability and conditions of public finding for the organisation. The organisation cannot control or
change the government policy, but can influence or adapt to its impact on grants12

* Inability to source raw materials due to government sanctions: This is an external issue because it relates to the political and legal
factor that affects the availability and cost of raw materials in the market. The organisation cannot control or change the government
sanctions, but can influence or adapt to its impact on raw materials12 References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Traning Course by PECB 2
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The auditor should validate that documented information conforms to both content and format requirements defined by the
organization's documentation procedure, making option A the correct answer. ISO/IEC 27001 clause 7.5 requires documented
information to be controlled, which includes requirements for format, identification, version control, and approval, as defined by the
organization.

During stage 1 audits, auditors assess whether the organization has appropriate procedures in place and whether documented
information is created and managed in accordance with those procedures. This includes verifying that documents follow established
templates, naming conventions, approval mechanisims, and version control practices.

Option B is incorrect because while ISO/IEC 27001 does not prescribe a specific format, it requires conformity to the organization's
own documented information controls. Ignoring format would ignore part of the control requirement. Option C is partially correct in
general, but insufficient in this context because the scenario explicitly states that the evaluation was based on content and procedure.
The auditor must verify conformance, not just existence.

Therefore, validating alignment with documentation procedures, including format, is the correct auditor action.
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Prior to the initiation of stage 2 audit, Lawsy should review and confirm the audit plan with the certification body. This ensures that
both parties agree on the objectives, scope, and procedures for the stage 2 audit, thus aligning expectations and facilitating a
smoother audit process.

References: ISO 19011:2018, Guidelines for auditing management systems
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