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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q25-Q30):

NEW QUESTION # 25
‘What cannot be learned from the output of lidpctl?

¢ A. Serial number of Appliance
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e B. Distribution mode
e C. Orchestrator's IP
¢ D. Appliance model

Answer: B

Explanation:

Explanation

The lidpctl command is a tool to display information about the devices discovered by the Link Layer Discovery Protocol (LLDP) on
all ports of the Maestro Orchestrator and the Security Group Members. LLDP is a protocol that enables devices to exchange
information about their identity, capabilities, and configuration.

LLDP can help to discover the topology and connectivity of the Maestro environment. The output of lldpctl can show the serial
number, appliance model, and orchestrator's IP of the connected devices, but it cannot show the distribution mode of the Security
Group. The distribution mode is the algorithm that determines how the Maestro Orchestrator distributes the traffic among the
Security Group Members. To view the distribution mode, other commands such as asg monitor or asg stat can be used.
References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson4.2: LLDP, page 4-9

*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section:

LLDP, page 3-9

*Check Pomnt R81 Maestro Admmistration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Maestro basic setup documentation - Page 2 - Check Point CheckMates

*Log and Configuration Files - Check Point Software

NEW QUESTION # 26
Where should sx_api_ports_dump.py command be ran?

A. Orchestrator

B. Management server
C. Security Group

D. SMO Appliance

Answer: A

Explanation:

Explanation

The sx_api ports dump.py command should be run on the Orchestrator, which is the device that manages the comnmunication and
the configuration of the Security Groups and the SGMs. The command shows the port mapping and the traffic distribution for each
Security Group, as well as the backplane bonds and the Orchestrator ports. The command does not work on the Management
server, the Security Group, or the SMO Appliance, as they do not have the same role and functionality as the Orchestrator.
References

*R81.20 Maestro Cheat Sheet version 7 - Check Point CheckMates, page 2

*Maestro Expert (CCME) Course - Check Point Software, page 31

*Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge, page 3

NEW QUESTION # 27
Which command should be used to restart Orchestrator service only?

A. service orchestrator restart
B. orchd restart

C. cpstop; cpstart

D. reboot

Answer: B

Explanation:

Page 313 from the training manual:
- Restart the service:

orchd restart



- Restart the service without confirmation
service orchd restart

NEW QUESTION # 28
In what mode do MHOs process traffic?

A. MHOs process traffic in VSLS mode

B. MHOs process traffic in Active-Standby mode
C. MHOs process traffic in Active- Active mode
D. MHOs process traffic in load sharing mode

Answer: C

Explanation:

MHOs process traffic in Active- Active mode, which means that both MHOs are active and share theload of the traffic that is sent to
and from the SGMs. Active- Active mode provides better performance and scalability than Active-Standby mode, which only uses
one MHO at a time and keeps the other as a backup. Active- Active mode also allows for faster failover and recovery in case of an
MHO failure, as the surviving MHO can take over the traffic without interruption.

References

*Maestro Expert (CCME) Course - Check Point Software, page 25

*CheckPoit Certified Maestro Expert (CCME) - Skillzcafe, page 2

*Check Pomt Certified Maestro Expert (CCME) R81.X - Global Knowledge, page 2

NEW QUESTION # 29
While looking at your system's correction statistics, you notice you have a correction rate approaching 100 percent. Is this a
problem?

¢ A Insome scenarios, a correction rate approaching 100 percent of all connections is not unusual. This is not usually a cause
for concern as the correction mechanismis fast and efficient.

e B. Ifcorrection rates are higher than 80 percent, latency is expected.

¢ C. A correction rate approaching 100 percent of all connections is unusual. This is a cause for concern because the SGMs
may fail to process traffic.

¢ D. A correction rate above 90 percent indicates a need to disable Layer 4 Distribution.

Answer: C

Explanation:

Explanation

References =

*Check Point Maestro R81.X Administration Guide, page 64, section "Correction Layer" 1

*Check Point Maestro R81.X Getting Started Guide, page 26, section "Correction Layer" 2

*Check Point Maestro Under the Hood presentation by Lari Luoma, slide 23 3

*Check Point Maestro Frequently Asked Questions (FAQ), question 9 4
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NEW QUESTION # 30
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