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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q24-Q29):

NEW QUESTION # 24

Refer to the exhibit. The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and
noticed the behavior shown in the diagram. When the LAN clients located behind FGT1 establish a session to a server behind DC-
1, the administrator observes that, on DC-1, the reply traffic is routed over T2. even though T1 is the preferred member in the
matching SD-WAN rule.

‘What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?
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A. Enable reply-session under config system sdwan.

B. Enable auxiliary-session under config system settings.

C. Enable snat-route-change under config system global.

D. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.

Answer: B

Explanation:
To ensure DC-1 responds via the best-performing SD-WAN member (T1) instead of defaulting to T2, enable auxiliary-
sessionunder config system settings, so reply traffic is evaluated against current route policies-not bound to the ingress interface.

NEW QUESTION # 25
You have configured the performance SLA with the probe mode as Prefer Passive.
What are two observable impacts of this configuration? (Choose two.)

A. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
B. FortiGate passively monitors the member if [CMP traffic is passing through the member.

C. FortiGate passively monitors the member if TCP traffic is passing through the member.

D. During passive monitoring, the SLA performance rule cannot detect dead members.

E. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

Answer: C,D

Explanation:

When "Prefer Passive" is set, FortiGate attempts to passively monitor the health of SD-WAN members using real application traffic
like TCP sessions, collecting statistics such as latency, jitter, and packet loss from actual observed flows.

Passive monitoring does not generate probe packets; it relies entirely on existing traffic. If there is no matching traffic, health check
data is unavailable, meaning dead members may go undetected when only passive monitoring is active.

NEW QUESTION # 26

Youare planning a large SD-WAN deployment with approximately 1000 spokes and want to allow ADVPN between the spokes.
Some remote sites use FortiSASE to connect to the company's SD- WAN hub. Which overlay routing configuration should you
use?

A. BGP per overlay with dynamic BGP for ADVPN shortcut routing.

B. BGP on loopback with IPsec phase2 selectors for ADVPN shortcut routing.

C. BGP per overlay with BGP next-hop convergence for ADVPN shortcut routing.
D. BGP on loopback with dynamic BGP for ADVPN shortcut routing.

Answer: D



Explanation:
Using BGP on loopback with dynamic BGP enables scalable routing for large deployments and supports ADVPN shortcut routing
with resilient, stable next-hop reachability across dynamic tunnels.

NEW QUESTION # 27
Which statement about SD-WAN zones is true?

A. You cannot use an SD-WAN zone in static route definitions.
B. An SD-WAN zone can contain between 0 and 512 members.
C. An SD-WAN zone can contain only one type of interface.

D. You can configure up to 32 SD-WAN zones per VDOM.

Answer: B

Explanation:

SD-WAN zones logically group SD-WAN members (interfaces) often for purposes like overlay and underlay interfaces.

One SD-WAN zone can have up to 512 member interfaces, but large numbers may impact route processing and performance.
SD-WAN members cannot be shared between diferent zones.

NEW QUESTION # 28
Refer to the exhibit that shows VPN event logs on FortiGate.
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Based on the output shown in the exhibit, which statement is true?

A. The VPN tunnel T MPLS 0 is a shortcut tunnel.

B. There are no IPsec tunnel statistics log messages for ADVPN shortcuts.
C. The master tunnel T INET 0 cannot accept the ADVPN shortcut.

D. There is one shortcut tunnel built from master tunmel T MPLS 0.

Answer: A

Explanation:

When reviewing VPN log messages, the field advpnsc will help you identify the shortcut VPN tunnels.

FortiGate will set advpnsc value 1 for any log messages related to shortcut tunnels; for any other tunnel, the advpnsc value is set to
0.

NEW QUESTION # 29
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