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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

Topic 2
Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

Topic 3
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 4
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 5
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.
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professional knowledge for FCSS_SDW_AR-7.4 Exam Materials, if you have any questions, you can consult us.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q43-Q48):
NEW QUESTION # 43 
Refer to the exhibits.
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The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule configuration.
Which two conclusions can you draw from the information shown? (Choose two.)

A. Port2 has a lower latency than port1.
B. FortiGate updated the outgoing interface list on the rule so it prefers port2.
C. The administrator configured the service ID 1 with the highest priority member for port2.
D. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.

Answer: A,B

Explanation:
The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the best interface based
on a defined performance metric, as opposed to a simple static priority or SLA. The event log (image_41cfb5.png) shows Metric
latency and Message Service prioritized by performance metric will be redirected in sequence order. This indicates that the rule is
using latency to determine the preferred member.
Given that the log message is about a change, and the most logical reason for a change in a priority mode is that a different member
is now the best performer, it implies that the latency on port2 has become lower than that on port1.
The log message Service prioritized by performance metric will be redirected in sequence order confirms that FortiGate is changing
the member being used for this service. Because the mode is priority, FortiGate dynamically selects the member that currently meets
the best performance criteria, which in this case is latency. The log implies a new member has been selected as the most optimal, and
with the default configuration, the members are sorted based on their performance, so the outgoing interface list is effectively updated
to prefer the new best-performing member (port2).

NEW QUESTION # 44 
Your FortiGate is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
What must you do as part of this configuration update process?

A. Replace references to interfaces used as SD-WAN members in the firewall policies.
B. Disable the interface that you want to use as an SD-WAN member.
C. Replace references to interfaces used as SD-WAN members in the routing configuration.
D. Purchase and install the SD-WAN license, and reboot the FortiGate device.

Answer: C

Explanation:
When you enable SD-WAN and add interfaces as SD-WAN members, those interfaces are no longer referenced directly in routing.
You must replace routing configuration references (e.g., static routes, policy routes) with the SD-WAN zone. Firewall policies,
however, can still point to the SD-WAN zone without requiring replacement of individual member interfaces.

NEW QUESTION # 45 
Refer to the exhibits.



The exhibits show the configuration for SD-WAN performance. SD-WAN rule, the application IDs of Facebook and YouTube
along with the firewall policy configuration and the underlay zone status.
Which two statements are true about the health and performance of SD-WAN members 3 and 4? (Choose two.)

A. Only related TCP traffic is used for performance measurement.
B. Encrypted traffic is not used for the performance measurement.



C. FortiGate identifies the member as dead when there is no Facebook and YouTube traffic passing through the member.
D. The performance is an average of the metrics measured for Facebook and YouTube traffic passing through the member.

Answer: A,D

NEW QUESTION # 46 
Which statement describes FortiGate behavior when you reference a zone in a static route?

A. FortiGate installs a static route for each member in the zone.
B. FortiGate routes the traffic through the best performing member of the zone.
C. FortiGate ignores the static routes defined through members referenced in the zone.
D. FoftiGate installs ECMP static routes for the first two members of the zone.

Answer: A

NEW QUESTION # 47 
Refer to the exhibit. The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the
hub FortiGate doesn't prioritize the traffic as expected.
Which two configuration elements should you check on the hub? (Choose two.)

A. The performance SLA is configured with set embedded-measure accept.
B. The performance SLA has the parameter priority-out-slaconfigured.
C. This performance SLA uses the same members.
D. The performance SLA uses the same criteria.

Answer: A,D

Explanation:
The hub must use a performance SLA with the same criteria as the spoke's health check. The spoke's health check is using ping
(protocol ping) and measuring latency (link-cost-factor latency). For the hub to use the data sent by the spoke, its performance SLA
must be configured to measure the same metrics. If the hub is looking for jitter or packet loss, it will not use the latency data sent by
the spoke.
When a spoke sends embedded health data, the hub FortiGate must be configured to receive and use it. This is done by setting set
embedded-measure accept within the performance SLA configuration on the hub. This setting explicitly tells the hub to trust and use
the performance metrics received from the remote FortiGate (the spoke). Without this setting, the hub will likely ignore the
embedded health data and rely on its own health checks, which could lead to incorrect traffic prioritization.

NEW QUESTION # 48
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