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An organization wants to create a Center for Enablement (C4E). The IT director schedules a series of meetings with IT senior
managers.

‘What should be on the agenda of the first meeting?

¢ A. A walk through of common-services best practices for logging, auditing, exception handling, caching, security via policy,
and rate limiting/throttling via policy

¢ B. Define C4E objectives, mission statement, guiding principles, a

¢ C. Specify operating model for the MuleSoft Integrations division

¢ D. Explore API monetization options based on identified use cases through MuleSoft

ZX: B
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In the mitial meeting for establishing a Center for Enablement (C4E), it's essential to lay the foundational vision, objectives, and
guiding principles for the team. Here's why this is crucial:

Clear Vision and Mission:

Defining the mission statement and objectives at the start ensures alignment within the organization and clarifies the C4E's role in
supporting API-led development and integration practices.

Guiding Principles:

Establishing guiding principles will help the C4E maintain consistent practices and strategies across projects. This serves as a
framework for decisions and fosters shared understanding among IT leaders and stakeholders.
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of Correct Answer (A):

By prioritizing the CAE's objectives and mission, the organization builds a solid foundation, paving the way for subsequent meetings
focused on technical standards, processes, and operating models.

of Incorrect Options:

Option B (API monetization) and Option C (common services best practices) are specific topics better suited for later discussions.
Option D (specifying the operating model) is an important step but typically follows the establishment of the C4E's objectives and
vision.

Reference

For more on C4E objectives and foundational setup, refer to MuleSoft's documentation on establishing a C4E and the roles and
mission statements recommended for such mitiatives.
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A developer from the Central I'T team has created an initial version of the RAML definition in Design Center for an OAuth 2.0-
protected System API and published it to Exchange. Another developer from LoB IT discovered the System API in Exchange and
would like to leverage it in the Process APL

What is the MuleSoft-recommended approach for Process API to invoke the System API?

¢ A. The Process API uses property YAML files to store the System API URLs and uses the HTTP Request Connector to
mvoke the Systerm API

e B. The Process API needs to import an CAuth 2.0 module from Exchange first and update it with OAuth 2.0 credentials
before the System API can be invoked

e C. The Process APL uses the REST Connect Connector autogenerated in Exchange for the System API

e D. The Process API manually updates the Process API POM file to include the System API as a dependency

ZR: C
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In MuleSoft's ecosystem, when a Process API needs to consume a System API (published to Exchange and protected by OAuth
2.0), the recommended approach is to utilize the REST Connect Connector. Here's how it aligns with best practices:

Automated Connector Generation:

When a RAML or OAS specification is published in Exchange, MuleSoft automatically generates a REST Connect Connector for
that APL. This connector simplifies integration as it abstracts the complexity of making HTTP requests and handling O Auth
authentication.

Streamlined Integration:

The Process API can import this generated connector from Exchange and configure OAuth credentials, streamlining secure access
to the System API without manual HTTP setup.

Why Option C is Correct:

Using the REST Connect Connector directly leverages MuleSoft's automated tooling, minimizing manual configurations and ensuring
a more maintainable ntegration.

of Incorrect Options:

Option A (importing an OAuth module) is unnecessary; OAuth is handled within the connector’s configuration.

Option B (property YAML files with HTTP requests) involves manual setup, which is more error-prone and not recommended.
Option D (manually updating POM file) does not directly aid in invoking an API through Exchange.

Reference

For more information on using REST Connect Connectors and OAuth integration in MuleSoft, refer to the MuleSoft documentation
on API Management and Connectors.

R #67

An API implementation is deployed on a single worker on CloudHub and invoked by external API clients (outside of CloudHub).
How can an alert be set up that is guaranteed to trigger AS SOON AS that API implementation stops responding to API
mvocations?

e A. Create an alert for when the API receives no requests within a specified time period

¢ B. Handle API invocation exceptions within the calling API client and raise an alert from that API client when the API Is
unavailable

e C. Implement a heartbeat/health check within the API and invoke it from outside the Anypoint Platform and alert when the
heartbeat does not respond

e D. Configure a "worker not responding” alert in Anypoint Runtime Manager
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Correct Answe 1: Configure a "Worker not responding” alert in Anypoint Runtime Manager.

skeskoskoskskosk skosk skskoskskosk skosko sk skosk sksk sk sk sksk sk sksk sksk

>> All the options eventually helps to generate the alert required when the application stops responding,

>> However, handling exceptions within calling API and then raising alert from API client is inappropriate and silly. There could be
many API clients invoking the API implementation and it is not ideal to have this setup consistently in all of them. Not a realistic way
to do.

>> [mplementing a health check/ heartbeat with in the API and calling from outside to detmine the health sounds OK but needs extra
setup for it and same time there are very good chances of generating false alarms when there are any intermittent network issues
between external tool calling the health check API on API implementation. The API implementation itself may not have any issues
but due to some other factors some false alarms may go out.

>> Creating an alert in API Manager when the API receives no requests within a specified time period would actually generate
realistic alerts but even here some false alarms may go out when there are genuinely no requests from API clients.

The best and right way to achieve this requirement is to setup an alert on Runtime Manager with a condition "Worker not
responding”. This would generate an alert AS SOON AS the workers become unresponsive.

Bottom of Form
Top of Form

R #68

Version 3.0.1 of a REST API implementation represents time values in PST time using ISO 8601 hhomimiss format. The API
implementation needs to be changed to instead represent time values in CEST time using [ISO 8601 hhxmmss format. When
following the semver.org semantic versioning specification, what version should be assigned to the updated API implementation?

A.3.1.0
B.4.0.0
C.3.02
D.3.0.1

E&: B
fRREER A -
Correct Answe r:4.0.0
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As per semver.org semantic versioning specification:

Given a version number MAJOR.MINOR.PATCH, increment the:

- MAJOR version when you make incompatible API changes.

- MINOR version when you add functionality in a backwards compatible manner.

- PATCH version when you make backwards compatible bug fixes.

As per the scenario given in the question, the API implementation is completely changing its behavior. Although the format of the
time s still being maintained as hhammss and there is no change in schema w.r.t format, the API will start functioning different after
this change as the times are going to come completely different.

Example: Before the change, say, time is going as 09:00:00 representing the PST. Now on, after the change, the same time will go as
18:00:00 as Central European Summer Time is 9 hours ahead of Pacific Time.

>> This may lead to some uncertain behavior on API clients depending on how they are handling the times in the API response. All
the API clients need to be informed that the API functionality is going to change and will return in CEST format. So, this considered
as a MAJOR change and the version of API for this new change would be 4.0.0

FIRE #69

An enterprise is embarking on the API-led digital transformation journey, and the central IT team has started to define System APIs.
Currently there is no Enterprise Data Model being defined within the enterprise, and the definition of a clean Bounded Context Data
Model requires too much effort.

According to MuleSoft's recommended guidelines, how should the System API data model be defined?

e A The data model should define its own naming convention, and not follow the same naming as the back-end systens
e B. Ifthere are misspellings of the data fields in the back-end system, Systerm APIs should not correct it, and expose it as-is
to mirror the back-end systens



¢ (. The data model of the System APIs should make use of data types that approximately mirror those from the back-end
systenms
¢ D. The System APIs should expose all back-end system fields

ER: C
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‘When defining data models for System APIs without an established Enterprise Data Model, MuleSoft recommends mirroring the
back-end systens' data types to achieve quick and effective integration without adding complexity. This approach has several
benefits:

Alignment with Backend Systems:

Mirroring data types ensures consistency with backend data sources, which simplifies integration, reduces mapping requirements,
and minimizes potential data transformation issues.

Flexibility for Future Enhancements:

By retaining close alignment with backend data structures, System APIs can evolve to support an Enterprise Data Model in the
future without immediate restructuring,

of Incorrect Options:

Option A (exposing misspellings) is not recommended as System APIs should still ensure a professional and coherent interface.
Option C (custom naming) complicates the API structure without adding immediate value in the absence of a clear data model.
Option D (exposing all fields) is unnecessary and can reduce performance and add complexity.

Reference

Refer to MuleSoft best practices for data modeling in System APIs for additional information on mirroring backend systems.
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