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B #14

Which protocol is commonly used for remote user authentication and authorization?

A. SSH

B. LDAP

C. RADIUS
D. TACACS+

Ef: C

A -

RADIUS (Remote Authentication Dial-In User Service) is a widely-used protocol for remote user authentication and authorization.
It provides centralized authentication, authorization, and accounting management for users who dial in or connect remotely to a
network. RADIUS uses a client-server model where the client (network access server) forwards user authentication requests to the
RADIUS server for validation.

HE#15
What is the purpose of incident response planning in cybersecurity?

A. To recover from cybersecurity incidents and restore normal business operations
B. To conduct forensic investigations after cybersecurity incidents

C. To detect and respond to cybersecurity incidents in a timely and effective manner
D. To prevent cybersecurity incidents from occurring

EfE: C

fi .-

Incident response planning in cybersecurity focuses on establishing processes and procedures to detect, respond to, and mitigate the
impact of cybersecurity incidents. It ensures that organizations have the necessary measures in place to identify incidents promptly,
contain them, and minimize the potential damage. The goal is to respond to incidents in a timely and effective manner to protect
sensitive data and maintain business continuity.

E #16
What is the role of policies in vulnerability assessment?

A. They define the rules and guidelines for vulnerability scanning,
B. They specify the criteria for prioritizing vulnerabilities.

C. They determine the frequency of vulnerability assessments.
D. They outline the consequences of not fixing vulnerabilities.

IEf#: A

AR :

Policies play a crucial role in vulnerability assessment by defining the rules and guidelines for conducting vulnerability scanning
activities. These policies ensure consistency and provide direction on how to approach vulnerability assessments, including the
scope, methodology, and frequency of the assessments.

BHE #17
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‘Which of'the following is a common security threat that targets web applications?

¢ A. SQL injection

¢ B. Man-in-the-middle attack

¢ C. Distributed Denial of Service (DDoS)
¢ D. DNS poisoning

Ef#: A

fiR e«

Option 1: Correct: SQL injection is a common security threat that targets web applications. It involves inserting malicious SQL code
into input fields to manipulate the application's database and gain unauthorized access or retrieve sensitive information.

Option 2: Incorrect: DNS poisoning is not a common security threat that targets web applications. It involves corrupting the DNS
cache and redirecting users to malicious websites.

Option 3: Incorrect: Man-in-the-middle attack is not a common security threat that specifically targets web applications. It involves
intercepting communication between two parties and can affect various types of network commumication.

Option 4: Incorrect: Distributed Denial of Service (DDoS) is not a common security threat that targets web applications specifically.
It involves overwhelming a target system with a flood of traffic from muiltiple sources, rendering it inaccessible.

HM #18
Which of the following is an industry-standard tool commonly used for vulnerability scanning?

A. Apache HTTP Server

B. Nessus

C. MacAfee Endpoint Security
D. Microsoft Excel

Ef#: B

L2

Nessus is an industry-standard tool widely used for vulnerability scanning and assessment. It enables organizations to proactively
identify and assess potential vulnerabilities in their network infrastructure, operating systems, and applications. Nessus offers a
comprehensive set of features, including asset discovery, vulnerability detection, and detailed reporting, making it a popular choice
among cybersecurity professionals.
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