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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q77-Q82):

NEW QUESTION # 77
What is the best practice for handling voice traffic with dynamic segmentation on AOS-CX switches?

A. Switch authentication and user-based tunneling of the voice traffic.
B. Central authentication and port-based tunneling of the voice traffic.
C. Controller authentication and port-based tunneling of all traffic

D. Switch authentication and local forwarding of the voice traffic

Answer: D

Explanation:

This is the best practice for handling voice traffic with dynamic segmentation on AOS-CX switches.

Dynamic segmentation is a feature that allows AOS-CX switches to tunnel user traffic to a controller or another switch based on
user roles and policies. For voice traffic, it is recommended to use switch authentication and local forwarding, which means the voice
devices are authenticated by the switch and their traffic is forwarded locally without tunneling, This reduces latency and jitter for
voice traffic and improves voice quality. The other options are incorrect because they either use central authentication or tunneling,
which are not optimal for voice traffic.

References:

https’//www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch05. html
https//www.arubanetworks.convassets/ds/DS _ AOS-CX.pdf

NEW QUESTION # 78
When setting up an Aruba CX VSX pair, which information does the Inter-Switch Link Protocol configuration use in the
co tion created?

A. RPVST+
B. QSVI

C. MAC tables
D. UDLD

Answer: C

Explanation:

UDLD (Unidirectional Link Detection) is the information that the Inter-Switch Link Protocol configuration uses in the configuration
created for Aruba CX VSX pair inter-switch-link. UDLD is a protocol that detects unidirectional links between switches and
prevents loops or black holes in the network. UDLD is enabled by default on all ports that are part of the inter-switch-link between
VSX peers. The other options are incorrect because they are either not related to inter-switch-link or not supported by Aruba CX
VSX.

References:

httpss//www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch07.html
httpss//www.arubanetworks.com/techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-ch02. html

NEW QUESTION # 79

Your Director of Security asks you to assign AOS-CX switch management roles to new employees based on their specific job
requirements. After the configuration was complete, it was noted that a user assigned with the auditors role did not have the
appropriate level of access on the switch.

The user was not allowed to perform firmware upgrades and a privilege level of 15 was not assigned to their role. Which default
management role should have been assigned for the user?

e A sysadmin
e B. sysops
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e C. config
¢ D. administrators

Answer: B

Explanation:

Explanation

The correct answer is B. sysops.

The sysops user role is a predefined role that allows users to perform system operations on the switch, such as backup, restore,
upgrade, or reboot. The sysops user role also has access to the PUT and POST methods for REST API, which can be used to
modify the switch configuration. The sysops user role has a privilege level of

15, which is the highest level of access on the switchl.

The other options are incorrect because:

A: sysadmin: The sysadmin user role is a predefined role that allows users to view and modify the switch configuration using the CLI
or the Web UL The sysadmin user role does not have access to the REST API methods, and cannot perform firmware upgrades.
C: admmistrators: The administrators user role is a predefined role that has full access to all switch configuration information and all
REST API methods. This role is more than what the Director of Security requires].

D: config: The config user role is a predefined role that allows users to view and modify the switch configuration using the CLI or the
Web UL The config user role does not have access to the REST API methods, and cannot perform firmware upgrades.

NEW QUESTION # 80

You are configuring an SVI on an Aruba CX switch that needs to have the following characteristics:
* VLANID = 25

. IPv4 address 10 105 43 1 with mask 255 255 255.0

* IPv6 address fd00:5708::02d:4df6 with a 64 bit prefix length

* member of VRF eng

* VRF eng and VLAN 25 have not yet been created

Which command lists will satisfy the requirements with the least number of commands?

A
B.
C.
D.

Answer: A

Explanation:

Explanation

The other options either use more commands or do not create the VRF or the VLAN.

Option C uses the following commands:

* vrfeng: This command creates a VRF named eng and enters the VRF configuration model.

* vlan 25: This command creates a VLAN with ID 25 and enters the VLAN configuration mode2.

* interface vlan 25: This command creates an SVI on VLAN 25 and enters the interface configuration mode3.

* ip address 10.105.43.1/24 ipv6 address fd00:5780::102d:4df6/64 vrf attach eng: This command assigns an [Pv4 address of
10.105.43.1 with a subnet mask 0f255.255.255.0 and an IPv6 address of fd00:5780::102d:4df6 with a prefix length of 64 to the
SVI, and attaches it to the VRF eng,

NEW QUESTION # 81

Your Director of Security asks you to assign AOS-CX switch management roles to new employees based on their specific job
requirements After the configuration was conplete, it was noted that a user assigned with the administrators role did not have the
appropriate level of access on the switch.

The user was not limited to viewing nonsensitive configuration information and a level of 1 was not assigned to their role Which
default management role should have been assigned for the user?

A. helpdesk
B. sysadmin
C. operators
D. config



Answer: C

Explanation:

The default management role that should have been assigned for the user is B. operators.

The operators user role is a predefined role that allows users to view nonsensitive configuration information on the switch, such as
interfaces, VLANSs, routing protocols, statistics, and more. The operators user role has a privilege level of 1, which is the lowest
level of access on the switchl.

The admmnistrators user role is a predefined role that has full access to all switch configuration information and all REST API
methods. This role is more than what the Director of Security requires|.

NEW QUESTION # 82
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