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Fortinet NSE 6 - FortiEDR 7.0 Administrator Sample Questions (Q32-Q37):
NEW QUESTION # 32 
Refer to the exhibit.

What observation can you make about the ConnectivityTestAppNew.exe incident? (Choose one answer)

A. The incident was handled automatically by the communication control policy.
B. The incident has not been handled by a console administrator.
C. A rule assigned action is set to block but the policy is in simulation mode.
D. The incident was archived from the console unhandled.

Answer: B

Explanation:
The correct answer is B .
In the exhibit, the incident status clearly shows Unhandled at the incident level and also on the event rows.
The FortiEDR guide explains that every detected security event is initially marked as unread and unhandled
, and these statuses help multiple FortiEDR Central Manager users track whether anyone has read and handled the message.
The guide also states that when a FortiEDR Central Manager user marks a security event as Handled , all users see it as handled.
The process is performed by selecting the event and clicking Handle Incident or the flag icon, then saving the incident handling
details.
So the valid observation from the exhibit is that the incident has not been handled by a console administrator .
Option A is not supported by the exhibit. There is no visible evidence that the policy is in Simulation mode.
Option C is wrong because the incident is still visible, not archived or deleted. Option D is wrong because the status is explicitly
Unhandled ; it was not handled automatically by a Communication Control policy.
=========

NEW QUESTION # 33 
Refer to the exhibits.



The application policy logs and application details are shown. Collector C8092231196 is a member of the Finance group. In this
scenario, what must you do to block the FileZilla application? (Choose one answer)

A. Assign the Simulation Communication Control Policy to the DBA group.
B. Assign the Finance policy to a broader collector group, such as the Default Collector Group.
C. Assign the Finance policy to the DBA group.
D. Deny the application in the Finance policy.

Answer: D

Explanation:
The correct answer is B. Deny the application in the Finance policy .
The FortiEDR 7.0.0 Administration Guide states that Communication Control policies define the actions to be taken for a given
application or application version . It also states that each Communication Control policy applies to specific Collector Groups , and
all devices that belong to those Collector Groups follow that policy. A Collector Group can be assigned to only one Communication
Control policy.
In the exhibit, the Collector C8092231196 is stated to be a member of the Finance group. Therefore, to block FileZilla for that
Collector, the application action must be set to Deny under the Finance policy , because that is the policy context that applies to the
Collector's group.



The guide also explains that you can modify a policy action for an application/version so that the selected application is explicitly set
to Allow or Deny for the relevant policy. When modified this way, the Application
/Version Details area shows the action as manually changed and excluded from the original policy action.
Option A is wrong because assigning a Simulation Communication Control Policy to the DBA group does not affect a Collector in
the Finance group. Option C is wrong because assigning the Finance policy to the DBA group would affect DBA Collectors, not the
Finance Collector in the scenario. Option D is wrong because assigning the Finance policy to a broader group such as Default
Collector Group is unnecessary and could over-broaden the policy impact. The precise action is to deny FileZilla in the policy that
applies to the Collector's own group: Finance policy .
=========

NEW QUESTION # 34 
Refer to the exhibits.

What happens when the net user command runs on an endpoint? (Choose one answer)

A. It triggers an immediate endpoint alert.
B. It triggers FortiEDR rules because the activity is not suspicious.
C. It triggers an incident when the query matches the target process (net.exe).
D. It blocks CLI commands by default.

Answer: C

Explanation:
The correct answer is C .
The exhibit shows a Threat Hunting saved query named CLI Command with the query:
Target.Process.Filename ( " net.exe " )
It is configured as a Scheduled Query , classified as Suspicious , and set to repeat every 15 minutes . The FortiEDR guide states that
saving a Threat Hunting query allows it to be defined as a scheduled query to automate threat detection. When the scheduled query



runs and detects matching activity, a security event is automatically created in the Incidents tab .
The guide also states that scheduled queries run automatically according to the configured schedule, and each time a match is
detected, FortiEDR generates a security event in the Incidents tab and sends notifications according to the security event
configuration.
So, when the endpoint runs:
net user edruser password! /ADD
FortiEDR records the relevant process activity, and when the scheduled query runs, it matches the target process net.exe and
creates an incident/security event. It is not immediate by default because the query is scheduled every 15 minutes. It also does not
block CLI commands by default unless playbook actions or policy controls are configured. The activity is treated according to the
saved query classification, which in the exhibit is Suspicious .
=========

NEW QUESTION # 35 
Refer to the exhibits.

You are attempting to move a collector into the High Security Collector Group for isolation but encounter an error in the API
request as shown in the exhibit. To successfully isolate the collector, which API parameter must you correct? (Choose one answer)

A. Set the target collector group parameter to Engineering group.
B. Change the HTTP method in the request from PUT to POST.
C. Set the organization parameter to Default.
D. Update the authorization credentials in the API header.

Answer: C

Explanation:
The correct answer is A. Set the organization parameter to Default .



From the first exhibit, the API query result for the Collector shows:
* Collector name: Desktop-PC
* Collector group name: Engineering
* Organization: Default
* State: Running
But in the second exhibit, the API request is using:
* organization = Fortinet-Training
* collectors = Desktop-PC
* targetCollectorGroup = High Security Collector Group
That organization value is wrong. The Collector belongs to the Default organization, so the API request must reference the
Collector's actual organization. Otherwise FortiEDR cannot locate or move that Collector under the organization specified in the
request.
The FortiEDR guide confirms that Collector Groups are used to assign different FortiEDR policies to different Collectors, and that
Collectors can be moved between groups/organizations in the Inventory workflow. In Hoster view, FortiEDR shows Collectors
from all organizations and allows moving Collectors between organizations, but the organization context must match the Collector
being managed.
Option B is wrong because the exhibit shows the API request is authorized; the failure is a 400 Bad Request , not an authentication
failure. Option C is wrong because the endpoint shown is already a move/update operation using PUT, and the issue is not the
HTTP method. Option D is wrong because Engineering is the current Collector Group. The goal is to move the Collector to High
Security Collector Group , so changing the target back to Engineering would not isolate or harden the Collector.
=========

NEW QUESTION # 36 
You are asked to create a playbook to isolate a device with a collector. Which action category does isolating a device with a
collector fall under? (Choose one answer)

A. Notifications
B. Investigation
C. Custom
D. Remediation

Answer: B

Explanation:
The correct answer is A. Investigation .
The FortiEDR 7.0.0 Administration Guide states that Investigation actions enable administrators to isolate a device or assign it to a
high-security Collector Group for further investigation of the device's activity. Under the Investigation section, the guide lists the
available investigation action types, including "Isolate device with Collector," "Isolate device with NAC," and "Move device to High
Security Group." For Isolate device with Collector , the guide explains that the action blocks communication to and from the affected
Collector, and it applies only to endpoint Collectors. If the Playbook policy is configured to isolate a device for a malicious event,
then when a malicious security event is triggered, the device is isolated from communicating with the outside world for both sending
and receiving.
So, this is not a Remediation , Custom , or Notification action. In FortiEDR Playbook policy terminology, Isolate device with
Collector belongs under Investigation .
=========

NEW QUESTION # 37
......
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