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their real exams for the reason that they are too nervous to performance rightly as they do the practices. This Software version of
AAISM practice materials will exactly help overcome their psychological fear. So you will be bound to pass your AAISM exam
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ISACA Advanced in AI Security Management (AAISM) Exam Sample
Questions (Q177-Q182):

NEW QUESTION # 177
Which of'the following is BEST for analyzing true positives, true negatives, false positives, and false negatives produced by an Al
model?
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A. Hyperparameter tuning
B. Precision

C. Confusion matrix
D. Recall

Answer: C

Explanation:

A confusion matrix is explicitly defined in AAISM as the framework used to interpret classification performance by listing:
* true positives

* true negatives

* false positives

* false negatives

Precision (B) and recall (D) are derived metrics that use parts of the matrix but do not show the full picture.
Hyperparameter tuning (A) is unrelated.

References: AAISM Study Guide - Al Model Evaluation Metrics; Confusion Matrix.

NEW QUESTION # 178
‘What BEST ensures a proper business continuity plan (BCP) for an Al solution?

A. Increasing backup restoration detail

B. Implementing access controls

C. Testing Al infrastructure failover mechanisms
D. Enhancing monitoring for model failure

Answer: C

Explanation:

AAISM defines an Al BCP as requiring validated failover and recovery testing of Al components, including:

* model hosting environments

* model-serving APIs

* feature stores

* inference pipelines

Only Option B tests actual continuity of Al functionality.

Monttoring (A) detects issues but does not ensure continuity. Access controls (C) relate to security, not continuity. Backup detail
(D) is msufficient without recovery testing.

References: AAISM Study Guide - Al Resilience and Disaster Recovery Validation.

NEW QUESTION # 179
Which of'the following is the MOST important course of action when implementing continuous monitoring and reporting for Al-
based systems?

A. Tnmplement real-time monitoring of key risk indicators (KRIs) for Al systems

B. Implement a risk dashboard for visualizing and tracking Al-related risk over time
C. Develop standardized risk reporting templates for different stakeholder groups
D. Establish an automated alert system for threshold breaches i risk metrics

Answer: A

Explanation:

The AAISM governance framework specifies that the foundation of continuous monitoring is real-time tracking of key risk
indicators. This ensures immediate detection of deviations, model drift, and operational anomalies. Automated alerts, dashboards,
and reporting templates all support monitoring, but they rely on the presence of accurate, real-time KRI measurement as their
source. Without live monitoring, the other controls are reactive rather than proactive. The most important course of action in
establishing effective continuous monitoring is therefore real-time KRI tracking.

References:

AAISM Study Guide - Al Governance and Program Management (Continuous Monitoring and Assurance) ISACA Al Risk
Guidance - Monitoring Key Risk Indicators



NEW QUESTION # 180
An attack has occurred on an Al system that has been in use for two years. Which of the following would BEST mitigate the impact
of the attack?

A. Replacing the Al model with a new model that hides confidence levels
B. Implementing strict access controls to the model's architecture

C. Monitoring Al systems for suspicious activities

D. Updating deployed training data with new adversarial data

Answer: D

Explanation:

When an Al system experiences an attack after being in production for an extended period, the most effective mitigation strategy is
to update the deployed training data with new adversarial data. This process strengthens the model's resilience by retraining it to
recognize and resist attack vectors that were previously unknown or unaccounted for. According to the Al Security Management™
(AAISM) framework, risk mitigation for Al systems must address model robustness through adversarial retraining, data quality
improverment, and model lifecycle hardening rather than relying solely on reactive measures.

Why Option B is Correct:

* Incorporating adversarial examples into the training set enhances the system's ability to correctly classify and withstand malicious
inpus.

* This approach directly mitigates the vulnerability exploited in the attack and supports a proactive, continuous risk management
cycle.

Why Other Options Are Incorrect:

* Option A: Monitoring helps detect suspicious activity but does not resolve the underlying vulnerability.

* Option C: Concealing confidence scores may reduce model transparency but does not address the attack mechanism or its root
cause.

* Option D: Implementing access controls protects the model's architecture but does not improve model robustness against nput
manipulation attacks.

Exact Extract from Official AAISM Study Guide:

"Al risk management requires continuous improvement following incidents. After an adversarial or data poisoning event, the
preferred risk treatment nvolves retraining the model using adversarial data and updated datasets to enhance robustness. This
ensures the Al model adapts to evolving threat landscapes rather than merely restricting access or obscuring outputs." References:
Al Security Management™ (AAISM) Body of Knowledge: Al Risk Treatment and Mitigation Strategies, Adversarial Robustness
and Resilience Engineering,

Al Security Management™ Study Guide: Model Lifecycle Security, Continuous Risk Treatment through Adversarial Retraining,
ISO/IEC 23894:2023, Clause 8.3.2 - Risk treatment through robustness improvement and adversarial data inclusion.

NEW QUESTION # 181
Which of'the following Al data life cycle phases presents the GREATEST inherent risk?

A. Maintenance
B. Preparation
C. Monitoring
D. Training

Answer: B

Explanation:

The data Preparation phase-covering sourcing, collection, labeling, cleansing, and provenance-presents the greatest inherent risk
because it is where privacy, consent, representativeness, bias, quality, lincage, and legality must be established. Decisions and
defects here propagate into training and downstream use, amplifying ethical, regulatory, and accuracy risks.

While Tramning can introduce additional risks (e.g., poisoning, leakage), these are frequently mitigated by controls that depend on
having trustworthy prepared data. Monitoring and Maintenance are later-life-cycle phases oriented toward detection and correction;
they are critical but inherently rely on the foundation set during Preparation.

References: Al Security Management™ (AAISM) Body of Knowledge: "Al Data Lifecycle Risks-Sourcing, Consent, Provenance,
and Bias," "Risk Treatment Priorities Across the Lifecycle"; AAISM Study Guide:

"Data Preparation Controls and Quality Gates," "Bias and Privacy Risk Controls at Ingestion."



NEW QUESTION # 182
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