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B #49
Refer to the exhibit.

A network engineer is analyzing a Wireshark file to determine the HTTP request that caused the initial Ursnif banking Trojan binary
to download. Which filter did the engineer apply to sort the Wireshark traffic logs?

A. tep.port eq 25

B. http.request.un matches
C. tls.handshake.type =1
D. tcp.window_size =0

Ef#: C

HMA #50
Which tool is used for reverse engneering malware?

A. Wireshark
B. SNORT
C. NMAP
D. Ghidra

Ef#E: D

A -

Ghidrais a free and open-source software reverse engineering (SRE) suite developed by the NSA. It includes disassenbly,
decompilation, and debugging tools specifically designed for analyzing malware and other compiled programns.

The Cisco CyberOps guide referencesGhidraas a top tool for reverse engineering binary files during malware analysis tasks, making
it ideal for understanding malicious code behavior at a deeper level.

HM #51
What is the goal of an incident response plan?

A. to ensure systens are in place to prevent an attack

B. to determine security weaknesses and recommend solutions
C. to identify critical systems and resources in an organization
D. to contain an attack and prevent it from spreading

IEf#: D

fi .-

The goal of an incident response plan (IRP) is to provide structured procedures for responding to cybersecurity incidents in a way
that imits damage, contains the threat, and ensures business continuity. As outlined in the NIST SP 800-61 and Cisco CyberOps
Associate study guide, containment and minimizing the impact of incidents is the primary goal of an IRP.

B #52
Refer to the exhibit.

A security analyst notices unusual connections while monitoring traffic. What is the attack vector, and which action should be taken
to prevent this type of event?

A. DNS spoofing; encrypt communication protocols
B. SYN flooding, block malicious packets

C. ARP spoofing; configure port security

D. MAC flooding; assign static entries

&
R

: C



HP#53

A threat ntelligence report identifies an outbreak of a new ransomware strain spreading via phishing emails that contain malicious
URLs. A compromised cloud service provider, XYZCloud, is managing the SMTP servers that are sending the phishing emails. A
security analyst reviews the potential phishing emails and identifies that the email is coming from XYZCloud. The user has not clicked
the embedded malicious URL.

‘What is the next step that the security analyst should take to identify risk to the organization?

A. Reset the reporting user's account and enable muiltifactor authentication.

B. Find any other emails coming from the [P address ranges that are managed by XYZCloud.
C. Create a detailed incident report and share it with top management.

D. Delete email from user maiboxes and update the incident ticket with lessons learned.

IEf#: B

TR

Since the phishing email originates from a known compromised cloud provider (XYZCloud), the correct immediate action for the
security analyst is to determine the broader scope of exposure. This involves checking whether other users in the organization
received similar emails from the same potentially malicious source. Therefore, querying for emails from thelP address rangesorSMTP
domainslinked to XYZCloud is essential for identifying other possible attack vectors.

This step aligns with the containment phase of the incident response lifecycle, as outlined in theCyberOps Technologies (CBRFIR)
300-215 study guide, where threat hunting and log analysis are used to determine the extent of compromise and prevent lateral
movement or further exposure. Only after the scope is understood should remediation or reporting actions follow.
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter: Email-Based Threats and Containment Strategy
during Incident Response.
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